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	Reason for change:
	SA4 have sent an LS to SA3 where it is indicated that support for two levels of authorization (domain-based and user-based) over the xMB reference point is needed.

	
	

	Summary of change:
	It is proposed that for domain based authorization, subject field of the Content Provider certificate shall identify the domain. For user-based authorization, the BM-SC shall authenticate the user using HTTP digest and username/password. 

	
	

	Consequences if not approved:
	Unclear specification on how the BM-SC performs authorization checks.
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**** START OF CHANGES ****
[bookmark: _Toc484784537]O.2	Protection of the xMB reference point 
The control plane (xMB-C) shall use TLS and the user plane (xMB-U) shall use TLS for TCP-based transport and DTLS for UDP-based transport as is specified in the following:
The profile for TLS and DTLS implementation and usage shall follow the provisions given in TS 33.310 [31], Annex E. Certificate based mutual authentication using TLS or DTLS between a BM-SC and a Content Provider shall be based on certificate profiles in clauses 6.1.3a and 6.1.4a in TS 33.310 [31]. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.
[bookmark: _GoBack]After the successful mutual D(TLS) authentication, the BM-SC shall perform authorization checks based on the subject field of the Content Provider certificate. For domain based authorization, the subject field shall identify the domain of the Content Provider and shall be used by the BM-SC for domain level authorization checks. The BM-SC may additionally perform user-based authorization. For an additional user-based authorization, after performing successful domain based authorization, the BM-SC shall authenticate the user using HTTP digest as specified in RFC 2617 [8] and username/password. The username shall identify the user (a human user or a machine) and shall be used by the BM-SC to perform user level authorization checks. The management of the username and password are out of the scope of the present specification.

**** END OF CHANGES ****

