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1. Overall Description:

3GPP Technical Specification Group Service and System Aspects (TSG-SA) would like to thank ITU-T Study Group 11 for their Liaison Statement (SP-170288) on work on combatting counterfeit ICT devices and mobile device theft. In response, TSG-SA would like to provide the following for information.
As part of 3GPP’s 5G efforts, there are activities considering security enhancements to the delivery of IMEIs from the UE to the 5G Core.

3GPP has completed work on delivering IMEIs to the Evolved Packet Core (EPC) over trusted and untrusted WLAN when supported by the UE.

In addition, 3GPP TSG-SA would like to highlight the following aspects in current 3GPP specifications which may assist Study Group 11’s work:

In TR 21.905 (Vocabulary for 3GPP Specifications), from the definition of User Equipment – 
Allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups.
In TS 22.016 (International Mobile station Equipment Identities (IMEI)) we have the general requirements for the IMEI – 

An MS can only be operated if a valid "International Mobile Subscriber Identity" (IMSI) is present. An IMSI is primarily intended for obtaining information on the use of the PLMN by subscribers for individual charging purposes.
Besides the IMSI, the implementation of IMEI is found necessary in order to obtain knowledge about the presence of specific mobile station equipment in the network, disregarding whatever subscribers are making use of these equipments.
The main objective is to be able to take measures against the use of stolen equipment or against equipment of which the use in the PLMN can not or no longer be tolerated for technical reasons.
The IMEI is incorporated in an UE module which is contained within the UE. The IMEI shall be unique and shall not be changed after the ME’s final production process. It shall resist tampering, i.e. manipulation and change, by any means (e.g. physical, electrical and software).
The manufacturer implementing the IMEI module in the ME is responsible for ensuring  that each IMEI within the allocated range is unique to the ME in which it resides, and is also responsible for keeping detailed records of produced and delivered MEs.
Further the actions taken by the PLMN upon detection of a “black listed” or unrecognized device are limited in TS 22.016 to:

The network shall terminate any access attempt or ongoing call when receiving any of the answers "black-listed" (i.e., on the black list) or "unknown" equipment (i.e., not on the white list) from the EIR (Equipment Identity Register). An indication of "illegal ME" shall in these cases be given to the user. Furthermore this is equivalent to an authentication failure hence any call or IMS session establishment or any location updating is forbidden for the MS, it cannot answer to paging, it is just allowed to perform Emergency Calls. Emergency calls must never be terminated as a result of the IMEI check procedure.
And

Emergency calls can in some PLMNs be made without having to send the subscriber identity (IMSI) to the network. In this case the misuse of MS equipments after placing invalid emergency calls can be restrained by using the equipment identity.

The following points should also be accounted for in the upcoming Study Group 11 work:
· 3GPP does not specify exactly where in the User Equipment the IMEI shall be implemented, only that it is in the Mobile Equipment (ME) domain.
· Some User Equipment with removable 3GPP radio modules such as USB dongles will have the IMEI in the dongle and not the ICT (such as a laptop).
· IOT devices may have separate 3GPP radio modules from the rest of the IOT ICT by design and manufacture.
· 3GPP only requires IMEI for access to 3GPP Radio Access Technologies.  Use with non-3GPP access technologies is optional and based on operator policy. Devices without 3GPP access technologies such as WiFi only will not have IMEIs.
· Retrieval of the IMEI in the User Equipment by the core network is optional based on operator policy as is the deployment and use of Equipment Identity Register.
2. Actions:
To ITU-T SG 11: 3GPP TSG SA kindly asks Study Group 11 to take the above information into account. 
3. Dates of Next SA Meetings:

SA#77 
13 – 15 September 2017 
Sapporo, Japan.

SA#78
20 – 22 December 2017

Lisbon, Portugal

