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Background
As the 3GPP 5G system specification work progresses, some companies have brought in some privacy issues needing addressing in the context of select topics. Protecting the privacy of 3GPP systems users is indeed an important aspect of the success of the 3GPP ecosystem. 
The SA3 ToR approved in SP-110862 sometime ago, explicitly includes privacy

SA WG3 has the overall responsibility for security and privacy in 3GPP systems.
A holistic view is required when addressing privacy aspects in the 3GPP system specification across TSGs and WGs. Which aspects we need to address and based on which regulatory requirements should be well understood and agreed 3GPP-wide under the SA3 supervision. 
We believe, for instance, that we should not address in isolation a single aspect of a privacy issue, and rather we ought to take a comprehensive approach. In occasion, also, meeting privacy requirements, may come at the expense of the ability to deliver certain features, or at the cost of increased system complexity and signalling load. 
Let us consider for instance the ability to only allow some privileged classes of UEs to access some cells at times of congestion: this feature may be used by a fake cell to detect UEs in these UEs classes by causing UEs belonging to these classes to e.g. perform a Registration UPDATE (that is easy as it suffices to indicate a different Registration area code in the fake cell than in neighbouring cells) while the rest of the UEs are subject to access control restrictions. So, shall we in 3GPP not have this feature and rather prefer UE usage type Privacy? This is not a simple question as ACB seems to be affected also. 
Similarly, one may devote cells to UEs subscribing to a certain slice only… would using dedicated cells for a slice violate privacy? Shall 3GPP not deliver this feature on the grounds of privacy even if 3GPP had evidence of market demand? This is a concept quite close to CSG cells also that is already supported.
Let us consider one concrete example for our discussion showing the need of strict supervision of what we do and tight workflow control on the matter of solutions for privacy.

SA2#121 rushed to conclude on tdoc S2-174055 on TS 23.501: “Privacy considerations for network slicing” despite there was an objection on the grounds SA2 did not consider the interim agreements in 3GPP SA3 TR 33.899 documented in LS S3-171489 before concluding on this topic. The solution in this document, also, was partial as leaking of the same information can happen in many other ways.  As a further background, while SA3 LS was not yet shared with SA2 as SA3 was still working on this LS while SA2#121 was ongoing, most companies were aware of this being the case as also we (Nokia) advised them to check this was the status with their SA3 colleagues. Also in SA2 we should see some new normative requirements in SA3 TSs on privacy before we approve new privacy related text in our TSs.
Specifically, the SA2 solution provides that:

“when the UE is aware or configured that privacy considerations apply to NSSAI
· the UE shall not include NSSAI in NAS signalling unless the UE has a NAS security context
· the UE shall not include NSSAI in unprotected RRC signalling 
Editor’s Note: it is FFS how the UE is aware or configured that the network has privacy considerations for NSSAI information.
”

If sending the NSSAI to the RAN in RRC signalling is disabled, this prevents complete isolation End to End of network slices as not including the NSSAI in the RRC layer does not allow the RAN to route directly the NAS signalling of the UE to the right AMF group for the UE in an isolated slice. 

Thus, a rerouting via a default group of AMFs is required at every registration step where the Information in RRC layer like the Temporary ID is not allowing routing directly to the right AMF. An attentive reader can observe that when routing based on Temporary ID can substitute effectively NSSAI-based routing to identify the right AMF, the Temporary ID information and NSSAI information are equivalent from a privacy angle, and so may suffer from same privacy concerns when a AMF is dedicated to a certain NSSAI handling. So this would call also for changes to UE Temp ID role and handling.
We can list many more impacts and ramifications of protecting information of what slices a UE is using, but this is not the right paper and forum to discuss these.
On this matter this is what SA3 says in their interim agreements in S3-171552 based on a question in S3-171551:
IN S3-171551:

X.7.9 Questions and Interim Agreements for Key issue #7.8: Privacy protection of network slice identifier

X.7.9.X Privacy of slice identifier 


X.7.9.X.1 Description of Question

The UE may provide to the network (in the initial registration messages before any NAS protection is established) a slice identifier, e.g. network slice information (NSSAI), that can reveal both the slice type(s) the UE is connecting to and customer specific information. By this it is possible to associate a particular signalling message with a particular group of subscribers, e.g. a group of public safety users. But it may be unwelcome to let the public know about the presence of e.g. police agents in an area.

Thus, by the slice identifier a UE accessing a PLMN exposes the fact that he is authorized to use this PLMN and its user belongs to a distinct User Group. 
Question: Does the NSSAI need to be confidentiality protected?

X.7.9.X.2 Interim Agreement
IN S3-171552
4
Detailed proposal

Related to X.7.9 Questions and Interim Agreements for Key issue #7.8: Privacy protection of network slice identifier as approved in S3-171551.
Question: Does the NSSAI need to be confidentiality protected?
*********Start of change

X.7.9.X.2 Interim Agreement 

The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).
Nothing is stated on RRC signalling and SA3 does not say that NSSAI shall not be sent when NAS security context is not available. The way the requirement is formulated basically points to no special handling of the NSSAI information e.g. compared to UE IDs. Also, there is no hint to the fact that this interim agreement is subject to further study and this seems to be all that SA3 say about this topic.
So SA2 has agreed on a solution that goes beyond the SA3 advice and agreements they reached in their TR 33.899.
Going forward we recommend that:
1) SA3 shall determine Privacy requirements to be met, including evaluation of regulatory aspects. As part of this, SA3 shall consult with relevant WGs and TSGs as needed.

2) Solutions for Privacy in 3GPP TSs shall not go beyond the requirements and agreements in SA3 TSs or TRs known at the time of approving a document for inclusion in a TS.
2
Proposal
It is Proposed that TSG SA discusses this matter and converges on a guidance 3GPP-wide aligned with principles 1 and 2 recommended here above. [image: image1.png]
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