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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication Authorisation Accounting

AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function

DSMIPv6
Dual-Stack MIPv6

EAP

Extensible Authentication Protocol
EMSK
Extended Master Session Key
EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System
ERP
EAP Re-authentication Protocol
ESP
Encapsulating Security Payload

E-UTRAN

Evolved UTRAN

HS-GW
HRPD Serving GW

IKEv2
Internet Key Exchange Version 2

IPsec
IP security protocols, algorithms, and key management methods

LMA
Local Mobility Anchor

MAG
Mobile Access Gateway

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity 

MSK
Master Session Key

NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

PMIP/PMIPv6
Proxy Mobile IP version 6
rIK
re-authentication Integrity Key

rMSK
re-authentication Master Session Key

rRK
re-authentication Root Key
SA 
Security Association 

TWAN
Trusted WLAN Access Network

UICC
Universal Integrated Circuit Card

USIM
Universal Subscriber Identity Module
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6.X
Re-authentication based on ERP
6.X.1
Introduction
The EAP Re-authentication protocol (ERP) is specified in IETF RFC 6696 [x]. It is independent on the EAP method in use but it permits a re-authentication based on key material (unexpired) derived from a previous authentication. As for the Fast re-authentication method (clause 6.3), it re-uses the key derived from the previous full authentication. It does not involve the HSS, nor the credentials used by EAP-AKA' and does not involve the handling of EAP-AKA' authentication vectors, which makes the procedure faster and reduces the load on (the 3GPP AAA server and) the HSS and, in particular the Authentication Centre. 
The ERP protocol permits to perform the re-authentication process at the 3GPP AAA Server avoiding signalling on SWx. It also permits to delegate the re-authentication process to the TWAP (Trusted WLAN AAA Proxy) avoiding signalling on STa (and SWd in case of roaming) or to the 3GPP AAA Proxy avoiding signalling on SWd, thus reducing the load as well on the 3GPP AAA server. 
To use ERP, the basic assumption is that ERP is supported by the WLAN. For non-roaming scenarios, the ER server (as described in IETF RFC 6696[x]) may reside in the TWAP or the 3GPP AAA server. In roaming scenarios, there is an additional case where the ER server resides within the 3GPP AAA Proxy.
The EAP server, which resides in the 3GPP AAA server, shall support the ERP related functionalities as defined in IETF RFC 6696 [x].
The ER Authenticator resides in the EAP Authenticator. 
6.X.2
ERP Bootstrapping
6.2.X.1
General
In order to perform re-authentication, the UE and the network shall derive corresponding ERP Keys. Those ERP keys are derived from the EMSK which is derived during the first EAP exchange in clause 6.2 step 12. The ERP implicit bootstrapping consists of deriving the ERP keys and providing those keys to the ER server during the EAP exchange. The ERP explicit bootstrapping is used by the UE to confirm its ERP keying material or to discover the name of the domain in which the ER server is located. In the latter case, new keying material will be provided to the ER server and derived at the UE. At the end of the ERP bootstrap phase both UE and ER server share keying material for further re-authentication. 
6.X.2.2
ERP Implicit Bootstrapping
In the implicit mode, the ERP Keys are derived during the EAP exchange.
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Figure 6.x.2.2-1: Implicit ERP Bootstrapping
1.
The ER Authenticator sends an EAP Request/Identity to the UE. 
2.
The UE sends an EAP Response/Identity message. 
3.
The ER Authenticator sends the message towards the home EAP server. 
If ER server is located in TWAP or 3GPP AAA Proxy:
4.
The ER server receives the message. Itshall include, in the request fowarded to the 3GPP AAA server, the domain name and the ERP-RK-Request to retrieve an ERP key specific for that domain as specified in IETF RFC 6942 [y]. 
5.
The complete EAP exchange continues as described in clause 6.2 (from step 6 to step 23a).
6.
If the authentication is successfull and the use of ERP in the visited domain is authorized, the 3GPP AAA server sends the ERP keying material as described in IETF RFC 6942 [y] along with the EAP-Success. 
7.
The ER server removes from the message and stores the ERP Keying material and forwards the Diameter message with the MSK and the ERP-Realm to the ER authenticator.
If ER server is located in the 3GPP AAA server, message 4 and 6 do not apply. In this case, ER server and EAP server are internal to the 3GPP AAA server.
5.
The complete EAP exchange continues as described in clause 6.2 (from step 6 to step 23a).
7. 
If the authentication is successful, the ER serversends the Diameter message with the MSK and the ERP-Realm to the ER authenticator.
Editor's Note:
It is FFS if the 3GPP AAA server could learn from the HSS if ERP is supported by the UE in order to not derive unnecessary keys.
6.X.2.3
ERP Explicit Bootstrapping
The ERP Bootstrapping may be used by the UE to confirm its ERP Keying material or to discover the name of the ERP.
 
[image: image2.emf]2. EAP-Initiate/Re-auth/

Bootstrapp

[1. EAP REQ/Identity]

5. EAP-Finish/Re-auth/

Bootstrapp

UE

ER 

Authenticator

3GPP

AAA Server

3. AAA(EAP-Initiate/

Re-auth/Bootstrapp)

4. AAA(rMSK, EAP-Finish/

Re-auth/Bootstrapp)

1. EAP-Initiate/Re-auth-Start

ER Server

3a. AAA(EAP-Response/

ERP-RK-Request)

3b. AAA(EAP-Success/

rRK/rMSK)

Conditional Messages


Figure 6.3.c.x-2: ERP Explicit Bootstrapping

1. The Non-3GPP access may trigger the ERP Explicit Bootstrapping by sending the EAP-Initiate/Re-auth-Start with the 'B' bit set to 1.
1a.
The Non-3GPP access may send an EAP Request/Identity. This message may also trigger the UE to explicitly bootstrapp ERP.

2.
The UE sends an EAP-Initiate/Re-auth-Start message as specified in IETF RFC 6696 [x]. 
3.
The ER Authenticator forwards the message towards the domain indicated by the UE. If this message is intercepted by an ER server on the path (e.g. TWAP or 3GPP AAA Proxy), this ER server will verify if it has the necessary ERP Keying material to respond to the UE, if the keying material is not available for this UE  step 3a and 3b do apply.otherwise it goes to step 4.. 
If the ER server is in in the 3GPP AAA server, the step 3a and 3b does not apply since ER server and EAP server are internal to the 3GPP AAA server.
3a.
If the ER server does not have the necessary ERP Keying material, it processes the message as described in IETF RFC 6942 [y] and sends a AAA Request message to the 3GPP AAA server in order to retrieve ERP Keying material.
3b.
The 3GPP AAA server processes the message as described in the IETF RFC 6942 [y] and if the re-authentication is successful it provides the ERP Keying material in the AAA response.
4.
The ER server replies with the AAA message as described in IETF RFC 6942 [y].
5.
The ER Authenticator replies with EAP-Finish/Re-auth/Bootstrapp message containing all the information to permit the UE to derive ERP Keys.
6.X.3
ERP exchange for re-authentication
The UE either by the implicit or the explicit bootstrapping owns necessary keying information for ERP re-authentication.
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Figure 6.X.3-1:ERP Re-authentication exchange
1. The ERP exchange is optionnally triggered by the ER Authenticator sending an EAP-Initiate/Re-auth-Start.
2. The UE sends an EAP-Initiate/Re-auth message to the ER Authenticator.
3. The ER Authenticator processes the message as in IETF RFC 6696 [x] and sends a AAA message to the ER server as described in IETF RFC 6942 [y].
4. The ER server verifies the validity of the ERP message as described in IETF RFC 6942 [y] and if the re-authentication is successful, it replies to the ER Authenticator with the rMSK.
5. The ER Authenticator retrieves the rMSK and forwards the EAP-Finish/Re-auth to the UE.
6.X.4
ERP Key Derivation
The key derivation mechanism for ERP is described in IETF RFC 6696 [x].
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