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	During SA#71 plenary, an agreed note (contained in S3-160273) was removed due to an objection. The objection was mainly due to the inclusion of a note that recommends a solution which is out-of-scope of 3GPP. As SA3#82 agreed that the security threat on user privacy is valid, it is proposed to include a new note to brief the user privacy risk and the mitigation is left to implementations, subject to regulatory/operation policy.
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************************ Start of change ************************

G.2.1
Protection of the WLAN Link between the UE and the WT

The WLAN communication established between the WT and the UE shall be protected using the IEEE 802.11[x] security mechanisms. The security key for protecting the WLAN link is computed from the current UE – MeNB security context. 

When the MeNB initially establishes LWA with the UE through a WT for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KWT for the WT and sends it to the WT over the Xw. The same S-KWT is also generated by the UE.

To generate the S-KWT, the MeNB shall use a counter, called a WT Counter. The WT Counter shall be incremented for every new computation of the S-KWT as described in the clause G.2.4. The WT Counter is used as freshness input into S-KWT derivation as described in the clause G.2.4, and guarantees, together with the other provisions in the present clause G, that the same S-KWT is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The MeNB shall send the value of the WT Counter to the UE over the RRC signalling path when it is required to generate a new S-KWT. 

The UE and WT shall use the key S-KWT as equivalent to the Pair wise Master Key PMK defined in IEEE 802.11 specification to establish the WLAN security. The PMK will be used to start the 4way handshake on the WLAN link between the UE and the WLAN AP.
NOTE:   The combination of UE WLAN MAC address and exposure of the IMSI in the same context could impact user privacy. It is left to the implementation to mitigate the UE privacy risk, subject to regional/national regulatory requirements.
************************ End of change ************************
