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***************************Begin of changes*****************************
6.5
Solution #5: Activating integrity protection for user data in bearer layer

6.5.1
General

This solution is used to activate integrity protection for user data in bearer layer. User data integrity is an optional-to-use feature. Enhanced SGSN decides whether integrity protection of use plane is needed or not based on UE’s subscriber data. 
6.5.2
Solution

The principle is that an indication of activating integrity protection for user data is stored as part of subscriber data in HLR/HSS. The indication is an optional flag in subscriber data. 
The SGSN gets the subscription data during Insert Subscriber Data procedure. After receiving the subscriber data, and based on other policies, the eSGSN knows whether this UE needs integrity protection of user data. 
The eSGSN may not have subscriber data when performing the authentication and ciphering procedure. So the eSGSN can not send the indication of activating integrity protection of user data in authentication and ciphering procedure. The indication of activating integrity protection of user data can only be carried in messages which are sent after the eSGSN gets the subscriber data, e.g., Attach Accept message, RAU accept message, etc. 
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