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Abstract of document:

The document contains a study of the EGPRS access security in relation to cellular IoT, and an evaluation of possible technical security enhancements needed to support such services. The study is related to GERAN study on “Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things”. To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable. 

Changes since last presentation to SA Meeting #70:

New solution proposals have been added on input parameters to integrity algorithms, and on the implementation of the integrity protection in the LLC layer. Comparison of authenticated encryption schemes and related solution proposal has been added. The algorithm agreement has been completed. Integrity protection mechanism for the user data has been added. The pre-normative text targeting the stage 2 specification has been added. 
Outstanding Issues:

Finalization of algorithms with ETSI SAGE is still in progress. 
Contentious Issues:

None. 
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