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Background

ePDG selection is a feature that has been in 3GPP specifications (e.g. 3GPP TS 23.402 [1]) since Release 8 and allows a UE using non-3GPP access to access  EPC using untrusted access.  The feature is part of VoWifi and is being profiled as part of the GSMA PRD IR.51 [2]. This profiling activity raised a number of questions from GSMA regarding ePDG selection functionality and response LS's from various groups in the following tdocs: 
Input from GSMA 



S2-151095 (RILTE 45 Doc_112), 
Response LS to RILTE 45 Doc_112 

S2-151395,  
CT1 LS to SA2 as result of RILTE 45 Doc_112
S2-151446 (C1-151630)
Response LS from GSMA to S2-151395

S2-152148 (RILTE 45 Doc 120)

As a result of these LS's and the inability to complete the work at SA2#109 (Fukuoka) an exception sheet was raised at SA#68 in SP-150282 [3] which after significant debate was agreed in SP-150351 [4].  This exception sheet allowed SA2#110 (Dubrovnik) to work on 2 areas:

a) location based ePDG selection; and 

b) selection of an ePDG in the HPLMN or VPLMN when the UE is roaming, as identified in rilte 45 Doc_120 

Note: for the item b), FASMO CR in earlier releases may also be needed.

CRs where submitted on both items a) and b) at SA2#110 including CR's all the way back to Release 8 to address item b).. The CRs addressing item b) addressed a market requirement of being able to provision grey market devices, using standardized means. SA2 agreed only wanted to address the problem in b) in Release 12.  SA2#110 agreed the following 2 CR's: 
SP-15aaaa-
23.402
Rel12-
CR#1373

SP-15bbbb
23.402
Rel-13
CR#1376

CT1#93 (Vancouver) tried to progress these CR's however all 3GPP TS 24.302 [6] Rel-12 and Rel-13 CRs associated with ePDG selection were postponed.  It was also recognised that stage 2 agreements related to ePDG selection for Rel-12 in CR#1373 and Rel-13 in CR#1376 would result in 3 different Stage 3 solutions. This was documented and communicated in SP-150378 (C1-153226).
This discussion paper addresses the issue raised in SP-150378 (C1-153226), captures technical issues with Rel-13 CR#1376 that were recognised in CT1 and identifies further potential problems.
Technical concerns

The following technical concerns with CR#1376 have been identified. The first two were discussed during CT1#93. 

a)
On a per PLMN basis it is not possible to configure one of 2 FQDN thatformats can be used, sincene FQDN format incorporates the  TA/LA into the FQDN syntax.  In the following situations the VPLMN's TA/LA is either not known at the UE or it is meaningless: 

1. the UE is not attached to a PLMN; or 

2. the UE selects the ePDG in the HPLMN. 

In case 1) no location information is available. In case 2) the only location information that is available is that of the VPLMN.
To further add to the above issue, emergency calls support via WiFi using ePDG can use the same selection procedures (S2-152477, CR1368 3GPP TS 23.402 [1]).  
b)
Emergency calls over Wifi are only made when there is no 3GPP access, this could be because 1) the UE is not attached or 2) the UE was attached but has no coverage.  If the device is configured to use "Tracking/Location Area Identity FQDN" format then the emergency call will fail. 
c)
A UE can be configured to mandatory select an ePDG in any VPLMN. If there is no ePDG in that VPLMN, the UE will not obtain services via the WLAN, even though the HPLMN may have deployed an ePDG. 
d)
Trusted WLAN access is not a mandatory feature to implement in the UE.  A UE attached via LTE to VPLMN A, may attach to a trusted WLAN operated by VPLMN B which has been configured as a "walled garden" or lacking the ability to resolve an address of HPLMN's ePDG. The UE can only reach IP's address's within that walled garden and hence is unable to reach the VPLMN A or HPLMN ePDG when there is a valid ePDG in VPLMN B that could be used.
Other concerns

Fraud and Billing

Fraud & billing has been discussed within SA2 (S2-152180) and was acknowledged as an issue however there has been no communication with SA3 on this topic. 
As present in detail in  C1-152743 and in lesser detail in S2-152180, the following scenario may exist when a UE selects an ePDG in a different PLMN (e.g. HPLMN) to the PLMN it authenticated with (e.g. VPLMN):

· The UE-A authenticates via a VPLMN’s AAA Proxy and the HPLMN’s AAA Server

· The HPLMN’s charging system receives charging records from the VPLMN for this (i.e. from the AA Proxy)

· The UE-A then directly connects an IPsec tunnel to the HPLMN’s ePDG

· The HPLMN’s charging system now receives charging records from the ePDG in the HPLMN

Fraud detection systems in operator networks that detect duplicate appearances by the same UE but in completely different locations may not detect that the above scenario is legitimate i.e. not fraud. 
Staleness of the information

Rel-13 CR in CR#1376 allows information to be provisioned in a device, however the device cannot be expected to know the configuration of all networks given the dynamic nature of Wifi deployments.  Updating a large number of devices OTA is time consuming and uses significant amount of resources.  Devices should be able to take into account local operating environment which may provide more up to date more information.  One such solution is "Carrier Wifi" that is being promoted by WBA [5] and also recently by the WFA operator group. WBA requirements [5] recommends usage of ANQP (WBA's requirements do not take into account whether the WLAN is considered "trusted" or "untrusted" in a 3GPP sense).
	5.1.4.4 CWLAN AP complex MAY support interworking with 3GPP using the 802.11 defined 3GPP Cellular Network ANQP-element (as described in 802.11-2012 section 8.4.4.11), and the 3GPP Cellular Network Procedure (as defined in 802.11-2012 section 10.24.3.2.5)


Table 1 – Extract from WBA [5]

Release 12 ePDG selection already takes into account this information in 3GPP TS 24.302 V12.X.Y [6].

	7.2.1
Selection of the ePDG

For dynamic selection of the ePDG the UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG. The input to the DNS query is an ePDG FQDN as specified in subclause 4.4.3 and in 3GPP TS 23.003 [3]. The ePDG FQDN contains a PLMN ID as Operator Identifier. The UE selects the PLMN ID used in the ePDG FQDN based on the conditions described below.

1.
If the UE is EPS attached or GPRS attached (see 3GPP TS 23.122 [4]) to a Visited PLMN and:

1a)
……
1b)
if the UE is provided with a list of available PLMN ID(s) served by the access network, e.g. via ANQP using 3GPP Cellular Network ANQP-element specified in IEEE Std 802.11-2012 [57], and the current RPLMN or an equivalent PLMN is contained in the list of available PLMN ID(s), the UE shall include this PLMN identity in the creation of the ePDG FQDN (see 3GPP TS 23.003 [3]); or




Table 2 – Extract from 3GPP TS 24.302 [6]
Cross Referencing

Given that there are significant changes to the existing text in the Rel-13 CR in CR#1376 it is reasonable to consider that this may have an impact on other organisations which reference this specification.

Exception sheet

As described above an exception sheet was agreed at SA#68 in SP-150351 [4].  
CR#1376 defines on a per PLMN basis if ePDG selection should be mandatory in that PLMN or not.  There is no requirement for this documented in RILTE 45 Doc 120. 
It was stated  in SA2 this was required for Lawful Intercept purposes however no such requirements have been communicated to SA2, neither has SA2 requested any request for this from SA3.  GSMA RILTE have sent an LS to SA3-LI in S3i150210 (RILTE46 Doc 114_Rev2) however no response has been received from SA3-LI on this subject as of yet. 

If this ability to configure ePDG selection on a per PLMN basis, which is outside the scope of the agreed Exception, had not been included then the technical concern raised  in c) above would not exist,
In addition, there is a procedural aspect to be considered. If an exception is granted at SA to do work then this sets the ground rules for contributions to complete the necessary work.. Agreeing functionality that goes beyond the scope of the exception makes this process redundant. 

Conclusions

There are a number of technical concerns with the Rel-13 CR#1376. In addition the functionality in the CR goes beyond the scope of the agreed exception. Therefore a revised CR has been provided by the authors of this paper in SP-150530 based on SP-150505 3GPP TS 23.402 CR#1376. 

The CR was circulated on the SA2 exploder. It is proposed that this CR (SP-150530) as such has been technically endorsed by SA2 and should be approved by SA.
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