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* * * Begin of Changes * * *

X.5.3 Solution 2: TURN credential provisioning and authentication using OAuth Access token
X.5.3.1 Overview
The reference paper draft-ietf-tram-turn-third-party-authz-05 [69] proposes a new mechanism for TURN client authentication authorization mechanism different from the current long-term credential solution. In this mechanism, third party authorization using OAuth 2.0 is used by the TURN server to authorize the TURN client instead of the regular username/password mechanism. 
Using OAuth 2.0, the TURN client obtains an ephemeral self-contained access token and the associated secret session key from the authorization server. The authorization server acts as a trusted third party that binds the secret session key to the generated access token. The token is presented to the TURN server instead of username/password credentials. The server performs two checks to authorize the TURN client – it validates the authenticity of the received self-contained token, and in addition, also verifies that the TURN client is in possession of the secret key. It provides required services only after both the checks succeed. The secret key is used to integrity protect the connection between TURN client and TURN server.
Following are the salient security features of this solution:
a.
Using ephemeral access token and session key with short lifetimes (in secs) ensure that access to TURN server can be controlled even if one or both of them are compromised in WIC. The session key has lifetime that corresponds to the lifetime of the access token. 
b.
The proof-of-possession security concept is used by the TURN server to authenticate the TURN client. A secret session key is bound to the access token by the Authorization server. This key is used to integrity-protect TURN messages between the TURN client and the server. The server confirms the authenticity of the TURN client by verifying the message integrity of the received message against the message integrity populated by the client.
c.
Real usernames are not used in TURN messages. This ensures that there is no privacy leakage by any snooping adversary.
This solution has impacts on the following IMS WebRTC functional entities:

-
WAF: WAF has to support extensions as defined by the IETF draft RFC [69]. WAF generates a self-contained access token and other required parameters (TURN session key and key id) in compliance with the IETF draft RFC [69].  The WAF and the TURN server share a long-term secret K. This key is used by the WAF to generate additional keys for encrypting the access token and ensuring message integrity of the message. Additional details on this can be found in the IETF draft RFC [69]. The provisioning of the long-term secret key in WAF and TURN server is out of scope of this solution.
-
WebRTC IMS Client (WIC): The WIC performs the HTTPS request to WAF to obtain the access token, TURN session key and the key id. The WAF responds with the required parameters. The WIC configures these parameters in the TURN client through the W3C RTCPeerConnection API. 
This solution also assumes that the TURN client and the TURN server are compliant with the extensions defined in the IETF draft RFC [69]. 
X.5.3.2 Procedures
The procedure provided in this clause is non-normative text due to 3GPP’s decision not to standardize the interfaces between the WIC and the WWSF (W1) and between the WWSF and the WAF (W4). These reference points may therefore be realized in a way different from the one described in this clause.
Figure X.5.3.2-1 illustrates a TURN authentication flow in IMS WebRTC based on OAuth 2.0 access token. As an example flow, OAuth Client credentials grant is used in this procedure to obtain an access token. 
Following is the mapping of various roles:
a) The Browser, executing ICE Agent on behalf of the WIC, is the TURN client.

b) The WWSF is the OAuth client that interacts with the OAuth server to authenticate, and obtain access token.
c) The WAF is the OAuth authorization server that authenticates WWSF, the OAuth client, and issues access token and other required TURN parameters.
d) The TURN server is the OAuth resource server that receives and validates the access token from the TURN client.
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Figure X.5.3.2-1 TURN authentication based on OAuth 2.0 access token
The details of the signalling flows are as follows:

Pre-requisite :

a. WWSF registers with the WAF [71]
WWSF, as the OAuth client, registers with the WAF associated with the TURN server. The  WAF assigns a unique client id and client password to the registered WIC.
b. WIC registers with the IMS

The WIC performs IMS registration before the user is allowed to use IMS services. The user accesses a URI to initiate an HTTPS connection to the WWSF. The WIC is downloaded and initialized by the browser. The WIC performs one of the IMS WebRTC registration procedures to register with the IMS network.
Both these steps are completed in advance of the following steps. 

1. User clicks on a button to make a WebRTC call

The user clicks on a button to make a WebRTC call. 
2. WIC requests Access token

The WIC requests access token from the WWSF. 
3. User authentication and authorization

The WWSF authenticates the user and obtains user authorization to allow WIC to setup a call. 
NOTE 1: This step is optional. WWSF could skip this step if it has authenticated and obtained user’s authorization during IMS registration in scenarios 2 and 3, and IMS registration is still considered active.
4. WWSF requests access token from WAF
WWSF starts the OAuth Client credentials flow [71]. It issues HTTP GET to request access token from WAF. WWSF includes client_id and client_password in this request. The complete set of required parameters to be included in this GET request is defined in [69].

5. WAF validates WWSF and issues access token

WAF authenticates WWSF and generates access token, session key and key id (kid) according to [69]. Access token is structured according to the format in [69]. 
The access token, session key and key identifier (kid) is returned back to WWSF.
6. WIC obtains access token from WWSF

WWSF forwards the access token, session key and the key identifier (kid) to WIC.
7. WIC initiates a WebRTC connection setup
The WIC initiates a WebRTC connection using W3C’s RTCPeerConnection API. TURN Server URI, key id (as username), session key (as credential) and access token are passed as arguments to this API.
8. Obtain “relayed transport address” on the TURN server

NOTE 2: This step is executed by WebRTC stack in the browser.   
The WebRTC stack in the browser executes TURN protocol using enhancements for third party authorization as defined in draft RFC [69].  A relayed transport address is allocated in the TURN server. 

All communication between the WIC and TURN server is now integrity protected.
NOTE 3: It is recommended that this solution be only used in IMS registrations scenarios 2 and 3. In both the scenarios, the user authentication is delegated by the IMS network to either the WWSF or the WAF. Once the user is authenticated, WAF provides WIC with an access token. The WIC then presents this token to the IMS network during IMS registration. This is very similar to the procedure described in this section for TURN client authentication based on OAuth access token. It is therefore possible to use the same WAF for generating access token for TURN authentication.
NOTE 4: IMS Registration scenario 3 provides a mechanism by which an anonymous user skips authenticating with the WWSF but is able to access IMS services like any other authenticated user. Similar mechanism is supported by this solution when “client credentials” based flow is used for TURN authentication. In the client credentials flow, WWSF is the OAuth client and requests access token on behalf of the user. WWSF authentication is performed by WAF, whereas the user authentication is performed by the WWSF. Therefore when anonymous user requests an access token, WWSF skips user authentication for the user. In the backend it will authenticate with the WAF and obtain an access token. The access token is then presented back to the user. 
* * * End of Changes * * *
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