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6.2.3.3.2.3.2
Creation of the MIKEY key delivery message

The initial MIKEY message is formed of the payloads which are filled as follows:

-
MIKEY common header: The CSB ID field of the MIKEY common header id shall be set to a random number. If the ProSe Key Management Function requires an acknowledgement of the PGK delivery message, then, it sets the V-Bit to 1. The #CS field shall be set to zero. The CS ID map type subfield shall be set to "Empty map" as defined in RFC 4563 [35]. 

-
Timestamp payload: The timestamp field shall be of type 2 and contain the value of the replay counter that is associated with this message. 

-
MIKEY-RAND field: The MIKEY-RAND field shall contain a 128-bit random number that is chosen by the ProSe Key Management Function.

-
IDi payload: The ID Type shall be set to the value 0 to indicate an NAI with the identity formed from the Group Identity || PGK ID@ FQDN of the ProSe Key Management Function.
-
IDr payload: The ID Type shall be set to the value 0 to indicate an NAI with the identity formed of the PMK identity of the PMK used to protect the MIKEY message @ the FQDN of the ProSe Key Management Function. 

-
KEMAC Payload: The Type Subfield shall be set to value 2. The use of the NULL algorithm in MAC field is not allowed. The use of the NULL alg in the Encr field is not allowed. The KV (Key Validity) subfield shall be set to the value 2. The lower and upper limits of the validity period of the PGK are expressed in unit of seconds and coded in binary format as the 40 least significant bits of the Coordinated Universal Time as defined in 3GPP TS 36.331 [aa]. . In order to get the UE to delete a PGK, the ProSe Management Function shall set the lower and upper limits to be the same. 

**** NEXT CHANGE ****

6.2.3.3.2.3.3
Processing the MIKEY key delivery message

When a MIKEY message arrives at the ME, the processing process as follows:

-
The UE shall extract PMK @ FQDN of the ProSe Key Management Function for the IDr payload to establish which PMK was used to protect the MIKEY message. 

-
The Timestamp Payload is checked and compared against the stored Counter for the PMK, and the message is rejected if that counter is not larger then the current Counter. 

-
The integrity of the message is checked. If this fails, the message is discarded, otherwise the processing continues as follows.

-
The counter associated with the PMK shall be set to the values conveyed in the Timestamp payload.

-
If the PMK used to protect the message is the not the last successfully used one, then it becomes the last successfully used one and any other PMK related to this ProSe Key Management Function is deleted.

-
The UE shall extract the Group ID and PGK ID from the received IDi Payload. If PGK ID is all zeros, then the UE shall stop processing the message and send a Key Request message (as described in subclause 6.3.2.2.3.3). 

-
The UE shall extract the PGK and Key Validity data from the KEMAC payload as described in section 5 of RFC 3830 [5]. If the lower and upper limits are the same, then the UE shall delete any key with the Group ID and PGK ID contained in the MIKEY messages. Otherwise the UE shall store the PGK along PGK ID and the validity limits. 

**** END OF CHANGES ****

