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[53]
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[54]
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[55]
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3GPP TS 29.272: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".

[60]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[61]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)", available at www.ietf.org
[62]
3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".

[63]
3GPP TS 29.279: "Mobile IPv4 (MIPv4) based mobility protocols; Stage 3".

[64]
3GPP TS 29.118: "Mobility Management Entity (MME) –Visitor Location Register (VLR) SGs interface specification"

[65]
ANSI/J-STD-025-B: "Lawfully Authorized Electronic Surveillance”, July 17, 2006.

[66]
3GPP TS 24.007: "Mobile Radio Interface Signalling Layer 3; General Aspects".

[67]
IETF RFC 3966: "The Tel URIs for Telephone Numbers", December, 2004.

[68]
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[69]
IETF RFC 2460:  "Internet Protocol, Version 6 (IPv6) Specification".

[70]
IEFT RFC 3697:  "IPv6 Flow Label Specification".

[71]
IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information".

[72]
IETF RFC 5139: "Revised Civic Location Format for Presence Information Data Format Location Object (PIDF-LO)".
[73]
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[76]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[77]
3GPP TS 24.623: "Technical Specification Group Core Network and Terminals; Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services". 
[78]
3GPP TS 22.173: "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services; Stage 1".

[79]
3GPP TS 24.109: "Universal Mobile Telecommunications System (UMTS); Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[80]
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[81]
IETF RFC 7254: "A Uniform Resource Name Namespace for the Global System for Mobile Communications Association (GSMA) and the International Mobile station Equipment Identity (IMEI)" 

[82]
IETF RFC 7255: "Using the International Mobile station Equipment Identity (IMEI) Uniform Resource Name (URN) as an Instance ID".

[83]
3GPP TS 22.468: "Group Communication System Enablers for LTE (GCSE_LTE)".

[84]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[85]
3GPP TS 25.321: "Medium Access Control (MAC) protocol specification".
[86]
3GPP TS 24.371: " Web Real-Time Communications (WebRTC) access to the
 IP Multimedia (IM) Core Network (CN) subsystem (IMS); Stage 3".
****** END of FIRST CHANGE ******
****** SECOND CHANGE ******
7.1.3
Correlation number

Two parameters are defined to enable further correlation than can be accomplished via a LIID alone. The first is called a Correlation number while the second is simply called Correlation.  The Correlation Number was initially defined to carry a GPRS Correlation Number and is limited to those access types that support a PDP Context.  Subsequently, the Correlation parameter was defined to enable a more general correlation, however, it is also limited to use with a PDP Context. Hence it is for further study how correlation is accomplished for LTE access bearers except when Clause 12 is used for separated IMS VoIP intercept and delivery. Both parameters are intended to help associate an IMS VoIP bearer to the IMS VoIP SIP session.  The value used in the Correlation number parameter or the Correlation parameter may be generated by the CSCF.  

See clause 6.1.3 for a definition of the GPRS Correlation Number.

It is an implementation matter how the CSCF generates a correlation number parameter value. The CSCF should use the gPRSCorrelationNumber ASN.1 parameter as a container.

For a GPRS/UMTS access, if two PDP contexts are used for the communication (one for signalling and one for bearer) two correlation numbers may be delivered via the CSCFs.Different identifiers may be used for correlating a target's various SIP messages such as:

-
LIID;

-
implementation dependent number.

NOTE 2:
The implementation dependent number may be e.g. a 'Call-id'. However, when a CSCF acts as a back-to-back user agent a CSCF can have different 'Call-id' values for different legs of signalling. Therefore some other number would be needed in such a case.

NOTE 3:
The LIID may be used to associate SIP messages with respective GSN IRI records. In case the target is only permitted to have a single SIP session with a single CC bearer active at any time, the LIID is sufficient to correlate IMS IRI records with GSN IRI records. In all other case s, e.g., the target is permitted to have multiple SIP sessions active concurrently, a combination of the LIID and an implementation dependent number may be used to correlate the IMS IRI records with the GSN IRI records.

In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.

SIP correlation number is used to correlate events of one specific SIP session.

****** END of SECOND CHANGE ******
****** THIRD THIRD CHANGE ******
8.0 General

Note: WLAN Interworking specification (TS 29.234) is no longer maintained Release 12 and onwards. Therefore, the entire clause 8 is not maintained Release 12 and onwards. 
****** END of THIRD CHANGE ******
****** FOURTH CHANGE ******
10.0
Introduction

Clause 10 specifies requirements for the handover interface in the Evolved Packet System ([42], [44], [45]). 

In case the SGSN is used in the EPS and interworks with a S-GW by using S4/S12 interfaces, the SGSN and the HSS are subjected to the requirements applicable to these nodes for PS interception, as specified throughout this document. 

In case of untrusted non-3GPP IP access, the e-PDG not using a GTP based protocol over the s2b interface and AAA server are subjected to all the requirements specified in this document for PDG and AAA server for the case of WLAN interworking.
Note: WLAN Interworking specification (TS 29.234) is not maintained in Release 12 and onwards. 
When a PDN-GW provides a Gn/Gp interface for interworking with a SGSN, from LI perspective the PDN-GW acts as a GGSN towards the involved SGSN. In this case, in addition to the requirements specified in this chapter, all the requirements specified in this document for PS interception applicable the GGSN are applicable also to the PDN-GW. PDP contexts/EPS bearer modification signalling detected by the PDN-GW during a handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice versa) is reported inside the IRI BEGIN- END transaction. The same correlation number shall be used before and after the handover during the same IRI transaction. After the handover, the events sent by the PDN-GW shall be mapped into IRIs according to the requirements for the new access.

****** END of FOURTH CHANGE ******
****** FIFTH CHANGE ******
B.7
Intercept related information (and I-WLAN)

Note: WLAN Interworking specification (TS 29.234) is no longer maintained in Release 12 and onwards. Therefore, this clause is not maintained Release 12 and onwards. 
Declaration of ROSE operation iwlan-umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data IWLANUmtsIRIsContent must be considered.

ASN1 description of IRI (HI2 interface)

IWLANUmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2wlan(6)  r12 (12) version-3 (3)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 



OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}



LawfulInterceptionIdentifier,



TimeStamp,



Network-Identifier,



National-Parameters,



National-HI2-ASN1parameters,



DataNodeAddress,



IPAddress




FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version18 (18)} -- Imported from TS 101 671v3.12.1


GeographicalCoordinates,


CivicAddress



FROM UmtsHI2Operations

    

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
   



lawfulintercept(2) threeGPP(4) hi2(1) r12(12) version-4 (4)};

    


-- Imported from 3GPP TS 33.108, UMTS PS HI2
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2wlanDomainId OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2wlan(6)  r12 (12) version-3 (3)}

iwlan-umts-sending-of-IRI  OPERATION ::= 

{


ARGUMENT
IWLANUmtsIRIsContent


ERRORS

{ OperationErrors }


CODE

global:{threeGPPSUBDomainId hi2wlan(6) opcode(1)}

}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 

-- The timer.default value is 60s.

-- NOTE:
The same note as for HI management operation applies.

IWLANUmtsIRIsContent

::= CHOICE

{


iWLANumtsiRIContent


IWLANUmtsIRIContent,

iWLANumtsIRISequence

IWLANUmtsIRISequence
}

IWLANUmtsIRISequence

::= SEQUENCE OF IWLANUmtsIRIContent

-- Aggregation of IWLANUmtsIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.

-- As a general rule, records created at any event shall be sent

-- immediately and not withheld in the DF or MF in order to

-- apply aggragation.

-- When aggregation is not to be applied,  

-- IWLANUmtsIRIContent needs to be chosen.

IWLANUmtsIRIContent

::= CHOICE 

{


iRI-Begin-record

[1] IRI-Parameters,
 


iRI-End-record


[2] IRI-Parameters,


iRI-Report-record

[3] IRI-Parameters,
 

   ...

}

unknown-version 

ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter-value
ERROR ::= { CODE local:2}

unknown-parameter

ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 

{ 


unknown-version | 


missing-parameter | 


unknown-parameter-value | 


unknown-parameter 

}

-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters

::= SEQUENCE 

{


hi2iwlanDomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI2 WLAN domain


lawfulInterceptionIdentifier
[2] LawfulInterceptionIdentifier,



-- This identifier is associated to the target.


timeStamp



[3] TimeStamp, 



-- date and time of the event triggering the report. 


initiator 



[4] ENUMERATED 


{



not-Available

(0),



originating-Target
(1),




-- in case of I-WLAN, this indicates that the I-WLAN tunnel disconnect is WLAN UE 




-- requested.



terminating-Target
(2),




-- in case of I-WLAN, this indicates that the I-WLAN tunnel disconnect is network 




-- initiated.


...


} OPTIONAL,


partyInformation 

[5] SET SIZE (1..10) OF PartyInformation OPTIONAL, 



-- This parameter provides the concerned party, the identiy(ies) of the party



-- and all the information provided by the party. 


national-Parameters

[6] National-Parameters OPTIONAL,


networkIdentifier

[7] Network-Identifier OPTIONAL,


i-WLANevent



[8] I-WLANEvent
OPTIONAL,


correlationNumber

[9] CorrelationNumber OPTIONAL,


i-WLANOperationErrorCode[10] I-WLANOperationErrorCode 
OPTIONAL,


i-wLANinformation

[11] I-WLANinformation OPTIONAL,


visitedPLMNID


[12] VisitedPLMNID 
OPTIONAL,


national-HI2-ASN1parameters
[255]
National-HI2-ASN1parameters
OPTIONAL,

...,


nSAPI




[13] OCTET STRING (SIZE (1)) OPTIONAL,

    -- Include either Octet 2 of the NSAPI IE of 3GPP TS 24.008 [9]

    -- or Octet 2 of the NSAPI IE of 3GPP TS 29.060 [17]. 

 
packetDataHeaderInformation

[14] PacketDataHeaderInformation
OPTIONAL
}

-- PARAMETERS FORMATS

PartyInformation 


::= SEQUENCE 

{


party-Qualifier 
[0]  ENUMERATED 


{



iWLAN-Target(1),


...


},


partyIdentity 

[1] SEQUENCE 


{



imsi




[2] OCTET STRING (SIZE (3..8)) OPTIONAL,




-- See MAP format [4] International Mobile 




-- Station Identity E.212 number beginning with Mobile Country Code



msISDN




[3] OCTET STRING (SIZE (1..9)) OPTIONAL,




-- MSISDN of the target, encoded in the same format as the AddressString




-- parameters defined in MAP format document TS 29.002 [4]



nai





[7]  OCTET STRING  OPTIONAL,




-- NAI of the target, encoded in the same format as 




-- defined in 3GPP TS 29.234 [41].


...


},


services-Data-Information 
[2] Services-Data-Information OPTIONAL,



-- This parameter is used to transmit all the information concerning the



-- complementary information associated to the basic data call


...

}

CorrelationNumber ::= OCTET STRING (SIZE(8..20))

I-WLANEvent ::= ENUMERATED 

{


i-WLANAccessInitiation 




(1),


i-WLANAccessTermination




(2),


i-WLANTunnelEstablishment



(3),


i-WLANTunnelDisconnect




(4),


startOfInterceptionCommunicationActive
(5),


..., 

packetDataHeaderInformation



(6)
}

-- see [19]

Services-Data-Information ::= SEQUENCE

{


i-WLAN-parameters [1] I-WLAN-parameters OPTIONAL,


...

}

I-WLAN-parameters ::= SEQUENCE 

{


wlan-local-IP-address-of-the-target 
[1] DataNodeAddress OPTIONAL,


w-APN 








[2] OCTET STRING (SIZE(1..100))
OPTIONAL,


-- The Access Point Name (APN) is coded in accordance with



-- 3GPP TS 24.008 [9] without the APN IEI (only the last 100 octets are used).



-- Octets are coded according to 3GPP TS 23.003 [25].


wlan-remote-IP-address-of-the-target 
[3] DataNodeAddress 
OPTIONAL,


...

}

I-WLANOperationErrorCode ::= OCTET STRING

-- The parameter shall carry the I-WLAN failed tunnel establishment reason, the I-WLAN Failed 

Access

-- Initiation reason or the I-WLAN session termination reason.

I-WLANinformation ::= SEQUENCE 

{


wLANOperatorName 




[1] OCTET STRING 

OPTIONAL,


wLANLocationData




[2] OCTET STRING

OPTIONAL,


wLANLocationInformation 


[3] OCTET STRING

OPTIONAL,


nASIPIPv6Address




[4]
IPAddress


OPTIONAL,


wLANMACAddress





[5]
OCTET STRING

OPTIONAL,


sessionAliveTimer




[6]
SessionAliveTime
OPTIONAL,


...,
--These parameters are defined in 3GPP TS 29.234.

  
geographicalCoordinates 


[7] GeographicalCoordinates OPTIONAL,
   
civicAddress





[8] CivicAddress OPTIONAL
}

VisitedPLMNID ::= OCTET STRING

-- The parameter shall carry the VisitedPLMNID as defined in 3GPP TS 29.234. 

SessionAliveTime ::= OCTET STRING

--The parameter shall carry the SessionAliveTime as defined in 3GPP TS 29.234.

PacketDataHeaderInformation ::= CHOICE
{

packetDataHeader

[1]
PacketDataHeader,


packetDataHeaderSummary
[2]
PacketDataHeaderSummary,

...

}

PacketDataHeader ::= CHOICE
{

packetDataHeaderMapped
[1]
PacketDataHeaderMapped,


packetDataHeaderCopy
[2]
PacketDataHeaderCopy,

...

}

PacketDataHeaderMapped ::= SEQUENCE 
{

sourceIPAddress


[1] IPAddress
OPTIONAL,


sourcePortNumber

[2] INTEGER (0..65535) OPTIONAL,



destinationIPAddress
[3] IPAddress
OPTIONAL,


destinationPortNumber
[4] INTEGER (0..65535) OPTIONAL,


transportProtocol

[5] INTEGER  OPTIONAL,


-- For IPv4, report the “Protocol” field and for IPv6 report “Next Header” field.


-- Assigned Internet Protocol Numbers can be found at 


-- http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xml


packetsize



[6] INTEGER OPTIONAL,


flowLabel



[7] INTEGER OPTIONAL,


packetCount



[8] INTEGER OPTIONAL,


direction



[9] TPDU-direction,

...

} 

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


unknown 

(3)

}

PacketDataHeaderCopy ::= SEQUENCE 
{

direction



[1] TPDU-direction,


headerCopy



[2] OCTET STRING,
-- includes a copy of the packet header at the IP 





-- network layer and above including extension headers, but excluding contents.

...

} 
PacketDataHeaderSummary ::= SEQUENCE OF PacketFlowSummary

PacketFlowSummary ::= SEQUENCE
{

sourceIPAddress


[1] IPAddress,


sourcePortNumber

[2] INTEGER (0..65535) OPTIONAL,



destinationIPAddress
[3] IPAddress,


destinationPortNumber
[4] INTEGER (0..65535) OPTIONAL,


transportProtocol

[5] INTEGER,


-- For IPv4, report the “Protocol” field and for IPv6 report “Next Header” field.


-- Assigned Internet Protocol Numbers can be found at 


-- http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xml


flowLabel



[6] INTEGER OPTIONAL,


summaryPeriod


[7] ReportInteval,


packetCount



[8] INTEGER,


sumOfPacketSizes

[9] INTEGER,


packetDataSummaryReason
[10] ReportReason,

...

} 

ReportReason ::= ENUMERATED
{

timerExpired


(0),



countThresholdHit

(1),


pDPComtextDeactivated   (2),

pDPContextModification
(3),

otherOrUnknown

(4),


...

} 

ReportInterval ::= SEQUENCE
{

firstPacketTimeStamp
[0] TimeStamp,


lastPacketTimeStamp

[1] TimeStamp,


...

} 

END -- OF IWLANUmtsHI2Operations

****** END of FIFTH CHANGE ******
****** SIXTH CHANGE ******
Annex H (normative):
United States lawful interception 

This annex shall apply equally to all 3GPP and non-3GPP access types which are connected to EPC, excluding CS domain (which is not covered by this document).

With respect to the handover interfaces they must be capable of delivering intercepted communications and IRI information to the government in a format such that they may be transmitted by means of equipment, facilities, or services procured by the government to a location other than the premises of the carrier.

With respect to location information 'when authorized' means the ability to provide location information on a per-surveillance basis.

The delivery methods described in this document are optional methods and no specific method is required in the United States. For systems deployed in the U.S., only ULIC version 1, including the timestamp attribute, shall be used.

The specification of lawful intercept capabilities in this document does not imply that those services supported by these lawful intercept capabilities are covered by CALEA. Inclusion of a capability in this document does not imply that capability is required by CALEA. This document is intended to satisfy the requirements of section 107 (a) (2) of the Communications Assistance for Law Enforcement Act, Pub. L. 103-414 such that a telecommunications carrier, manufacturer, or support service provider that is in compliance with this document shall have "Safe Harbor".

In the United States, for a broadband access intercept pertaining to:

1)
 3GPP GPRS/UMTS access, 

a)
The SGSN and the HSS shall perform interception.  GGSN may optionally support interception, however, it must support interception in the cases outlined below. 

b)

The GGSN shall support interception in the following cases:.

-
If direct tunnel functionality as defined in TS 23.060 [42] is used in the network, 

-
 If the network supports roaming and the communications comes into the GGSN from a SGSN (in the visited network) over a Gp interface.   

c)
For any other scenario where the traffic does not pass the SGSN, the GGSN shall support interception.

2)
3GPP I-WLAN access, 

a)
the PDG, WAG, and AAA server shall perform interception.   
Note: WLAN Interworking specification (TS 29.234) is no longer maintained in Release 12 and onwards. 
3)
Access Via 3GPP EPC 

a)
The S-GW, MME and the HSS shall perform interception. 

b)
The PDN Gateway shall support interception in the following cases:

-
The network supports roaming and the communications comes into the PDN Gateway from an S-GW (in the visited network) over an S8 interface.

-
Non-3GPP access is used to access the EPC via the PDN Gateway    
A TSP shall not be responsible for decrypting or decompressing, or ensuring the government's ability to decrypt or decompress, any communication encrypted or compressed by a subscriber or customer, unless the encryption or compression was provided by the TSP and the TSP possesses the information necessary to decrypt or decompress the communication. A TSP that provides the government with information about how to decrypt or decompress a communication (e.g. identifying the type of compression software used to compress the communication, directing the government to the appropriate vendor that can provide decryption or decompression equipment, or providing the encryption key used to encrypt the communication) fully satisfies its obligation under the preceding sentence.

For systems deployed in the U.S, use ATIS-0700005 [55] for the reporting of IRI and CC interception for IMS VoIP and other Multimedia Services.

For IMS-based VoIP Dialled Digits Reporting (DDR) message definition, see ATIS-0700005 [55] 

NOTE 1:
The term, Dialed Digit Extraction (DDE), used in [55] is the same as Dialed Digit Reporting (DDR) in this specification. 

NOTE 2:
Dialled Digits are keypad digits 0, 1, 2, 3, 4, 5, 6, 7. 8, 9, *, and # entered by the target.

NOTE 3:
DDR does not apply to PS domain and IMS-based multi-media services other than voice.

For systems deployed in the U.S., the network element identifier is required.

For systems deployed in the U.S., the following two records are also required for the packet domain:

1.
a REPORT record shall be triggered when the 3G SGSN receives an SMS-MO communication from the target’s mobile station;

2.
a REPORT record shall be triggered when the 3G SGSN receives an SMS-MT communication from the SMS-Centre destined for the target’s mobile station.

For systems deployed in the U.S., when a mobile terminal is authorized for service with another network operator or service provider, or within another service area as defined in J-STD-025- B [65], a Serving System REPORT record or a Serving Evolved Packet System REPORT Record shall be triggered.

For systems deployed in the U.S., the timestamp reported shall be coded as generalized time and provide either  coordinated universal time or local time with the local time differential from coordinated universal time.

For systems deployed in the U.S., packet header information reporting records shall be delivered to Law Enforcement for IRI only authorizations where the timestamps shall be coded as specified above.
****** END of SIXTH CHANGE ******
****** END of ALL CHANGEs ******
