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[bookmark: _Toc374531794][bookmark: _Toc374531825]*** FIRST MODIFICATION ***
[bookmark: _Toc390776255]5	Activation, deactivation and interrogation
5.0	General
Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant for activation, deactivation and interrogation of the lawful interception.


Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation
In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:
-	interfaces with all the LEAs that may require interception in the intercepting network;
-	keeps the intercept activities of individual LEAs separate;
-	interfaces to the intercepting network.
Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardisation in this document.
For VoIP CC Interception, the CC Interception Triggering Function and the CC Intercept Function are treated as one 3G ICE from a Lawful Interception administration perspective.
The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI. 
NOTE 1:	Some communication content during a mobility procedure may not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].
The target identities for multi-media at the CSCF can be one or more of the following: SIP URI or TEL URI. Other identities are not defined in this release. 
The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].
NOTE 2:	The NAI may be a temporary ID, therefore the use of MSISDN or IMSI is recommended.
NOTE 3:	 Void
The target identities for 3GPP HNB interception can be IMSI, MSISDN, IMEI, or ME Id.  
Use of the HNB ID or the CSG Identity as a target identity is FFS.
In the case of location dependent interception the following network/national options exist:
-	target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);
-	target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by national law);
-	location dependent interception is not applicable to CSCF.
NOTE 4:	The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.
NOTE 5:	It is not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent Interception is invoked and the location of the target is not available.
Editors' note:	Location dependent intercept for the 3G MSC Server is not defined for this release.
The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.
[bookmark: _Toc390776256]5.1	Activation
5.1.0	General
Figures 3, 4 and 5 show the information flow for the activation of Lawful Interception.
*** END OF FIRST MODIFICATION ***
*** SECOND MODIFICATION ***
[bookmark: _Toc390776260]5.2	Deactivation
5.2.0	General
Figures 6, 7 and 8 show the information flow for the deactivation of the Lawful interception.
*** END OF SECOND MODIFICATION ***
*** THIRD MODIFICATION ***
[bookmark: _Toc390776264]5.3	Interrogation
5.3.0	General
Interrogation provides the current status of the interception activation in the system. Interrogation of all activations for a given LEA is an ADMF function.
*** END OF THIRD  MODIFICATION ***
*** FOURTH MODIFICATION ***
[bookmark: _Toc390776267]6	Invocation of Lawful Interception for Circuit Switched Services
6.0	General
Figure 11 shows an extraction from the reference configuration in figure 1a which is relevant for the invocation of the lawful interception.
[image: ]
Figure 11: Functional model for Lawful Interception invocation
The HI2 and HI3 interfaces represent the interfaces between the LEMF and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of standardization in this document. The delivery functions are used:
-	to convert the information on the X2-interface to the corresponding information on the HI2-interface;
-	to convert the information on the X3-interface to the corresponding information on the HI3-interface;
-	to distribute the intercept related information to the relevant LEA(s) (based on IAs, if defined);
-	to distribute the intercept content of communicationsto the relevant LEA(s) (based on IAs, if defined).
For the delivery of the CC and IRI, the 3G MSC Server provides a correlation number and target identity to the DF2 and DF3 which is used to select the different LEAs to which the product shall be delivered.
NOTE:	If interception has been activated for both parties of the call both CC and IRI will be delivered for each party as separate intercept activity.
The Mc interface between the 3G MSC Server and MGW is used to establish intercept and deliver the bearer to DF3.
For Location Dependent Interception, the location dependency check occurs at the establishment of each call. Subsequent dependency checks for simultaneous calls are not required, but can be a national option.
If a target is marked using an IA in the 3G MSC Server, the 3G MSC Server shall perform a location dependency check at call set-up. Only if the target's location matches the IA then the call is intercepted.
If a target is marked using an IA in the DF2, the DF2 shall perform a location dependency check at reception of the first IRI for the call. Only if the target's location matches the IA for certain LEAs is IRI the relayed to these LEAs. All subsequent IRIs for the call are sent to the same LEAs.
If a target is marked using an IA in the DF3, the DF3 signalling function shall perform a location dependency check at reception of the CC. Only if the target's location matches the IA for certain LEAs is the CC relayed to these LEAs.
*** END OF FOURTH MODIFICATION ***
*** FIFTH MODIFICATION ***
[bookmark: _Toc390776270]6.3	Provision of Intercept Related Information
6.3.0	General
Intercept Related Information (Events) are necessary at the Begin and End of the call, for all supplementary services during a call and for information which is not call associated. There are call related events and non call related events.
Figure 15 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G MSC Server sends the relevant data to the DF2.


Figure 15: Provision of Intercept Related Information
*** END OF FIFTH MODIFICATION***
*** SIXTH MODIFICATION ***
[bookmark: _Toc390776286]7	Invocation of Lawful Interception for GSN Packet Data services
7.0	General
Figure 18 shows the extract from the reference configuration which is relevant for the invocation of the Lawful Interception of the packet data GSN network.
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Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation
The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification. The delivery functions are used:
-	to convert the information on the X2-interface to the corresponding information on the HI2 interface;
-	to distribute the intercept related information to the relevant LEA(s);
-	to distribute the intercept product to the relevant LEA(s).
For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered. When the SGSN connects an UE to a S-GW through the S4 interface ([10], see also note 3), the SGSN is not required to provide CC for that communication (see note 4).
The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one PDP context.
The correlation number shall be generated by using existing parameters related to the PDP context. 
When the SGSN connects an UE to a S-GW through the S4 interface ([10], see also note 3), the SGSN is not required to provide IRIs for PDP contexts associated with CC and correlation for that communication (see note 4).
NOTE 1:	If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.
In case of location dependent interception:
-	for each target, the location dependency check occurs at each Packet Data session establishment or release and at each Routing Area (RA) update to determine permanently the relevant IAs (and deduce, the possible LEAs within these IAs);
-	concerning the IRI:
-	when an IA is left, either a Mobile Station Detach event is sent when changing servicing 3G GSNs, or an RA update event is sent;
-	RA update event is sent to DF2 when changing IAs inside the same servicing 3G SGSN;
-	when a new IA is entered a RA update event is sent to DF2 and, optionally, a "Start of interception with PDP context active" event for each PDP context;
-	concerning the CC, when crossing IAs, the CC is not sent anymore to the DF3 of the old IA but sent to the DF3 of the new IA.
Both in case of location dependent and location independent interception:
"Start of interception with PDP context active" event is sent by the new SGSN if an Inter-SGSN RA update procedure, which involves different PLMNs, takes place for a target, which has at least one active PDP context.
NOTE 2:	An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN" type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received by the SGSN as part of the procedure (see TS 23.060 [10], clause 6.9.1.2.2 and TS 23.003, clause 4.2).
Optionally, it is possible to send "Start of interception with PDP context active" for all cases of inter- SGSN RA update when at least one PDP context is active. 
NOTE 3: S4 is an intra-PLMN reference point between the SGSN and the S-GW.
NOTE 4: When the SGSN connects an UE to a S-GW through the S4 interface, the S-GW provides IRI, CC and correlation for the EPS bearer associated to the PDP context, as specified in clause 12.
*** END OF SIXTH MODIFICATION ***
*** SEVENTH MODIFICATION ***
[bookmark: _Toc390776288]7.2	Provision of Intercepted Content of Communications – Packet data GSN services
7.2.0	General
The access method for the delivering of Packet Data GSN Intercept Product is based on duplication of packets without modification at 3G GSN. The duplicated packets with additional information in a header, as described in 7.2.1, are sent to DF3 for further delivery to the LEA.
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Figure 20: Configuration for interception of Packet Data GSN product data
*** END OF SEVENTH MODIFICATION ***
*** EIGHTH MODIFICATION ***
[bookmark: _Toc390776290]7.3	Provision of Intercept Related Information
7.3.0	General
Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Serving System, Packet Header Information Reporting,  and SMS events.
Serving System event reporting is a national option
Packet Header Information Reporting is a national option.  
Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G GSN or the Home Location Register (HLR) sends the relevant data to the DF2. For Packet Header Information Reporting, a 3G GSN either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.
See clause 7A for multi-media Intercept Related Information produced at the CSCF.


Figure 21: Provision of Intercept Related Information
*** END OF EIGHTH MODIFICATION ***
*** 9th  MODIFICATION ***
[bookmark: _Toc390776314]7A.3	Multi-media events
7A.3.0	General
-	All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of a targeted subscriber for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.
-	Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.
-	Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the subject of interception, then both the original and modified SIP messages shall be reported to DF2.
-	Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the subject of interception, then both the original and modified SIP messages shall be reported to DF2.
-	P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.
-	The IRI should be sent to DF2 with a reliable transport mechanism.
-	Correlation for SIP to bearer shall be supported within the domain of one provider. 
-	An intercepted SIP event sent to DF2 is shown below:
-	Observed SIP URI
-	Observed TEL URI
-	Event Time and Date
-	Network element identifier
-	SIP Message Header
-	SIP Message Payload
[bookmark: _Toc390776315]7A.3.1	Mid IMS Session Interception
7A.3.1.0	General
Mid IMS Session interception functionality applies in addition to other IMS LI functional requirements as defined in section 7A. 
Where LI is activated on a target within a CSCF after an IMS session has already been established the CSCF shall do one of the following;
-	Where the CSCF has stored the media session information which occurred prior to the interception activiation, the CSCF shall provide a “start of interception with IMS session” event message, to the DF2/MF over the X2 interface, including the parameter and information listed in table 7A.3.1, if available.
-	Where the CSCF has not stored media session information which occurred prior to the interception activation, the CSCF shall report all future SIP messages which the CSCF is able to identify as associated with an ongoing target session. In this case, the event “start of interception with IMS session” is not applicable.
It is a national option whether the CSCF shall be mandated to store the necessary information to support reporting of session establishment parameters, in order to support mid IMS session interception, or whether the CSCF shall only report SIP messages which occur after the interception is applied and the CSCF is able to identify as related to an ongoing target session. If information is stored then it shall be possible to set a maximum storage time according to national and/or operator requirements.
Table 7A.3.1 Start of interception with established IMS session event
	Observed SIP URI

	Observed TEL URL

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer (NOTE)

	SIP message header answer (NOTE)

	SDP offer

	SDP answer

	Correlation information



NOTE: The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.
*** END OF 9th  MODIFICATION ***
*** 10th  MODIFICATION ***
[bookmark: _Toc390776327]8	Security
8.0	General
The security requirements are valid for the whole Lawful Interception system, i.e. rules and procedures shall be used for all involved entities, 3G GSN and the DF.
*** END OF 10th  MODIFICATION***
*** 11th  MODIFICATION ***
[bookmark: _Toc390776337]9	Invocation of Lawful Interception for 3GPP WLAN Interworking Services
9.0	General
Figure 23 shows the extract from the reference configuration which is relevant for the invocation of the Lawful Interception of the packet data 3GPP WLAN Interworking network.
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Figure 23: Functional model for invocation of Lawful Interception for 3GPP WLAN Interworking Services
The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification.
The delivery functions are used:
-	to convert the information on the X2-interface to the corresponding information on the HI2 interface;
-	to distribute the intercept related information to the relevant LEA(s);
-	to distribute the intercept product to the relevant LEA(s).
Interception at a WAG applies for the roaming users where the PDG is not in the visited network.
For most WLAN Interworking cases, the Packet Data Gateway (PDG) handles the bearer level interception, specifically interception of CC and IRI related to tunnel establishment and release in which case there is no need to perform interception at a WAG.  This includes the case where the PDG is in the intercepting carrier’s network (whether it be home or visited).  For the case where a visited network is to intercept WLAN related tunnel and the PDG for the tunnel is not in the visited network, the Wireless Access Gateway (WAG) is used to intercept the CC and IRI related to tunnel establishment and release. It should be noted that the CC available at the WAG may be encrypted.
[bookmark: _Toc390776338]9.1	Provision of Intercept Product - Short Message Service
LI for SMS in the 3GPP-WLAN Interworking case is described in Clause 7A.4. 
[bookmark: _Toc390776339]9.2	Provision of Intercepted Content of Communications - 3GPP WLAN Interworking services
9.2.0	General
The access method for the delivering of 3GPP WLAN Interworking Intercept Product is based on duplication of packets without modification at the PDG or WAG. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery. Note that CC available at the WAG is likely to be encrypted.
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Figure 24: Configuration for interception of 3GPP WLAN Interworking product data
[bookmark: _Toc390776340]9.2.1	X3-interface
In addition to the intercepted content of communications, the following information needs to be transferred from the PDG or WAG to the DF3 in order to allow the DF3 to perform its functionality:
-	target identity;
-	correlation number;
-	time stamp - optional;
-	direction (indicates whether T-PDU is MO or MT) - optional;
-	the target location (if available in the intercepting node).
[bookmark: _Toc390776341]9.3	Provision of Intercept Related Information
9.3.0	General
Figure 25 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the PDG, WAG, or the AAA Server sends the relevant data to the DF2. Packet Header Information Reporting is a national option. For Packet Header Information Reporting, a PDG/WAG either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.  


Figure 25: Provision of Intercept Related Information
*** END OF 11th MODIFICATION ***
*** 12th  MODIFICATION ***
[bookmark: _Toc390776354]10	Interception of Multimedia Broadcast/MultiCast Service (MBMS)
10.0	General
MBMS provides video or similar streamed services via either point to point multicast or cell broadcast mechanisms between an operator content server (BM-SC) and UEs as defined in TS 23.246 [20]. This section details the stage 2 Lawful Interception requirements for MBMS.
NOTE:	Generic Broadcast services where the UE receives the broadcast in IDLE mode and there is no subscription relationship between the UE and the BM-SC are out of scope. In addition 3rd party BM-SC services where the operator is not responsible for content encryption and subscription management are out of scope. 
Figure 10.1 shows the extract from the reference configuration which is relevant for the invocation of the Lawful Interception of the MBMS Services.
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Figure 10.1: Functional model for invocation of Lawful Interception for MBMS Services
*** END OF 12th  MODIFICATION***
*** 13th  MODIFICATION ***
[bookmark: _Toc390776356]10.2	Provision of Intercept Related Information
10.2.0	General
Figure 10.2 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the BM-SC shall send the relevant data to the DF2.
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Figure 10.2: Provision of Intercept Related Information
*** END OF 13th  MODIFICATION***
*** 14th MODIFICATION***
[bookmark: _Toc390776369]11.2	Provision of Intercepted Content of Communication – IMS Conference Services
11.2.0	General
The access method for the delivery of IMS conference services intercept content of communication (CC) is based on duplication of packets without modification at the MRFP for conferences that are to be intercepted. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery. For a target’s conference call held by the target, the MRFP duplicates the CC for conference call held by the target, in accordance with national regulations.  For a conference call that is the target of interception, the MRFP duplicates the CC for the conference.
NOTE:	There is an issue of combined versus separated delivery. With combined delivery, one method for intercepting the CC would be to create a virtual conference port (not visible to others) through which a copy of the combined CC could be passed over the X3 interface (Y conferees means 1 content stream).  With the separated delivery approach, each conferee’s connection to the conference would need to be intercepted and passed over the X3 interface (Y conferees, means Y pairs of bi-directional content streams).


Figure 11.1: Configuration for interception of IMS Conference Services CC
*** END OF 14th  MODIFICATION***
*** 15th MODIFICATION***
[bookmark: _Toc390776371]11.3	Provision of Intercept Related Information for IMS Conference Service
11.3.0	General
Figure 11.2 shows the transfer of intercept related information to the DF2. If an event for / from or associated with a conference server occurs, the AS/MRFC sends the relevant data to the DF2.
NOTE:	Reporting of non-transmission related actions of a target’s subscriber controlled input (e.g., signalling "mute" commands) is for further study.
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Figure 11.2: Provision of Intercept Related Information for IMS Conferencing
*** END OF 15th  MODIFICATION***
*** 16th MODIFICATION***
[bookmark: _Toc390776385]12.2	Functional requirements for LI in case of E-UTRAN access and GTP based S5/S8.
12.2.0	General 
The target identities for interception at the MME, HSS, S-GW and PDN-GW are IMSI, MSISDN and ME (Mobile Equipment) Identity. 
NOTE 1:	Details about information included in the ME Identity and the relationship with IMEI needs to be considered. The term Mobile Equipment Identity is used in this text according to [22] so as to indicate that the EPC should support multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well as the IMEISV.
NOTE 2: 	In case of local breakout the PDN Gateway is in the VPLMN. In this case LI relevant information in the H-PLMN might be available at the H-PCRF.  Interception at the H-PCRF is FFS.
NOTE 3:	In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node. 
NOTE 4:	MSISDN is a possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.
As the MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and PDN-GW. As the HSS only handles signaling, interception of Content of Communication is not applicable at this node.
LI in the PDN-GW is a national option.
For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.
The correlation number shall be generated by using existing parameters related to the EPS bearer.
NOTE 5:	If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.
Location Dependent Interception for EPC is FFS.
[bookmark: _Toc390776386]12.2.1	Provision of Intercept Related Information 
12.2.1.0		General
Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Tracking Area Update, Bearer activation (valid for both Default and Dedicated bearer), Start of Intercept with bearer active, Start of Interception with E-UTRAN attached UE, Bearer Modification, Bearer Deactivation, Serving Evolved Packet System (applicable to the HSS), UE requested PDN connectivity, UE requested PDN disconnection, and UE requested bearer resource modification.
Serving Evolved Packet System event reporting is a national option.
*** END OF 16th  MODIFICATION***
*** 17th MODIFICATION***
[bookmark: _Toc390776408]12.3	Functional requirements for LI in case of E-UTRAN access and PMIP based S5/S8 interfaces
12.3.0	General 
Functional requirements for LI in the MME, S-GW and HSS do not differ from the ones applicable to the case of GTP based S5-S8 interfaces, as specified in clause 12.2 and subclauses.
LI in the PDN-GW is a national option.
Interception in the PDN-GW shall be based on one or more of NAI, MSISDN, IMEI.
For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
[bookmark: OLE_LINK10]The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes.
The correlation number shall be generated by using existing parameters related to the IP-CAN session.
NOTE:	If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.
[bookmark: _Toc390776409]12.3.1	Provision of Intercept Related Information 
12.3.1.0	General
Intercept Related Information (Events) shall be sent at attach/tunnel activation, detach/tunnel deactivation, start of interception with active PMIP tunnel, PMIP session modification, PDN-GW initiated PDN-disconnection, UE requested PDN connectivity, Serving Evolved Packet System.
Serving Evolved Packet System reporting is a national option. Requirements on the HSS specified in section 12.2 and subsections apply also to the case in which S5/S8 interfaces are PMIP based. 
*** END OF 17th  MODIFICATION***
*** 18th MODIFICATION***
[bookmark: _Toc390776424]12.4	Functional requirements for LI in case of trusted non-3GPP IP access
12.4.0	General
Differently to what happens in E-UTRAN case, in which the user traffic passes through the S-GW and then through the PDN-GW, there are two cases of access to the network through S2a (trusted Non-3GPP access) that require additional consideration.  Specifically, the PDN-GW is the only possible ICE in the 3GPP network in the case of non-roaming (PDN-GW in the HPLMN) and in the case of roaming with local breakout (PDN-GW is located in the VPLMN) Therefore, in these cases, interception at the PDN-GW is required.  
In case of access to the network through S2a (trusted Non-3GPP access) for roaming without local breakout (PDN-GW in the HPLMN and S-GW in the VPLMN), interception at the PDN-GW is a national option. 
Interception in the S-GW and PDN-GW shall be based on IMSI or NAI.
NOTE:	The NAI may be a temporary ID, therefore the use of  IMSI is recommended.
For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes
The correlation number shall be generated by using existing parameters related to the IP-CAN session.
NOTE:	If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.
[bookmark: _Toc390776425]12.4.1	Provision of Intercept Related Information
12.4.1.0	General
Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2a and s2c, session modification, detach/tunnel deactivation, start of interception with active tunnel, PDN-GW reallocation upon initial attach on s2c, PDN GW initiated resource allocation Deactivation on s2a, Serving Evolved Packet System.
Serving Evolved Packet System reporting is a national option.
*** END OF 18th  MODIFICATION***
*** 19th MODIFICATION***
[bookmark: _Toc390776450]12.5	Functional requirements for LI in case of untrusted non-3GPP IP access
12.5.0	General
The e-PDG and the AAA server are subjected to all the requirements specified in this document for PDG and AAA server for the case of I-WLAN interworking.
Interception in the PDN-GW is a national option.
Interception in the PDN-GW shall be based on IMSI or NAI. 
NOTE:	The NAI may be a temporary ID, therefore the use of  IMSI is recommended.
For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
[bookmark: _Toc390776451]12.5.1	Provision of Intercept Related Information
12.5.1.0	General
Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2b and s2c, detach/tunnel deactivation, session modification, start of interception with active tunnel, Serving Evolved Packet System.
Serving Evolved Packet System reporting is a national option.
*** END OF 19th  MODIFICATION***
*** 20th MODIFICATION***
[bookmark: _Toc390776466]12.5.3.11	Packet Header Information Reporting
12.5.3.11.0	General
Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  
*** END OF 20th  MODIFICATION***
*** 21st MODIFICATION***
[bookmark: _Toc390776472]13	Lawful Interception for 3GPP H(e)NBs
13.0	General
Home Node B (HNB) and Home enhanced Node B (HeNB) are jointly referred to as H(e)NB as defined in TS 22.220 [31].  As identified in TS 33.106 [7], lawful interception for 3GPP H(e)NBs can be based on three different targets:  a target accessing a H(e)NB, a target CSG of a H(e)NB, and a target H(e)NB.   
LI for a target CSG is FFS.
LI for a target H(e)NB is FFS.
LI for Local IP Access (LIPA) via a H(e)NB is FFS.
*** END OF 21st  MODIFICATION***
*** 22th MODIFICATION***
[bookmark: _Toc390776477]13.4	UMTS Home Node B (HNB)
13.4.0	General
Figures 13-1 shows the reference architectures upon which Lawful Interception for 3GPP HNBs is based.    


Figure 13-1: 3GPP UMTS HNB Architecture Basis for Lawful Interception
[bookmark: _Toc390776478]13.4.1	Intercepted Content of Communications for 3GPP UMTS HNBs
Editor’s Note:  This section is a place holder for the scenarios where the target of interception is either a CSG or a HNB.
[bookmark: _Toc390776479]13.4.2	Intercept Related Information
13.4.2.0	General
Figures 13-2 show the transfer of intercept related information to the DF2. 



Figure 13-2: Provision of Intercept Related Information for 3GPP UMTS HNB
*** END OF 22nd  MODIFICATION***
*** 23nd MODIFICATION***
[bookmark: _Toc390776509]16.2	GCSE AS in Operator Network
16.2.0	General
In the case where the GCSE AS is in the operator’s network, the ICE in this case will be the GCSE AS as it is fully aware of the group communications as well as the parties on the communications.  The solution is very similar to the conferencing solution specified in Clause 11, where the main difference is that a single functional entity (the GCSE AS) is utilized for GCSE, rather than two functional entities.  
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Figure 16.1:	GCSE AS Intercept configuration

[bookmark: _Toc390776510]16.2.1	Provision of Content of Communications
16.2.1.0	General
Figure 16.2 shows the interception of the content of communications for GCSE at the GCSE AS is performed based on identifying the target of interception being a member of a group communication at the GCSE AS.  
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Figure 16.2: Provision of Intercept Product from GCSE AS
*** END OF 23th  MODIFICATION***
*** 24th MODIFICATION***
[bookmark: _Toc390776512]16.2.2	Provision of Intercept Related Information
16.2.2.0	General
Figure 16.3 shows the transfer of intercept related information to the DF2. If an event for / from a GCSE user occurs, the GCSE ASshall send the relevant data to the DF2.
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Figure 16.3: Provision of Intercept Related Information
[bookmark: _Toc390776514]*** END OF 24th  MODIFICATION***
*** 25th MODIFICATION***
16.2.2.2	GCSE AS LI Events and Event Information
16.2.2.2.0	General
Intercept Related Information events to be reported by the GCSE AS include:
-	When GCSE communications group involving a target of interception is activated (enabled for communications)
-	When GCSE communications group involving a target of interception is deactivated (no longer enabled for communications)
-	When a User is added to an active GCSE communications group 
-	When a User is dropped from an active GCSE communications group 
-	Start of Interception with an Active GCSE communications Group
-	End of Interception with an Active GCSE communications Group
-	Modification of Target Connection to GCSE AS.
A set of possible elements as shown in Table 16.4 are used to generate the events.
Table 16.4: Information Events for GCSE AS Event Records
	Element

	Observed IMSI
IMSI of the target.

	Observed IMEI
IMEI of the target.

	Observed ProSe UE ID
ProSe UE ID of the target.

	Observed Other Identity
Other Identity of the target

	Event type
Description which type of event is delivered: Group Activated, Group Deactivated. Group Add Member, Group Drop Member, Start of Intercept with Active Group, End of Intercept with Active Group, Modification of Active Group.

	Event date
Date of the event generation in the GCSE AS.

	Event time
Time of the event generation in the GCSE AS. Timestamp shall be generated relative to the GCSE AS internal clock.

	Observed Communications Group ID
Identifies the GCSE communications group at the GCSE AS.

	GCSE Group Communication Characteristics
Details of the Group Communications Service to which the Target is a member including such characteristics such as voice, video, and data communications.

	GCSE Communications Group Membership List
List of all users that are part of the GCSE communications group. 

	Correlation Number
The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  

	Network Element Identifier
Unique identifier for the element reporting the ICE.

	Added User ID
Identity of the party successfully added to an active GCSE Communications Group.

	Dropped User ID
Identity of the party successfully dropped from an active GCSE Communications Group.

	Target Connection Method
Identifies the current target connection method with the GCSE AS including whether the target is connected at all.

	Modified Target Connection Method
Identifies the modified target connection method with the GCSE AS when the target connection method changes including whether the target is connected at all.

	Identity of Visited Network
Identifies the visited network from which the target is connecting to the GCSE AS.

	Length of TMGI Reservation Time
Identifies the length of time reserved for use of a TMGI for a GCSE Communications Group.

	Reserved TMGI
Identifies the TMGI reserved for use by a GCSE Communications Group.



NOTE: Generation of Correlation Number is FFS. 
*** END OF 25th  MODIFICATION***
*** 26th MODIFICATION***
[bookmark: _Toc390776541]A.5	Call forwarding / call deflection
A.5.0	General
The following pictures show the information flows for the interception of forwarded calls. Information flows will be given for three typical cases of call forwarding. All other types of call forwarding / call deflection are intercepted similar to one of these.
*** END OF 26th  MODIFICATION***
*** 27th MODIFICATION***
[bookmark: _Toc390776550]Annex B (informative):
Information flows for Lawful Interception invocation of GSN Packet Data services

B.0	General
The following figures show the information flows for the invocation of Lawful Interception for Packet Data and typical scenarios. The figures show some of the basic signalling messages of the target Packet Data communication and the events on the X2 and X3 interfaces. The dotted lines indicate signalling depending on whether CC and/or IRI information has been requested. The Gateway 3G GGSN may setup/release packet tunnels and send IRI information depending on national requirements.
The use of the Gateway 3G GGSN for interception is a national option.
*** END OF 27th  MODIFICATION***
*** 28th MODIFICATION***
[bookmark: _Toc390776561]Annex C (informative):
Information flows for the invocation of Lawful Interception for Packet Data with multimedia

C.0	General
The following figures show the information flows for the invocation of Lawful Interception for Packet Data with multimedia. The figures show some of the basic signalling messages of the target Packet Data communication and the events on the X2 interfaces. The dotted lines indicate signalling depending on whether IRI information has been requested. The figures illustrate interception in the visited network.
The figures in this annex only apply to scenarios where the P-CSCF is located in the visited network. In some operator deployment scenarios, the P-CSCF will be in the Home Network. Where the P-CSCF is located in the Home Network and UE to P-CSCF signalling encryption is applied, all SIP messages between the P-CSCF and the UE will be encrypted within the visited network and therefore plain text interception in the visited network may not be possible.
*** END OF 28th  MODIFICATION***
*** 29th MODIFICATION***
[bookmark: _Toc390776568]Annex D (informative):
Information flows for Lawful Interception invocation at the MGW using H.248

D.0	General
The following figures show the use of H.248 in setting up a bearer intercept point at the MGW.
*** END OF 29th  MODIFICATION***
*** 30th MODIFICATION***
[bookmark: _Toc390776573]E.3	Originating Call from the Target with CC Interception at the PDN-GW/GGSN
E.3.0	General
Figure E.3 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with PDN-GW (or GGSN) providing the CC interception. 


Figure E.3: VoIP lawful interception for an originating call with CC interception at the PDN-GW/GGSN 
The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP’s network or in another CSP’s network. 
Figure E.3 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.3). The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.    
Note 4: PCRF is defined in 3GPP TS 23.203 [44]. 
The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI). 
*** END OF 30th  MODIFICATION***
*** 31st MODIFICATION***
[bookmark: _Toc390776576]E.5	Terminating Call to the Target with CC Interception at the PDN-GW/GGSN
E.5.0	General
Figure E.5 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with PDN-GW/GGSN providing the CC interception. 



Figure E.5: VoIP lawful interception for a terminating call with CC interception at the PDN-GW/GGSN  
The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing. 
Figure E.5 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure Z.5). The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.      
The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI). 
*** END OF 31st  MODIFICATION***
*** 32nd MODIFICATION***
*** END OF 32nd  MODIFICATION***
*** 33th MODIFICATION***
[bookmark: _Toc390776579]E.7	Intra-CSP Forwarded Call with CC Interception at the PDN-GW/GGSN
E.7.0	General
Figure E.7 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with PDN-GW/GGSN providing the CC interception and the call is forwarded to another IMS subscriber within the CSP’s network.   


 
Figure E.7: VoIP lawful interception for an intra-CSP forwarded call with CC interception at the PDN-GW/GGSN 
The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown for simplification of the drawing. 
Figure E.7 shows that the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path.  The CC interception is done at the PDN-GW/GGSN. The P-CSCF (that provides the proxy functions to the forwarded-to-party) sends the CC intercept trigger to the PDN-GW/GGSN.    
The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI). 
*** END OF 33th  MODIFICATION***
*** 34th MODIFICATION***
[bookmark: _Toc390776600]F.5	IMS Roaming
F.5.0	General
This clause gives 2 call flows to illustrate the case of IMS roaming. 
Figure F.8 illustrate the case where the roaming target originates a call. Here, roaming target (Party_A) calls Party_B who is served by the same CSP as that of target. Party_B is not roaming.  
Figure F.9 illustrates the case where a roaming target receives an incoming call. Here, non-roaming Party_A, who is served by the same CSP as that of target, calls the target (Party_B).     
*** END OF 34th  MODIFICATION***
*** 35th MODIFICATION***
[bookmark: _Toc390776603]F.6	Interception in Visited CSP
F.6.0	General
This clause gives 3 call flows to illustrate the case of interception in the visited CSP. In all these flows, the IRI interception happens at the P-CSCF. Both IRI and CC interception happen in the visited CSP. 
Figure F.10 illustrates the case where the target (Party_A) in the visited CSP originates a call dialing a special number. The special number is translated into Party_B in the home CSP. The flow also assumes that the interception is done only in the visited CSP.    
Figure F.11 illustrates the case where the target (Party_B) in the visited CSP receives an incoming call from Party_A served by the same Home CSP.  The flow assumes that the interception is done only in the visited CSP.  
Figure F.12 illustrates the case where an incoming call to the target (Party_B) gets forwarded in the Home CSP due to call forwarding no answer. The flow also assumes that the interception is done only in the visited CSP.  
*** END OF 35th  MODIFICATION***
*** END OF MODIFICATIONS ***
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