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1. Overall Description:
SA3 thanks SA for the reply LS on small cell enhancements work in RAN. As requested by SA, SA3 would like to provide the following summary of potential security impacts that result from solutions 1A and 3C described in TR 36.842v1.0.0.
For solution 3C, there is no new security shortcomings identified currently. Existing LTE security mechanisms are good enough to support small cell enhancements using architecture 3C, therefore no security impact or specification impact is expected in Rel-12. 

For solution 1A, SA3 concluded that security for architecture 1A can be completed and approved in SA#64 in June, which is in Rel-12 time frame from work item LTE_SC_enh_dualC point of view. Small cell enhancements using architecture 1A requires new security functionalities. Based on the agreed working assumptions (captured in S3-140211, attached herewith) in SA3#74 meeting, SA3 identified impacts on the MeNB, the SeNB and the UE entities as follows:

· At MeNB

· Derives cryptographically separate key (S-KeNB) for the SeNB and forwards it to the SeNB over X2 interface. 

· Maintains freshness counter and sends it to the UE for the SeNB specific key derivation.

· Responsible for Key change on-the-fly procedure initiation, for refreshing/rekeying of the SeNB key (S-KeNB). 
· At SeNB

· Derives UP traffic protection key (KUPenc) using the key (S-KeNB) received from MeNB, for protecting UP traffic over air interface
· Requests the MeNB to perform Key change on-the-fly to refresh/rekeying the SeNB key (S-KeNB) 
· At UE : 

· Derives cryptographically separate key (S-KeNB) for the SeNB and further derives corresponding UP ciphering key (KUPenc) for protecting UP traffic over air interface
· Maintains simultaneous AS security contexts for Dual Connectivity operation
The specification impact within SA3 scope implied by the solution 1A can be documented in TS 33.401 itself and SA3 planning to do using a super CR. 

2. Actions:

To SA，SA2，RAN，RAN2，RAN3:
SA3 kindly asks SA, SA2, RAN, RAN2 and RAN3 to take the above inputs into account.
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