Page 1



3GPP TSG-SA3 Meeting #74
S3-140272
Taipei, Taiwan, 20-24 January 2014













revision of S3-140053
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.102
	CR
	0258
	rev
	1
	Current version:
	9.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Kc128 derivation at UTRAN to GERAN mobility

	
	

	Source to WG:
	Ericsson, Alcatel-Lucent, NSN

	Source to TSG:
	S3

	
	

	Work item code:
	A5/4-GEA4
	
	Date:
	2014-01-23

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	According to TS 23.009, clause 7.1, the BSS AP message A-HO-REQUEST is created by the initial MSC (also referred to as the anchor-MSC in some specifications) and is sent to the target BSS (via the new MSC). The same clause also requires that the A-HO-REQUEST shall contain all information needed by the target BSS to establish the radio channel. 

The present specification states that it is the new (non-anchor) MSC that shall calculate the Kc128 in case an 128-bit algorithm is included in the allowed set. Further, it is stated that the new MSC shall forward the Kc128 together with the 64-bit Kc to the target BSS. This requires that the new MSC would have to  inject the Kc128 in the BSS AP message A-HO-REQEST as the message passes by the new MSC, which violates the requirement in TS 23.009 mentioned above.

Deriving the Kc128 in the anchor MSC, in addition to aligning with the requirement in TS 23.009, align also with how the 64-bit Kc is signalled within the network.

	
	

	Summary of change:
	A correction is made so that the anchor-MSC performs the Kc128 calculation when necessary. The change only affects the E-interface between two MSCs.

It is further clarified that inclusion of the 64-bit Kc is conditional as specified in TS 48.008, chapter 3.2.2.10.
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	Other comments:
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*** BEGIN CHANGES ***
6.8.4.1
UMTS security context

A UMTS security context in UTRAN is only established for a UMTS subscriber with a ME that is capable of UMTS AKA. At the network side, four cases are distinguished:

a)
In case of a handover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR derives the 64-bit GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK used before the intersystem handover (using the conversion function c3) and sends the 64-bit Kc to the target BSC (which forwards it to the BTS). If the MSC/VLR is Rel-9+ and MSC/VLR has included a 128-bit GSM ciphering algorithms as a permitted ciphering algorithm, the MSC/VLR shall also derive the 128-bit ciphering key Kc128 and send also this to the target BSC (which forwards it to the BTS).



d)
In case of a handover to a GSM BSS controlled by another MSC/VLR, depending on the capability of the inter-MSC communication protocol version, the initial MSC/VLR sends to the target MSC/VLR the security keys associated with the allowed security algorithms. If the inter-MSC communication protocol version only allows inclusion of the 64-bit GSM security key Kc, and the initial MSC/VLR includes a 64-bit GSM A5 ciphering algorithm as allowed ciphering algorithm, the initial MSC/VLR derives the 64-bit Kc and sends it to the new MSC/VLR. Otherwise, if the inter-MSC communication protocol version allows inclusion of UMTS security keys, the initial MSC/VLR sends, in addition, the UMTS cipher/integrity keys CK and IK used before the intersystem handover to the new MSC/VLR.  If the initial MSC/VLR includes a 128-bit GSM A5 ciphering algorithm as an allowed ciphering algorithm, the initial MSC/VLR shall also calculate a Kc128 from the CK/IK and forward this to the new MSC. The new MSC/VLR stores the key(s) and then forwards them to the target BSC (which forwards them to the BTS).  The initial MSC/VLR remains the anchor point throughout the service.
At the user side, in either case, the ME applies the derived 64-bit GSM cipher key Kc from the key set which was used before the intersystem handover if the selected GSM ciphering algorithm requires a 64-bit key. If the selected GSM A5 ciphering algorithm requires a 128-bit key, the ME shall apply the derived 128-bit GSM cipher key Kc128 from the key set which was used before the intersystem handover.

*** NEXT CHANGE ***
6.8.5.1
UMTS security context

A UMTS security context in GSM BSS is only established for UMTS subscribers with a ME that is capable of UMTS AKA under GSM BSS controlled by a R99+ VLR/SGSN. At the network side, two cases are distinguished:

a)
In case of a handover to a UTRAN controlled by the same MSC/VLR, the UMTS cipher/integrity keys CK and IK from the key set used before the intersystem handover are sent to the target RNC.

b)
In case of a handover to a UTRAN controlled by another MSC/VLR, the initial MSC/VLR sends the UMTS cipher/integrity keys CK and IK from the key set used before the intersystem handover to the new RNC via the new MSC/VLR that controls the target RNC. The initial MSC/VLR remains the anchor point for throughout the service.

The anchor MSC/VLR also derives and sends to the non-anchor MSC/VLR the 64-bit GSM cipher key Kc, if any 64-bit ciphering algorithm is permitted, and/or the 128-bit ciphering key Kc128 if a 128-bit ciphering algorithm is also permitted.  The non-anchor MSC/VLR stores all keys. This is done to allow subsequent handovers in a non-anchor R99+ MSC/VLR.
At the user side, in either case, the ME applies the UMTS cipher/integrity keys CK and IK from the key set which was used before the intersystem handover.

*** END CHANGES ***
