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Abstract of the contribution: July, 2012 SA2#92 could not agree on the initiative for trying to revisit the SA2’s design decision as described in TS 23.139 on how to transport the BBAI H(e)NB’s Local-IP Address between the H(e)NB and the EPC. The intent of this discussion paper is to suggest two possible options to resolve the different companies’ positions on this issue.  

Background

In the last few months, there is an initiative to try to overturn the SA2 Rel-11 BBAI design decision as described in TS 23.139 to transport the H(e)NB’s Local-IP address between the H(e)NB to the EPC.  The existing solution is based on a simple code-point extension for the existing IETF IPSec/IKEv2 Configuration Payload [1]. The info of the H(e)NB’s Local-IP address is used by the Policy Server at the EPC to locate the Broadband Fixed Network domain that serves the H(e)NB and the corresponding policy server at the fixed network.  Such info is not used for granting any QoS resource directly to the H(e)NB. 
In the mean time, there was an unrelated security concern regarding the support of H(e)NB’s identity verification at the MME/SGSN/EPC as a second line of defence in case the H(e)NB Trusted Environment (TrE) is compromised.  Somehow, the solution of the H(e)NB’s NATed Local-IP Address Transport were tied to this security concern and related security requirements.  The concern was brought to CT4 and RAN3, and subsequently, CT4 consulted with SA3 for further clarification. 

In more detail in the last meeting cycle: 

- The recent LS-out (S3-120513) [2] from Kyoto meeting sent by SA3 to CT4 could not provide absolute proof that the current SA2 BBAI Rel-11 design solution as stated in TS 23.139 indeed will introduce security threat to EPC; however, SA3 suggested in their LS response [2] that, a network-based approach, which has not been defined by any 3GPP working group, would be preferred as it does not involve the H(e)NB.  

- Subsequently, CT4 referred SA3’s LS to SA2 (C4-121308) [3] and asked for further guidance from SA2 based on the feedback from SA3 [2].  

- RAN3 has also drawn their conclusion based on the assumptions of the security concern that was discussed in SA3 and demanded for the IETF standard track support.  RAN3 decided not to accept SA2’s approved solution for Rel-11 “as-is” and sent a LS-out (R3-121375) [4] to notify SA2 regarding their feedback. 

- There was an attempt during the July-2012 SA2#92 meeting to address the concerns stated above and to try to reach some compromise by sending an LS response to RAN3 [7].  Unfortunately, such compromise could not be reached and the result was captured in SA2#92 meeting report [6].
Given the dispute on this SA2 stage-2 design decision in different working groups and amongst several companies has been going on more than a year since the original solution was approved by SA2 as documented in TS 23.139, and in the interest of time, the intent of this discussion paper is to clarify a few considerations and to suggest several feasible options to reach a compromise in order to minimize the valuable meeting time consumed to have endless debate on this issue. 

Considerations & Proposals


Here are a few facts that need to be considered: 

(1) Rel-11 cut-off date is early fall 2012, and there is no accepted network-based proposal on the table that can be agreed and implemented within the Rel-11 time frame

(2) Given the IETF RFC process, it is challenging to obtain a new code point from IETF based on the standard-track process for the SA2’s approved solution.  However, several companies have suggested to leverage the 3GPP vendor specific new code point as the alternative

(3) As was declared by SA3, there is no evidence and justification that the SA2’s approved solution introduces any security threat in the Trusted Environment (TrE) and find no association with the existing security concern related to the H(e)NB identity verification  
(4) There is no agreement in SA3 for a “generic” solution for identity verification in rel.11 and the solutions presented so far were not agreed in SA3#68. According to the recent draft meeting report [5], it has been considered in SA3 to start a new study item for rel.12 on the topic of H(e)NB’s identity verification, but not related to the transport of H(e)NB’s Local-IP address.

Given the facts and considerations above, ZTE would like to propose two possible options for all interested parties to consider in order move forward on this issue: 

Option-1: Keep SA2’s stage-2 design decision to use IPSec/IKEv2 configuration option and consider an additional option for network-based approach in the case for non-TrE based H(e)NB deployment

· Moving forward with SA2’s stage-2 design decision by applying a 3GPP vendor-specific new code point from IETF IANA to support the solution for H(e)NB operating in TrE

· Both CT4 and RAN3 will proceed to implement their respective stage-3 specifications to support SA2 design decision

· In the case when H(e)NB is operating in non-TrE, it is recommended to deploy H(e)NB-GW which could obtain the H(e)NB’s Local-IP information from SeGW and then provide it to the SGSN/MME via RANAP/S1AP. 

Option-2: Defer the H(e)NB support  for BBAI 

· Remove the support H(e)NB support for BBAI from the rel.11 version of the specification

· Remove the item (line) for H(e)NB support for BBAI from the workplan

· SA2 and SA3 can re-examine the possibility on defining a solution to this problem subject to the usual working procedures (i.e. approval of a relevant WID)
We believe the two options listed above are the feasible alternatives to move forward on this issue. ZTE believes that option 1 is the option that has a realistic chance of providing support for H(e)NBs for BBAI in rel.11, while not endangering the rel.11 timescales and meeting time.

We would like to ask all the interested companies to kindly consider these two options and reach a compromise to one of the two options to move forward in order to assist SA to reach a decision in SA#57. 
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