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**************** Start of changes ****************
4.1.1
General

MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a MBMS User Service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a MBMS User Service.

This means that MBMS security is specified to protect MBMS User Services, and it is independent on whether multicast or broadcast mode is used.  

NOTE:
There are two cases when multicast and broadcast mode are handled differently: usage of Membership function in authorization (see e.g. clause 4.1.1) and authorization of user related MBMS bearers (see e.g. clause 6.2.2) are only defined for multicast mode. MBMS in EPS supports only broadcast mode and functionality related to multicast mode does not apply to EPS.
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Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elements involved in MBMS from a security perspective. Nearly all the security functionality for MBMS, except for the normal network bearer security, resides in either the BM-SC or the UE. The BSF is a part of GBA (TS 33.220 [6]). The UE and the BM-SC use GBA to establish shared keys that are used to protect the point-to-point communication between the UE and the BM-SC.

The BM-SC is a source for MBMS data. It could also be responsible for scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for transmission. The BM-SC is responsible for establishing shared secrets with the UE using GBA, authenticating the UE with HTTP digest authentication mechanism, registering and de-registering UEs for MBMS User Services, generating and distributing the keys necessary for MBMS security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part of a MBMS User Service. The BM-SC also provides the MBMS bearer authorisation for UEs attempting to establish MBMS bearer.

The BM-SC also verifies whether a user is authorized to register and receive keys for a MBMS User Service. For MBMS Multicast Mode this authorization is done with the help of Membership function in the BM-SC. For MBMS Broadcast Mode this authorization is done without the help of Membership function because the Membership function is only defined in the context of MBMS Multicast Mode in TS 23.246 [3].

The UE is responsible for establishing shared secrets with the BM-SC using GBA, registering to and de-registering from MBMS User Services, requesting and receiving keys for the MBMS User Service from the BM-SC and also using those keys to decrypt the MBMS data that is received.

MBMS imposes the following requirements on the MBMS capable elements:

-
a UICC that contains MBMS key management functions shall implement GBA_U;

-
a ME that supports MBMS shall implement GBA_U and GBA_ME, and shall be capable of utilising the MBMS key management functions on the UICC as well as providing MBMS key management functions itself;
-
a ME that supports MIKEY timestamp of Type 0 (NTP-UTC) shall implement a clock;
-
a BM-SC shall support using both GBA_ME and GBA_U keys to enable both ME based and UICC based MBMS key management, respectively.

**************** Next changes ****************
6.4.3
Replay protection

Each MIKEY message contains the timestamp field (TS) of Type 0 or Type 2. The same type shall be used for all MIKEY messages in a service and for both MSK and MTK delivery. 

In case of Type 2 this means that the contents of the timestamp field is a 32-bit counter. The counter shall be increased by one for each MSK message sent from the BM-SC to the UE even in case BM-SC retransmits a previously sent MSK message. The counter shall be increased by one for each new MTK message created in the BM-SC.

NOTE: 
The BM-SC is allowed to retransmit a previously sent MTK message for streaming in order to provide a higher reliability of MTK delivery (cfr section 6.3.3.2.2) without having to increment the TS field for each sent MTK message. As specified in step 2 of clause 6.4.6.2, the ME will discard duplicate MTK messages based on the last received TS.

There is one counter per UE for MSK delivery, and one counter common to all UEs for MTK delivery. The counter is used for replay protection; messages with a counter less than or equal to the current counter are discarded. Less than or equal is to be taken in the meaning of RFC1982 [10]. If the less than or equal relation is undefined in the sense of RFC1982 [10], the message should be considered as being replayed and shall be discarded. The counter in the TS field shall be reset for MSK transport messages when the MUK is updated. The counter in the TS field shall be reset for MTK transport messages when the MSK is updated.
In case of Type 0 this means that the contents of the timestamp field is a 64-bit NTP-UTC value. This timestamp is used for replay protection of both MSK and MTK delivery. A received MSK or MTK transport message is accepted only if it is not found in the replay cache and if it was received within the allowable clock skew.  The size of the replay cache and the allowable clock skew are set by a local policy. 

Using NTP-UTC value means that the clocks in the BM-SC and the UEs need to be synchronized as defined in clause 4.6 of TS 26.346 [13].
**************** Next changes ****************

6.4.6.1
MSK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following section 5.3 of RFC 3830 [9]).

1.
The Extension Payload (EXT) is examined, and if it indicates an MSK delivery protected with MUK, the MUK ID is received by combining IDi and IDr.

2.
The Timestamp Payload is checked, and the message is discarded if the message is deemed to be replayed according to the rules in clause 6.4.3. (In case of counter-based Timestamp Payload the stored replay counter value is retrieved from MGV-S). 

3.
The Security Policy payload is stored temporarily in the ME if it was present.

4.
The message is transported to MGV-F for further processing, cf. clause 6.5.3.

5.
The MGV-F replies success or failure. In case of success the temporarily stored Security Policy payload is taken into use. Otherwise it is deleted. 

6.
The ME shall check if the MIKEY message indicates a BM-SC solicited pull procedure and behave as described in clause 6.3.2.2.4.

6.4.6.2
MTK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following section 5.3 of RFC 3830 [9]). 

1.
The Extension Payload (EXT) is examined, and if it indicates an MTK delivery protected with MSK, the MSK ID is extracted from the Extension Payload.

2.
The Timestamp Payload is checked, and the message is discarded if message is deemed to be replayed according to the rules in clause 6.4.3 (In case of counter-based Timestamp Payload the stored replay counter value is retrieved from from the storage of the ME). 

3.
If the MTK ID extracted from the Extension payload is less than or equal to the current MTK ID (kept in the ME), the message shall be discarded.

4.
The message is transported to MGV-F for further processing, cf. 6.5.4.

5.
The MGV-F replies success (i.e. sending the MTK and salt if available) or failure.

**************** Next changes ****************

6.5.3
MSK processing

When the MGV-F receives the MIKEY message, the MGV-F first determines the type of message by reading the EXT. If the EXT indicates MSK delivery (clause 6.4.4) then the text in this clause applies. 

The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE 1:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830 [9]. 

The MGV-F retrieves the MUK identified as specified in clause 6.1. If the Key Number part of the MSK ID in the EXT equals 0x0 then this indicates a solicited pull procedure (clause 6.3.2.2.4) for which the MIKEY message does not contain an MSK and for which the MUK shall be applied according to clause 6.3.2.2.4.

The integrity of the message shall be validated and if valid then the MSK, if present, shall be extracted from the KEMAC payload as described in section 5 of RFC 3830 [9], and the Key Validity data, shall be extracted from the message and stored (in the form of MTK ID interval).

If integrity validation is successful, then the MGV-F shall update the stored Time Stamp value associated with the corresponding MUK ID in MGV-S with the 32-bit counter value in the Time Stamp payload if Timestamp payload of Type 2 was used, or with the 64-bit NTP-UTC value if Timestamp payload of Type 0 was used.
NOTE 2: 
In case Type 0 Time Stamp payload is used, the Time Stamp is stored in the MGV-S for the purpose of determining the newer MSK.
If the MGV-F receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall keep the newer and delete the older of these two MSKs. The newer MSK (i.e. the MSK to be kept) of the two stored MSKs under the same Key Domain ID and Key Group part is determined by the UE from the combination of MUK ID and Time Stamp value in the following way. The MSK that was protected with the newer MUK is the newer MSK regardless of the value of the Time Stamp. In case the MUK IDs are equal, the MSK with higher Time Stamp value is the newer MSK. Updating an existing MSK (e.g. by updating the Key Validity Data) or resending an MSK means then also that the updated MSK becomes the newer MSK since the Time Stamp value is increased in these cases. In case the MUK ID values are not equal, the newer MUK is the last MUK successfully used by the BM-SC as specified in clause 6.3.2.2.4.

If the MGV-F receives an MSK, which has the same MSK ID as a stored MSK, the received MSK shall replace the stored MSK and update the Key Validity data. In case the MSK message does not include any key in KEMAC payload, then the Key Validity data shall be updated for the specified MSK except if the MSK ID is 0x0.

6.5.4
MTK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key inside the message is an MTK protected by MSK, MGV-F retrieves the MSK with the ID given by the Extension payload.

The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830. 

It is assumed that the MBMS service specific data, MSK, MIKEY-RAND and the sequence numbers SEQl and SEQu, have been stored within a secure storage (MGV-S). MSK, MIKEY-RAND, SEQl and SEQu were transferred to the MGV-S with the execution of the MSK update procedures. The initial values of SEQl and SEQu are determined by the service provider.

The MGV-F shall only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is deemed to be fresh.
The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQl and SEQu. If SEQp is equal to or lower than SEQl or SEQp is greater than SEQu, then the MGV-F shall indicate a failure to the ME. Otherwise, the MGV-F shall verify the integrity of the MIKEY message according to RFC 3830 [9]. The random value to use as input to the PRF function (section 4.1.4 of RFC3830 [9]) is the MIKEY-RAND stored together with the MSK. If the verification is unsuccessful, then the MGV-F will indicate a failure to the ME. If the verification is successful, then the MGV-F shall update SEQl with SEQp value and extract the MTK from the message. The MGV-F then provides the MTK to the ME.

If Timestamp payload of Type 2 was used and if the MGV-F provided the MTK to the ME, the ME shall update the counter value in the Time Stamp payload associated with the corresponding MSK ID in the storage of the ME.
NOTE 2: 
In case Type 0 Time Stamp payload is used, the Time Stamp does not need to be stored. 
The UE shall store the two most recent MTKs used per MBMS streaming or download session. In particular, if the UE receives an MTK and already stores two other MTKs for that MBMS streaming or download session, then the UE shall keep the newer and delete the older of the two stored MTKs before storing the received MTK. Any MTKs stored in association with a particular MBMS streaming or download session should be deleted at the end of that session. 

In the case of streaming, SRTP and SRTCP require a master key and a master salt. The MTK is used as a common master key for both SRTP and SRTCP, and the salt in the KEMAC payload is used as master salt.

In case of download service, key derivation as defined in section 4.1.3 of RFC 3830 [9] shall be used to derive authentication and encryption keys from MTK in the ME using the constants for authentication and encryption keys defined in table 4.1.3 of RFC 3830 [9]. As there shall be no CS field present for download services as specified in clause 6.4.5.3, cs_id shall be set to 0x00000000 within the key derivation of section 4.1.3 of RFC 3830 [9]. The derived authentication and encryption keys shall be provided to the download protection protocol.

**************** Next changes ****************

Annex E (Informative):
MIKEY features not used in MBMS

-
An MBMS capable ME/UICC and BM-SC do not need to implement the public key encryption method of MIKEY (section 3.2 of RFC 3830 [9]) and related payloads, although mentioned in RFC 3830 [9] as mandatory for implementation.

-
An MBMS capable ME/UICC and BM-SC do not need to implement the Time Stamp payload type NTP of MIKEY (section 6.6 of RFC 3830 [9]) although mentioned in RFC 3830 [9] as mandatory for implementation.

-
An MBMS capable ME/UICC and BM-SC do not need to implement the AES Key Wrap algorithm of MIKEY (section 4.2.3 and 6.2 of RFC 3830 [9]).

**************** End of changes ****************
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