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Abstract of document:

An IMS media plane security specification (TS 33.328) was introduced in 3GPP Release 9. It specifies security solutions for protecting RTP based media on an end-to-access edge and on an end-to-end basis for basic two party call scenarios. The purpose of this new TR is to study possible extensions to the IMS media plane security specification to cover additional use cases such as non-RTP media (e.g. messaging), call diversion and conference calling. Previous work done as part of an earlier study in TR 33.828, that led to the introduction of TS 33.328 in Release 9, has been used as a basis for this new work.
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Changes since last presentation to TSG  Meeting #57:

None.
Outstanding Issues:

The following issues are identified as outstanding:

· Whether protection of early media is possible in IMS.
· Whether and how to establish secure conferences where not all media/participant communications need to be secured.

· In the case of IMS conferencing, conclusions relating to the end-to-end case not leveraging IMS control plane security are yet to be included.

· Additional clarifications may be needed regarding usage of KMS based key management approaches in the case of call diversion, and conclusions need to be reached.
· Some aspects of how to set up TLS-PSK using MIKEY and of the MIKEY-TICKET profile for pre-shared key MIME protection are not yet defined.

Contentious Issues:

None.
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