Page 1



3GPP TSG SA WG3 (Security) Meeting #67
S3-120514
21 – 25 May 2012, Kyoto, Japan


	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	33.320
	CR
	0091
	(

rev
	-
	(

Current version:
	11.5.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	H(e)NB Air Interface Activation Requirement

	
	

	Source to WG:
(

	Huawei, HiSilicon

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	TEI10
	
	Date: (

	05/21/2012

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Clarify air interface activation only after backhaul establishment.

	
	

	Summary of change:
(

	· 4.4.2 Add clarification about activate air interface only after backhaul establishment

	
	

	Consequences if 
(

not approved:
	 Incomplete and confusing specification

	
	

	Clauses affected:
(

	4.4.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


** start of 1st change **

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection to the H(e)NB-GW or into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. If the H(e)NB was enrolled to an operator PKI according to clause 8.5 of the present document, then the H(e)NB may alternatively be authenticated by the SeGW based on the identity provided by the operator.
- 
The H(e)NB shall authenticate the SeGW based on SeGW certificate.

-
Optionally the hosting party of the H(e)NB may be authenticated by the SeGW in cooperation with the AAA server using EAP-AKA as specified in RFC 4187 [3].
-
If hosting party authentication is used, the H(e)NB shall shut down its air interface and disconnect from the operator’s core network on removal of the HPM which was used for authentication towards the MNO.
-
The H(e)NB may support the establishment of direct links to other base stations (i.e. HNB to HNB and HeNB to HeNB) as specified in clause 4.3.4. If establishment of direct links is supported the H(e)NB shall support enrolment to the operator PKI as specified in clause 8.5. Once the H(e)NB is enrolled to the operator PKI, it shall use the operator device certificate. The usage of operator PKI enrolment shall be securely configurable. If the default configuration is set in the factory it shall be set to no usage of operator PKI enrolment.

NOTE:
Setting the default configuration to no usage of PKI enrolment allows for H(e)NBs to be deployed in networks containing H(e)NBs with or without support of PKI enrolment.. On the other hand this requires e.g. a connection to initial H(e)MS based on authentication using the vendor certificate to securely switch the H(e)NB to enroll to the operator PKI, and to provide the operator root certificate as specified in clause 8.5.2.
- 
If a direct link to another base station secured by security procedures as specified in clause 4.4.8 is established, the H(e)NB shall authenticate the other base station based on the identity provided by the operator to the other base station.
- 
If a direct link to another base station secured by security procedures as specified in clause 4.4.8 is established, the H(e)NB shall be authenticated by the other base station based on the identity provided by the operator to the H(e)NB.
-
The H(e)NB shall establish direct links with other base stations only after establishment of the backhaul link. If the backhaul link is terminated, then also all direct links to other base stations shall be terminated.

-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
-
The H(e)NB shall implement a mechanism to shut down the air interface within a certain time period after the connection between H(e)NB and the rest of the operator network went out of service. This time period and the usage of the mechanism shall be configurable by the operator.
-
The H(e)NB shall only activate its air interface after successful establishment of the backhaul link (cf. sub-clause 4.4.5 of the present document). The establishment of the backhaul link happens as a result of successful integrity validation, device mutual authentication between H(e)NB and SeGW, and optional hosting party authentication
-
All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.

** end of change **
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