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*******************************Begin of first changes**********************************************
8.3.1
Connection to H(e)MS accessible on MNO Intranet

In case that the H(e)MS is accessible on MNO Intranet, H(e)MS traffic shall be protected through the support of one of the two security mechanisms determined by the Network Operator’s Security Policies:

· H(e)MS traffic is protected in hop-by-hop way. H(e)MS traffic is protected by the backhaul link between H(e)NB and SeGW established according to clause 7.4. Network security mechanisms (cf. TS33.210 NDS/IP [9]) shall be used to protect H(e)MS traffic between SeGW and H(e)MS when the path from SeGW to H(e)MS is considered as insecure.

· H(e)MS traffic is protected end-to-end between the H(e)NB and the H(e)MS by utilizing TLS tunnel through the backhaul link established according to clause 7.4 for additional end-to-end security. 
When TLS is performed between H(e)NB and H(e)MS, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS. H(e)NB and H(e)MS may check the validity of the certificates as given in sub-clause 8.3.2.1 .


*******************************End of changes***************************************************
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