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4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

-
Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or E-UTRAN;

-
H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

-
Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.

-
AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.

-
Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link. 
-
HNB-GW performs mandatory UE access control and HNB performs optional UE access control in the case of non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB-GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].
-
HeNB-GW is optional to deploy. When HeNB-GW is not deployed, the interface between SeGW and MME/S-GW may be protected using NDS/IP. When HeNB-GW is deployed, then SeGW may be integrated into HeNB-GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9], the interface between HeNB-GW and MME/S-GW may be protected using NDS/IP.

-
HMS [2] and/or HNB-GW [12] performs location verification of HNB.
-
HeMS [11] performs location verification of HeNB.
-
Secure communication is required to H(e)NB Management System (H(e)MS).

-
L-GW is optional to deploy. If L-GW is deployed, then the secured interface between H(e)NB and Security Gateway is used by the L-GW to communicate with the core network.
****************************************Next change******************************************
4.4.x
Requirements on Verification of H(e)NB Identity and Operating Access Mode
The requirements on the H(e)NB identity and operating access mode verification at the H(e)NB-GW are:

-
The H(e)NB-GW shall implement a verification that the identity used by the H(e)NB for communicating with the H(e)NB-GW is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the H(e)NB-GW, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. If the HeNB GW is not deployed, then the verification shall be implemented in the MME.
-
The H(e)NB-GW shall implement a verification that the H(e)NB is allowed to operate in the access mode (i.e. closed, hybrid or open mode) indicated by the H(e)NB. If the HeNB GW is not deployed, then the verification shall be implemented in the MME.
-
For all H(e)NBs operating in closed access mode, the above verifications should be applied.
NOTE1: If the H(e)NB has been compromised and the above verifications are not performed, the UE access control functions in clause 5.4 are assumed to be unreliable. If the above verifications are performed, the UE access control functions in clause 5.4 are assumed to be reliable even in the presence of a compromised H(e)NB.
****************************************Next change******************************************
5.4
Other security features

The communication between time server and H(e)NB shall be provided with adequate protection. 

In case of non-CSG capable UEs or non-CSG capable HNBs, UE access control shall be performed in the HNB-GW and optionally in HNB. UE access control per HNB operating in closed access mode, as specified in TS 22.220 [yy], shall be applied in the HNB-GW to all UE related messages (e.g. RANAP).
In case of CSG capable UEs and CSG capable HNBs, UE access control shall be performed in the SGSN/MSC as specified in TS 25.467 [12]. UE access control per HNB operating in closed access mode shall be applied in the SGSN/MSC to all UE related messages (e.g. RANAP).
In the case of HeNBs, UE access control shall be performed in the MME as specified in TS 36.300 [27]. UE access control per HeNB operating in closed access mode shall be applied in the MME to all UE related messages (e.g. S1AP).
The H(e)NB-GW shall verify that all UE related messages from H(e)NBs operating in closed access mode, as specified in TS 22.220 [yy], contain the CSG id information element (if appropriate) and that this CSG id is allowed for the identity of the originating H(e)NB (cf. clause 4.4.x).
The HMS and/or HNB-GW shall perform HNB location verification. The HeMS shall perform HeNB location verification.
NOTE: 
Location verification is needed to satisfy various security, regulatory and operational requirements of operators.
****************************************Next change******************************************
9
Security Aspects of Emergency Call Handling
The H(e)NB and/or the H(e)NB-GW shall support security handling of Emergency call as specified in TS 25.467 [12], TS 33.102 [20] and TS 33.401 [21].

Emergency call shall be allowed by the H(e)NB and/or operator’s core network entities (e.g. H(e)NB-GW) regardless of whether UE can pass access control as specified in clauses 5.4 and 8.2.
In case of non CSG UEs or non CSG HNBs, after Emergency call is finished, the context (as described in TS 25.467 [12]) established between the HNB and operator’s core network entities for UEs who can not get access over the HNB shall be released to prevent the UE from accessing non-emergency services.
NOTE:
In case of non CSG UEs or non CSG HNBs, a UE could establish a RRC connection for an emergency call in order to skip the mandatory access control and could then try to make an unauthorized normal call afterwards. In order to alleviate that security risk the HNB-GW may check locally the consistency of all messages related to the registration for and establishment of an emergency call.
****************************************End of changes*****************************************
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