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Introduction

ETSI TC M2M thank 3GPP SA3 for their LS in M2M(11)0267 (S3-110558) regarding their work on security aspects of Machine Type Communication.

During the ETSI TC M2M#16 meeting in Kawasaki, Japan held September 12-16, 2011, TC M2M concluded that modification to GBA specifications may be needed to support a specific case of M2M Service Connection procedures.  In keeping with the request from 3GPP SA3 to be informed of the potential need for extensions to GBA and for such extensions to be specified in 3GPP, ETSI M2M TC has identified the following area for potential action by 3GPP SA3.

Background
ETSI TC M2M draft TS 102 690 describes a feature called Integrity Validation (IVal), which is optional for implementation in both the M2M Device/Gateway (at the service layer) and the M2M Network Domain (including what is seen at the service layer by 3GPP as the MTC Server). The integrity of executable functions in M2M Devices/Gateways is measured and the pass/fail results of individual functions may be communicated by the M2M Device/Gateway to the M2M Network Domain. 

In ETSI TC M2M draft TS 102 690, an M2M Service Connection Procedure is used to authenticate and authorize an M2M Device/Gateway to utilize a particular M2M Network Domain and results in an M2M Connection Key (Kmc) established between the M2M Device/Gateway and M2M Network Domain. This Kmc can then be used for securing communication sessions (e.g., using TLS‑PSK) within the agreed lifetime of Kmc.
For scenarios where the M2M Service Provider is also a Network Operator that utilizes GBA, the ETSI TC M2M draft TS 102 690 includes an option for performing the M2M Service Connection procedure using GBA. In such cases, the BSF provides a Ks_(int/ext)_NAF to a NAF in the M2M Network Domain, and this Ks_(int/ext)_NAF is treated as the Kmc described in the previous paragraph.
During M2M Service Connection procedures between an M2M Device/Gateway and the M2M Network Domain, if the M2M Network Domain also supports IVal then the M2M Network Domain may securely obtain attributes which:

· determine whether or not the individual M2M Device/Gateway supports IVal, and

· provide the public key from a subscriber database, which is needed by the network to verify the signature on IVal results generated from a unique device private key.

ETSI TC M2M has been discussing how this information might be conveyed in cases where the M2M Service Connection Procedure uses GBA. One proposal under consideration would have the BSF provide these attributes to the NAF (in the M2M Network Domain), for example by including such attributes in the GBA User Security Settings (GUSS).
TS 33.220, clause 4.2.3 currently states “GUSS shall be able to contain application-specific USSs that contain parameters that are related to key selection indication in the case of GBA_U (i.e., whether the NAF shall use Ks_ext_NAF or Ks_int_NAF), identification or authorization information of one or more applications hosted by one or more NAFs. Any other types of parameters are not allowed in the application-specific USS."
According to the above statement, communication of IVal attributes is outside the currently defined scope for the GUSS.  Consequently, ETSI TC M2M recognise that supporting IVal attributes in the GUSS would impose changes on 3GPP Network Elements and require changes to either or both of TS 33.220 and TS 29.109

Requested Actions

Seeking for coordination with 3GPP, ETSI TC M2M kindly asks 3GPP SA1 and SA3 to provide feedback on requirements and use cases for integrity validation in 3GPP in relation to M2M aspects. 

Furthermore, ETSI TC M2M kindly asks 3GPP SA3 to consider whether a change to TS 33.220, clause 4.2.3 (described above), together with a corresponding update to the GUSS specified in TS 29.109, Annex A, would be appropriate to support the option being addressed by TC M2M (and if not, why this would be the case and what an acceptable alternative might be), as well as to provide feedback on whether 3GPP network operations would be impacted due to the specific mechanism proposed (and if so, how). 

ETSI TC M2M would appreciate 3GPP SA3’s prompt response to these requests, as the ETSI TC M2M specifications are close to being released.
Note : Future ETSI TC M2M Meetings:
· M2M#17
28 Nov – 2 Dec 2011
Grenoble

· M2M#18
16 – 20 Jan 2012
Sophia Antipolis

· M2M#19
19 – 23 Mar 2012
TBD
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