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	1st Modified Section


4.2.8
User consent handling in MDT

4.2.8.1
Signalling based MDT

In case of signalling based  MDT getting user consent before activating the MDT functionality is required because of privacy and legal obligations. It is the Operator responsibility to collect user consent before initiating an MDT for a specific IMSI or IMEI number. 

Collecting the user consent shall be done via customer care process. The user consent information availability should be considered as part of the subscription data and as such this shall be provisioned to the HSS database.

The following figure summarizes the functionality.
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When the IMSI based MDT is activated it is targeted the HSS. Once the user consent availability information is stored in the HSS database, the HSS can check the user consent availability before starting a Trace Session for the given subscriber. If there is no user consent given by the specific user to network where TCE resides, the HSS should not start a Trace Session for the given subscriber.

As the user consent availability information is stored as part of the subscription data it should also be transferred to the MME/SGSN/MSC-S during update location procedure. This is required if the subscription based MDT is started from MME/SGSN/MSC-S. In that case similar checking is required as in the HSS case. 

It should also be possible to handle user consent revocation. The process of user consent revocation shall be done also via customer care process and the user consent availability information should be updated in the HSS DB when a user consent revocation happens.

If the user consent revocation happens during an ongoing Trace Session with MDT, it is not required to stop and deactivate the Trace Recording Session, Trace Session respectively immediately i.e. to stop an ongoing Trace Recording Session in case of Immediate MDT. A notification to the management system should be sent and the management system should deactivate the Trace Session .

4.2.8.2
Area based MDT

In case of area based MDT getting user consent is required before activating the MDT functionality because of privacy and legal obligations. The same user consent information can be used for area based MDT and for signalling based MDT (i.e. there is no need to differentiate the user consent per MDT type).
Collecting the user consent shall be done via customer care process. The user consent information availability shall be considered as part of the subscription data and as such this shall be provisioned to the HSS database. 
The following figure shows an example scenario summarizing the functionality.
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Figure 4.2.8.2.1 Example for delivering user consent information in area based MDT
When UE attaches to the network, the HSS shall forward the user consent information, stored in the HSS database,  to the corresponding MME/SGSN/MSC-S. When the MME/SGSN/MSC-S receive the user consent information it shall store it in its subscriber database. 
The MME/SGSN/MSC-S shall also check the roaming status of the user. If the user is within his home operator’s PLMNs in the home country and the user has given his consent, the MME/ SGSN/MSC-S shall send the user consent information to the eNB/RNC during the UE context setup procedure. Otherwise the MME/ SGSN/MSC-S shall not send the user consent information to the eNB/RNC.

If the result of the roaming status check indicates a home subscriber, MME/SGSN/MSC-S shall forward the already stored user consent information to the corresponding eNodeB/RNC.
When the area based MDT activation is sent to eNodeB/RNC, eNodeB/RNC shall check the user consent information before making the UE selection. In case the user consent for UE is not available or indicates that no user consent is available, the  eNodeB/RNC shall not select the UE. In case the user consent for UE is available, the eNodeB/RNC shall verify if the UE’s RPLMN matches the PLMN where TCE resides – Trace Reference PLMN (PLMN portion of the Trace Reference). In case of a mismatch, the eNodeB/RNC shall not select the UE.
The eNB/RNC shall forward the received user consent information during X2/Iur based handovers to the target node. The user consent information is stored in the eNB/RNC as part of the UE context. If the user consent information is updated while a UE context is already set up in the eNB, the changed user consent should be taken into account in the next call/session setup.
	End of modifications


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1359657129.vsd
OAM


HSS


MME/SGSN/MSC-S


eNB/RNC


Storing User consent of the specific user


Is user consent availale


User consent is available


user consent provisioning


IMSI based MDT activation


No


Reject MDT activation


MDT activation


MDT activation



_1366619578.vsd
EM

Sequence


HSS

MME/SGSN/MSC-S


RNC/eNB

UE1

user consent provisioning


Storing user consent information of the specific subscriber


Is UE attached to the network?


No


Do nothing


yes


Insert Subscriber Data


Incl. user consent


Storing user consent information of the specific subscriber


Transferring user consent


UE context setup




Area Based MDT activation


UE selection based on received criteria for only consented users 


MDT activation


Storing user consent within UE context



