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************************************ start first change **************************************


D.2.3
USIM Binding Aspects

There shall be a one-to-one association between the USIM-RN and the RN.

In the pre-shared key case, this one-to-one association is ensured by the fact that the key that is pre-shared between the USIM-RN and the RN shall not be available in any other entity. 
In the certificate-based case, this one-to-one association is ensured by the following requirements:

-
The UICC shall verify the RN identity, represented by the RN identity in the certificate, through the TLS handshake as part of the secure channel set-up;

-
the identity in an RN certificate shall be unique;

-
a particular RN identity shall be available in only one UICC. 
The procedures for managing the binding between USIM-RN and the RN are out of scope of the present document.
The UICC may know the identity of the RN authorized to set up a secure channel with the USIM-RN by configuration. The standard secure OTA mechanisms (TS 31.116 [31]) can be used to update the configuration of UICC and renew the stored identities if required.
NOTE: The RN identity may be contained in the subject name or the subjectAltName of the certificate. The uniqueness of the subject name in a certificate is required by RFC 5280 [28], clause 4.1.2.6: “Where it is non-empty, the subject field MUST contain an X.500 distinguished name (DN). The DN MUST be unique for each subject entity certified by the one CA as defined by the issuer field.”

Editor’s Note: It is ffs whether the subject or subjectAltName field is used for uniquely identifiying the RN in the scope of the present document.
Whenever the operator intends to prevent the RN from attaching to the network the operator shall bar the subscription relating to the USIM-RN in the HSS. In the certificate-based case the barring of the subscription relating to the USIM-RN shall be performed also whenever the RN certificate has to be revoked.

************************************ end  first change **************************************
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