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********************** start of next change **************************
5.3.1
Support of ESP

When NDS/IP is applied, the ESP security protocol shall be used. IPsec ESP shall be supported either according to RFC-4303 [31] or RFC-2406 [17], however RFC-4303 [31] support is recommended. If RFC-4303 [31] is not supported then RFC-2406 [17] shall be supported.

NOTE 1: Annex E describes the main differences between RFC-4303 [31] and RFC-2406 [17] and the features which require RFC-4303 [31] implementation.


 ********************** start of next change **************************
5.3.3
Support of ESP encryption transforms

The implementation conformance requirements for ESP encryption transforms in RFC 4835 [yz] shall be followed.
NOTE:
These requirements also apply to implementations according to RFC 2407 [18], where a note by IESG warns of future deprecation of the mandatory to support ESP_DES transform.



Only the ESP encryption algorithms mentioned in RFC 4835 [yz] shall be used. Algorithms marked with "SHOULD NOT" shall not be used.

5.3.4
Support of ESP authentication transforms

The implementation conformance requirements for ESP authentication transforms in RFC 4835 [yz] shall be followed. Algorithms marked with "SHOULD" shall be optional to support.
NOTE:
These requirements also apply to implementations according to RFC 2407 [18], where only the HMAC-MD5-96 transform is mandatory to support.

Only the ESP authentication algorithms mentioned in RFC 4835 [yz] shall be used. For NDS/IP traffic ESP shall always be used to provide integrity, data origin authentication, and anti-replay services, thus the NULL authentication algorithm is explicitly not allowed for use.
*********************** end of changes ***************************
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