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Background:

The Australian Communications and Media Authority (ACMA) has responsibility for regulating Australia’s emergency call service (ECS) arrangements and its interests include methods of reducing non-genuine calls to the ECS.  

In 2007/08, the ACMA planned to allow Australian mobile phone carriers to block calls from mobile phones which do not contain a subscriber identity module (USIM/SIM-less phones).  However, technical difficulties prevented this from proceeding as it was identified by mobile phone carriers during the testing phase that a genuine emergency call from a customer whose phone did contain a USIM/SIM-less might inadvertently be blocked using the planned approach.  

Carriers had planned to block calls to the ECS from USIM/SIM-less phones based on whether an international mobile subscriber identity (IMSI) was presented to a carriers’ network during call set-up (SIM-less blocking).  However, during the testing stage, it was found that this approach had the possibility of blocking a genuine emergency call from a mobile phone with a SIM/USIM card.  According to industry advice to date, this could happen when the handset was locked to a particular network, but it “emergency camped” onto a second network and was carried to the ECS by that second network.   This is otherwise known as a limited service state (LSS) scenario or “national roaming for emergency calls”. 
Industry testing identified that approximately 12% of handsets in Australia could be affected.  Therefore, the block will not go ahead in Australia until such time that it can be guaranteed that handsets which do have a USIM/SIM present will not be prevented from reaching the ECS.  

The 3GPP specifications involved

The original planned approach was based on the carriers’ interpretation of international 3GPP specifications.  One 3GPP international handset specification (3GPP TS 22.022
) requires that the handset is able to access the IMSI from the SIM/USIM even when a handset is network locked.  However, a second international specification (3GPP TS 24.003
) states that an International Mobile Equipment Identity (IMEI) may be used when no IMSI is available.  Extract from both specifications are attached.
Issues:

The flexibility on the current specifications effectively precludes a fail-safe blocking of SIM/USIM-less calls and therefore facilitates the high percentage of non-genuine mobile calls (around 60% - 3.8 million calls per year).  It may also have implications for other important work underway at the ACMA such as provision of more accurate mobile location information during an emergency call. Furthermore, we understand that the European Commission on Anti-Theft of Mobile phones committee believe that as IMEI cloning becomes more prevalent, the importance of IMSI information with calls wherever possible is becoming increasingly important.
Based on the available information (including international experience), there does not appear to be a solution that would enable the ‘safe’ introduction of USIM/SIM-less blocking in Australia in the short to medium term.  Handset testing and advice indicates that the non-presentation of an IMSI cannot be relied upon as a unique identifier of a USIM/SIM-less call.  No network solution has been identified to overcome an issue that essentially results from the differential operational performance of certain handsets

Addressing the issue at the handset manufacturer level will not deliver a practical solution in the short to medium term, given the long lead time required to remove all legacy handsets from the market (up to 15 years, based on industry advice), but will enable a solution in the longer term.  

The ACMA’s interpretation of the 3GPP specifications
Network-locked handsets that do not present an IMSI when a different network carries an emergency call remain compliant with relevant Australian standards.  The ACMA mandates technical standards that are developed by an Australian industry body, Communications Alliance.  Communications Alliance makes Australian technical standards as a subset of international standards.   Under Australian law, the ACMA can only make mandatory technical standards in relation to a discrete number of topics (including protecting network integrity and minimising interference).  Therefore, only a minimum set of 3GPP specifications are mandated. 

The Australian Standards are designed to reflect the 3GPP specifications.  The ACMA is reluctant to introduce Australian specific standards given the manufacturers use the international standards.  

Australian industry’s interpretation

International handset manufacturers appear to have interpreted the 3GPP specification differently when developing handsets.  Therefore there is an inconsistent behaviour across those handsets even within a single mobile handset manufacturer’s product range.  Australian carriers are of the view that Australia should mandate IMSI presentation in LSS through the Australian Standards.  However, this would render the Australian Standards inconsistent with the current 3GPP specification and would limit the types of phones that could be imported into Australia.
Other countries where the ACMA suggests this problem will/does also present issues
This problem does not appear to be limited to Australia.  The ACMA understands several other countries both allow emergency camping and have introduced a SIM/USIM-less blocking arrangement.  These countries might also face the possibility of blocking a genuine emergency caller from a network locked mobile phone emergency camping onto a network other than that of its provider.
	Country
	Is a SIM-less block in place?
	Limited service state (LSS) enabled?

	Germany
	Yes
	Yes

	France
	Yes
	Yes

	UK
	Yes
	No, but the ACMA is aware that the UK is currently considering the introduction of LSS.


Recommendation to EMTEL

That EMTEL:

· Consider whether its interpretation of the 3GPP specifications aligns with the ACMA’s interpretation; and
· If EMTEL agrees with the ACMA’s interpretation, recommend to 3GPP that 3GPP TS 22.022  and 3GPP TS 24.003 be amended to require that an IMSI must present to any network carrying an emergency call, even when the handset is in LSS.
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Attachment A
Emergency Call Requirements in 3GPP Specifications
3GPP TS 22.022 (See Annex A.2) : http://www.3gpp.org/ftp/Specs/1999-10/for-itu/22022-301.pdf
A.2 Emergency calls only mode

The expression "emergency calls only mode" is used in this TS to describe the state the MS (combined ME and SIM)

enters when a personalisation check fails. In this mode, the state of the MS is equivalent to the "limited service state"

(see TS 23.022) [4]. Although the personalisation has failed, the ME will be able to access the TMSI and IMSI from the

SIM, and therefore any emergency call request shall use these as the MS identity.

Set up of emergency calls remains as usual dependent on the status of Access Class 10 being broadcast in the cell (see

TS 22.011) [2].

3GPP TS 22.003 (See Annex A.1.2)  : http://www.3gpp.org/FTP/Specs/html-info/22003.htm
A.1.2
Emergency calls
	Teleservice 12, Emergency calls

	
	1.
	1.1 Type or user information
	speech (with or without additional emergency related data)

	A
	HLC
	1.2 Layer 4 protocol functions
	-

	T
	
	1.3 Layer 5 protocol functions
	-

	T
	
	1.4 Layer 6 protocol functions
	-

	R
	
	1.5 Layer 7 protocol functions
	-

	I
	2.
	2.1
	2.1.1 Information transfer capability
	speech (digital representation and may include emergency  related  data)

	B
	LLC
	
	2.1.2 Information transfer mode
	circuit

	U
	
	Inform
	2.1.3 Information transfer rate
	not applicable for speech only call

	T
	
	transfer
	2.1.4 Structure
	not applicable

	E
	
	
	2.1.5 Establishment of connection
	demand MO MT

	S
	
	
	2.1.6 Communication configuration
	point-to-point

	
	
	
	2.1.7 Symmetry
	bidirectional symmetry (when present the data component may be a symmetric or an asymmetric bidirectional transmission)

	
	
	2.2
	2.2.1 Signalling access
	manual

	
	
	Access
	2.2.2 Information access 
	rate
	full rate/half rate

	
	
	at UE
	(3GPP TS 22.001)
	interface
	

	
	
	2.3
	2.3.1 Visible network type
	PSTN
	ISDN

	
	
	Inter-
	2.3.2 National/Internat. interworking
	national
	

	
	
	working
	2.3.3 Interface of TE to terminating Ntwk.
	2 wire
	4 wire

	
	3.
	3.1 Supplementary service provided
	3GPP TS 22.004 (see note 3)

	
	Gen
	3.2 Quality of service
	


Comments:
1)
A standardized access method throughout all PLMNs is mandatory. See 3GPP TS 22.101 [14] for further information on emergency call requirements.
2)
It shall be an option of the network operator whether to accept emergency calls coming from user equipment which do not transmit an IMSI or a TMSI.
3)
Emergency calls supersede all constraints imposed by supplementary services or user equipment features used for other Tele or Bearer services. The lock state of the UE is overridden by the SOS-procedure.
4)
Emergency calls will be routed to the emergency services in accordance with national regulations.
5)
In order to help identifying callers in cases of misuse databases in the PLMN may be accessed to retrieve the identity of the calling UE. When applicable, and subject to national regulations, the Public Safety Answering Point (PSAP) may use the related data sent in conjunction with the emergency call and provide this information to the lawful authorities.
3GPP TS 24.008

10.5.1.4
Mobile Identity

For emergency call establishment and re-establishment the mobile station shall select the mobile identity type with the following priority:

1-
TMSI: The TMSI shall be used if it is available and if the location update status is UPDATED, and the stored LAI is equal to the one received on the BCCH from the current serving cell.

2-
IMSI: The IMSI shall be used in cases where no TMSI is available or TMSI is available but either the update status is different from UPDATED, or the stored LAI is different from the one received on the BCCH from the current serving cell.

3-
IMEI: The IMEI shall be used in cases where no SIM/USIM is available or the SIM/USIM is considered as not valid by the mobile station or no IMSI or TMSI is available.

�In this mode, the state of the MS is equivalent to the "limited service state" (see TS 23.022) [4]. Although the personalisation has failed, the ME will be able to access the TMSI and IMSI from the SIM, and therefore any emergency call request shall use these as the MS identity.


�IMEI: The IMEI shall be used in cases where no SIM/USIM is available or the SIM/USIM is considered as not valid by the mobile station or no IMSI or TMSI is available.
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