Page 1



3GPP TSG-SA3 (Security)
S3-100016
SA3#58, 1-5 Feb 2010, Xi’an, China


	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.328
	CR
	0004
	(

rev
	-
	(

Current version:
	9.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	CR of TS33.328: Various editorial corrections

	
	

	Source to WG:
(

	ZTE Corporation

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	MEDIASEC
	
	Date: (

	20/01/2010

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	Some editorial imprecisions exist in current TS 33.328, e.g. repeated abbreviations from TR 21.905 which are not needed because this TS contains a reference to 21.905; the redundant full name of KMS which exits not the first time in the document, and an incongruous expression, i.e. “IMS Access Gateway” and “IMS Access GW”.

	
	

	Summary of change:
(

	1)  In Clause 3: Delete two abbreviations which are included in TR 21.905.
2)  In Clause 4: Delete redundant complete expression of KMS and the double quotation marks used for ticket.
3)  “IMS Access Gateway” is replaced by “IMS Access GW” for consistence in the whole document.

	
	

	Consequences if 
(

not approved:
	Inconformity exists in the current TS 33.328.

	
	

	Clauses affected:
(

	3.3, 4.1.2.2, 4.1.2.1, 4.2.1, 4.2.2, 5.4.1, 5.5.2, 6.2.1.1, 7.2.1, 7.3.1, 

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


	1st Modified Section


3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

DoS
Denial of Service

e2ae security
End-to-access edge security 

e2e security
End-to-end security 

FQDN
Fully Qualified Domain Name


IMS-ALG
IMS Application Level Gateway 
IMS UE
IMS User Equipment

KDF
Key Derivation Function

KMS
Key Management Service

MIKEY
Multimedia Internet KEYing
MNO
Mobile Network Operator

NAF
Network Application Function

NSPS
National Security and Public Safety

PKI
Public Key Infrastructure

TEK
Traffic Encryption Key

TGK
TEK Generation Key

	2nd Modified Section


4.1.2.2
KMS based solution

The KMS based solution is an e2e security solution which protects media from one IMS UE all the way to another IMS UE not allowing any network entity access to plaintext media.  It is designed to rely on a well defined and limited set of entities that have to be trusted, simplifying the task of evaluation and assessment of offered security level.

This solution is based on use of a KMS and a ticket concept. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. All these message exchanges are authenticated and sensitive parts are encrypted. The solution is based on MIKEY-TICKET [14].
	3nd Modified Section


4.1.2.1
SDES based solution

…
In this specification, SDES is used for two modes of operation: e2ae mode and e2e mode. For the e2ae mode, SDES is run between an IMS UE and a SIP edge proxy, i.e. a P-CSCF (IMS ALG). In the originating network, he P-CSCF (IMS ALG) evaluates and subsequently deletes SDES cryptographic attributes that are passed to it from the IMS UE in SIP messages, and creates SDES cryptographic attributes and passes them to the IMS UE in SIP messages. This is done similarly in the terminating network. The resulting SRTP session is then established between the IMS UE and the media node controlled by the P-CSCF (IMS ALG), i.e. the IMS Access Gateway (GW).
4.2.1
General

This clause describes the impact of IMS media plane security on the IMS architecture. Three cases need to be distinguished. The IMS UEs are impacted in all three cases. The network impact greatly varies with the cases.

1. 
E2ae security: here the P-CSCF (IMS ALG), the IMS Access GW, and the Iq interface between them are impacted.

4.2.2 
E2ae security

For e2ae security, the P-CSCF (IMS ALG) shall always include the IMS Access GW in the media path even if the involvement of the IMS Access GW would otherwise not be needed, e.g. if traffic was to be routed only between two terminals in the same IMS domain.

The P-CSCF (IMS ALG) needs to be enhanced to be able to terminate the key management protocol SDES, as well as handle indications, which are specific to e2ae security and are inserted in SIP messages. The IMS Access GW needs to be enhanced to be able to terminate SRTP streams. The Iq interface between P-CSCF (IMS ALG) and IMS Access GW needs to be enhanced to be able to transport parameters related to the management of SRTP cryptographic contexts. The S-CSCF may be involved in the registration of media plane security capabilities. There is no impact on other parts of the network infrastructure. This is depicted in Figure 1. Details can be found in clauses 6.2.1.3, 7.2.1 and 7.3.1.

5.4.1 
Authentication and authorization for e2ae protection

E2ae security implies that no other IMS nodes, apart from P-CSCF (IMS ALG) and IMS Access GW will terminate IMS media security. 

The IMS UE and the P-CSCF (IMS ALG) rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.5.

The P-CSCF (IMS ALG) tells the IMS UE by an explicit indication, cf. clauses 7.2.1 and 7.3.1, that e2ae security is provided, i.e. that the IMS UE shares the media keys with the P-CSCF (IMS ALG) and not with some other entity. Provided the IMS UE trusts SIP signalling security it can rely on this explicit indication for the following reasons: the IMS UE knows from registration that the P-CSCF (IMS ALG) is capable of e2ae security, and that such a P-CSCF (IMS ALG) will remove any such indication if inserted by another party, cf. clauses 7.2.1 and 7.3.1. 

The IMS UE and the IMS Access GW authenticate each other by means of implicit key authentication: the IMS UE believes that only the IMS Access GW can have the media keys to protect the media because it trusts the P-CSCF  (IMS ALG)to give the keys only to the IMS Access GW. Similarly, the IMS Access GW trusts the P-CSCF (IMS ALG) that the keys are shared only with this IMS UE.

The IMS UE implicitly authorizes the P-CSCF (IMS ALG) and the IMS Access GW to perform e2ae security by indicating support for e2ae security during the registration in line with the IMS UE’s policy, cf. clause 7.1.

5.5.2 
Additional security properties for e2ae protection using SDES

For the e2ae case, there are additional security properties.

The trust in all SIP proxies in the signalling path required for SDES in general is a marked difference to the use of KMS, as explained in the next subclause. However, assuming that strong SIP signalling security, e.g. TLS or IPsec, is used between IMS UE and P-CSCF (IMS ALG), this difference plays no role for the case of e2ae protection as explained in the following: 

By the very definition of e2ae protection, the media keys must be available in the P-CSCF (IMS ALG) and IMS Access GW in the clear, irrespective of the key management scheme used. And by the assumption of strong SIP signalling security and the fact that there is no SIP proxy between the IMS UE and the P-CSCF (IMS ALG), no attacker can obtain the media keys by eavesdropping on the interface between the IMS UE and the P-CSCF (IMS ALG) nor any intermediate SIP proxy, again irrespective of the key management scheme used. Therefore, the use of other key management schemes for e2ae protection would provide no higher level of security than the use of SDES for e2ae protection. 

6.2.1.1 
Endpoints for e2ae protection

The P-CSCF (IMS ALG) shall handle signalling related to e2ae protection. In particular, the P-CSCF (IMS ALG) shall terminate the key management protocol and communicate the agreed security context parameters to the IMS Access GW over the Iq interface. 

The IMS Access GW shall terminate the protocol for media confidentiality and integrity protection towards the UE as requested by the P-CSCF (IMS ALG). The IMS Access GW shall send unprotected packets to and receive unprotected packets from the network.

For IMS real-time traffic, the IMS Access GW shall send SRTP and SRTCP packets to and receive SRTP and SRTCP packets from the UE as requested by the P-CSCF (IMS ALG). The IMS Access GW shall send RTP and RTCP packets to and receive RTP and RTCP packets from the network. 

For the definition of the IMS Access GW cf. TS 23.228 [3].
7.2.1
UE originating procedures for e2ae

…
9.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and the IMS Access GW. UE A integrity protects / encrypts and checks integrity / decrypts media plane traffic sent to and received from the network. The IMS Access GW checks integrity / decrypts media plane traffic arriving from UE A before passing it on towards the terminating network. The IMS Access GW integrity protects / encrypts media plane traffic arriving from the terminating network before passing it on to UE A.
7.3.1
UE terminating procedures for e2ae

9.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between the UE B and IMS Access GW. UE B integrity protects / encrypts and integrity check / decrypts media plane traffic sent to and received from the network. The IMS Access GW integrity checks / decrypts media plane traffic arriving from UE B before passing it on towards the originating network.  The IMS Access GW integrity protects / encrypts media plane traffic arriving from the originating network before passing it on to UE B.

	End of Modifications
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