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The present document presents IMS media plane security for RTP based media which is designed to meet the following three main objectives: 

1. to provide security for media usable across all access networks

2. to provide an end-to-end (e2e) media security solution to satisfy major user categories

3. to provide end-to-end (e2e) media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities who may have weaker trust in the inherent IMS security and/or may desire to provide their own key management service. 

The media plane security in this release of the TS is based on the well established protocol SRTP. Key management solutions for SRTP are defined in this specification.
Changes since last presentation to TSG SA Meeting #45:

· Solution overview for SDES-based solution provided.

· Architecture details for SDES-based solution added.

· Authentication and authorisation details for SDES-based solution added.

· Key management details for SDES-based solution added.

· Profiling of ticket format for KMS-based solution provided. 

· Otway-Rees extensions to KMS-based solution added.

· Details on functional extension of the Iq interface for SDES-based end-to-access edge solution added.

Outstanding Issues:

· The text describing the network impacts of end-to-end SDES and KMS based solutions need to be revised once the stage 3 details in CT1 and CT4 are finalised. No impact, apart from configuration issues, has been identified so far.
· It has to be verified if the Otway Rees extension to the KMS-based solution, which allows tickets to be generated by the initiator, meets lawful interception requirements. 
· CT1 informed SA3 in an LS received during SA3’s last meeting that end-to-end security indicators are not needed during UE registration and session establishment. It was not possible, however, to remove all the corresponding Editor’s notes in TS 33.328 during the SA3 meeting. 
· Profiling of ticket format for KMS-based solution cannot be finalised until related MIKEY-TICKET internet draft is completed. 

The above issues are expected to be addressed by March 2009.
Contentious Issues:

None identified.
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