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7.5.3
Study of Device Integrity Validation Methods

7.5.3.1 Terms of Reference

The following investigations and clarifications are seen as necessary beyond the existing descriptions in the present document:

1 Threat models /description of attacks and clean derivation of security features of validation from the threat model.

2 Threat analysis with explicit relation to the different validation methods:

1. Which threats/attacks may be countered by autonomous validation?

2. Which additional threats/attacks identified in the present document may be countered by "explicit" (non-autonomous) validation, which are not caught by autonomous validation?

3. Are there (other) existing countermeasures available for the threats identified in 2.2., which do not rely on validation?

3 Specify the “open interfaces” for full vendor interoperability. This is common in 3GPP and shall allow implementation of H(e)NBs and NEs independently, based on specification only.

1. What are the measurement values to be stored and transferred in a manner which is independent from H(e)NB architecture and implementation?

2. What requirements apply to the transfer of information received from the H(e)NB as a result of validation  (transport over existing channels, binding of validation and authentication, etc.)?

4 Specify the procedures and architectures in the network which are necessary for full vendor interoperability.

1. What are the possible reactions in SeGW or H(e)MS on this detailed  information received from the H(e)NB as a result of validation, in case of differences to the expected information?

2. How is the expected set of information, e.g. the measurement values, determined by Validation Entity, e.g. dependent on vendor, HW type, and SW version?

3. Where do the reference values used by the Platform Validation Entity come from (push by vendor, pull by MNO, ...)? What is needed from the infrastructure to support this (Network elements, interfaces)?

4. What are the relations to existing and proposed H(e)NB S/W distribution methods and channels included in TR069  (e.g. for H(e)MS based update of H(e)NB SW)?

5 Describe remediation methods and their security implications.

1. What remediation methods (repairing, re-loading of SW in secure way, etc.) are possible on a suspected compromised device?

2. How do validation reporting methods assist the remediation from (suspected) compromised state of H(e)NB?

6 What is the trade-off between added security and cost / complexity (cost / benefit trade-off) between countermeasures and effort?

7.5.3.2 Scope of Study

· All validation methods for H(e)NBs need a threat and feasibility study in a TR giving answers to the items in the section on "necessary investigations" above.

· For all validation methods, the study also needs to examine the trade-off between added security and cost/complexity.  Such trade-off is essential if the H(e)NB is to be a low-cost device, with low CAPEX /OPEX in MNO networks.

· No pCRs on extensions to validation concepts are agreed for the TS 33.320 before the findings of the feasibility study and recommendation in TR are available. Changes concerning validation methods shall be incorporated into the TS  only if they are deemed by SA3 to represent “stable solutions.” 

7.5.3.3    Threat Analysis of Validation Methods
7.5.3.3.1 General
The following sections detail the threat analysis study of various validation methods under consideration.  The analysis includes security requirements, threats and countermeasures, and a conclusions section.
7.5.3.3.2 Security Requirements for AUv
Requirements which could be addressed by AuV are as follows (extracted and summarised from section 5):

6. “The booting process of the H(e)NB shall be additionally secured by cryptographic means.” 
The stages of validation involve verification of a data authentication pattern, e.g. a signed hash, on the blocks of code to be verified.

7. “Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration”. 
Validation involves verification of a data authentication pattern, e.g. a signed hash, on the blocks of code to be verified.

13. “H(e)NB should be run with minimized network services (disabled or firewalled), and test[ed] regular[ly] for a securely verifiable system state.” 
Validation can verify the executable firewall code and firewall settings if the latter are embedded in the code block to be verified.

17. “It shall not be possible to override the operator’s policy at a H(e)NB.” 
Validation verifies the executable code which ensures that this is the case.

29. “OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.” 
Validation provides a means of verifying the state of executable code blocks in the H(e)NB.

7.5.3.3.3 Threats and Counter-Measures Applicable to AuV
The following table shows the mapping of the relevant security requirements applicable to AuV, listed above in 7.5.3.3.2, onto countermeasures and how those counter-measures are mapped onto threats. This analysis, see the right-hand column of the table, thus produces the list of threats which can potentially be mitigated by validation. Even though the cross-referencing of CMs to threats also throws up threats 1, 5, 15 and 27, they have been omitted from the table, because validation is not relevant to them.

	SECURITY REQUIREMENT APPLICABLE TO AuV
	ASSOCIATED COUNTER MEASURES
	THREAT(S) ASSOCIATED WITH THE CMs

	6, 17
	CM2
	2, 3, 4, 6, 7, 8, 9, 10, 12, 18, 19, 21, 23,

	7, 29
	CM6
	7

	13
	CM1
	4, 12, 14, 16, 17


The associated countermeasures (CMs) are listed below for convenience. The threats are not listed, for reasons of brevity.

CM1 
Mutual authentication and Security tunnel establishment mechanisms
CM2 
TrE of H(e)NB
CM6 
Security mechanisms for OAM
CMs 1 and 6 are preventive measures that are not related to validation, so autonomous validation provides a complementary CM which detects an attack if the existing CM fails. 

CM2 is strongly related to validation. 

7.5.3.3.4 Security Requirements Applicable to SAV 
Requirements  6,7,13,17 and 29 are all addressed by SAV, as they were addressed by AuV.  

Additional requirements which could be addressed by SAV specifically are as follows (extracted and summarised from section 5):

23. Access to H(e)NB local management interface by the H(e)NB owner, if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. 

SAV provides a means of notifying the network of any unauthorised change to operator controlled information, e.g. H(e)NB licensed radio interface parameters , if said information is stored as part of the component which is integrity-checked and reported to the PVE. The network can then make the decision as to what action is necessary.

Editor’s note: it is FFS whether or not SAV can be a useful counter-measure for other security requirements which involve location, e.g. 12 and 18.

7.5.3.3.5 Threats and Counter-Measures Applicable to SAV 
The threats that are addressed by SAV in the same way as they are addressed by AuV are listed below, as listed in section 7.5.3.3.2. 

	SECURITY REQUIREMENT Applicable to SAV in the same way as applicable to AuV
	ASSOCIATED COUNTER MEASURES
	THREAT(S) ASSOCIATED WITH THE CMs

	6, 17
	CM2
	2, 3, 4, 6, 7, 8, 9, 10, 12, 18, 19, 21, 23,

	7, 29
	CM6
	7

	13
	CM1
	4, 12, 14, 16, 17


The associated countermeasures (CMs), as identified in section 7.5.3.3.2, are:

CM1 
Mutual authentication and Security tunnel establishment mechanisms
CM2 
TrE of H(e)NB
CM6 
Security mechanisms for OAM
CMs 1 and 6 are preventive measures that are not related to validation, so SAV (as does AuV) provides a complementary CM which detects an attack if the existing CM fails. 

CM2 is strongly related to all validation methods, including SAV. 

Editor’s note: it is FFS whether or not SAV can be a useful counter-measure for recognized threats which involve location, e.g. threats 11 and 24.
7.5.3.3.6 Analysis and Conclusions
7.5.3.3.6.1   Autonomous Validation

1. AuV can be employed as a counter-measure for threats 2, 3, 4, 6, 7, 8, 9, 10, 12, 14, 16, 17, 18, 19, 21, 23
2. For threats 4, 7, 12, 14, 16, 17, counter-measures are described in the section 5 which do not involve validation. However, those counter-measures are preventive measures. If the counter-measures fail, then AuV, in accordance with good security practice, provides methods for detecting the attack in the H(e)NB.
3. For threats 2, 3, 4, 6, 7, 8, 9, 10, 12, 18, 19, 21, 23, a counter-measure is described which would be part of AuV.
7.5.3.3.6.2   Semi-Autonomous Validation 
SAV can be employed as a counter-measure for threats 2, 3, 4, 6, 7, 8, 9, 10, 12, 14, 16, 17, 18, 19, 21, 23, i.e. the same threats as AuV.
For threats 4, 7, 12, 14, 16, 17, counter-measures which do not involve validation are already described in section 5. However, those counter-measures are preventive measures. If the counter-measures fail, then SAV is more feature-rich than AuV, in that while SAV and AuV both provide methods for detecting the attack in the H(e)NB, SAV also notifies the network of the integrity status of the H(e)NB so that appropriate actions can be taken
Editor’s note: it is FFS whether or not SAV can be a useful counter-measure for other security requirements and threats which involve locatio and if, in such cases, SAV could add significant value over and above AuV
7.5.3.3.6.3   Hybrid Validation 
Editor’s Note: Threat analysis of Hybrid Validation is needed in this section. The analysis should describe what threats (from those that are listed in section 5 of this document) that are addressed by the Hybrid Validation method and how they are addressed.
7.5.3.4
 Answers to Questions Concerning Autonomous Validation 

This section presents the answers to the questions raised in section 7.5.3.1 as they apply to autonomous validation only.
1. Threat models /description of attacks and clean derivation of security features of validation from the threat model.
A detailed description of the threats and the derived validation security features is provided in section 7.5.3.4  Threat Analysis of Validation Methods. Security requirements for validation are listed which are derived from the threat models in section 5 of the present document.

2. Threat analysis with explicit relation to the different validation methods:
1. Which threats/attacks may be countered by autonomous validation? 
See section 7.5.3.3.4.1. for the list of threats that may be countered by autonomous validation. 

2. Which additional threats/attacks identified in identified in the present document may be countered by "explicit" (non-autonomous) validation, which are not caught by autonomous validation?

See section 7.5.3.3.4.1 

3. Are there (other) existing countermeasures available for the threats identified in 2.2., which do not rely on validation?
The present document does not provide text that provides a direct mapping from threats (described in section 5) to countermeasures (described in section 6.3). Such a mapping can only be identified by combining the mappings from the threats to the requirements as described in section 6.1 and the mapping from the requirements to the countermeasures that can fulfill them as described in Table 3 in section 6.3. 

The following is a result of combining those mappings. For brevity, the mappings themselves are not replicated. Only findings arising from the identified mappings are shown below: 
1) Section 6.3 of the present document  describes existing countermeasures  which are independent of integrity checking and validation and could be considered to mitigate the threats in section 2.2.

2) Table 3, section 6.3 presents several ways that CM 2 (TrE in H(e)NB) may be used  to fulfil the requirements that map to threats 16, 19, 20, 21, and 22. These  are intended to be preventive measures, whereas Autonomous Validation would also provide a detection mechanism for those threats.

3) For threat 24, there is no countermeasure proposed in section 6.3 that maps to address this threat, whereas validation would provide mitigation.

3. Specify the “open interfaces” for full vendor interoperability. This is common in 3GPP and shall allow implementation of H(e)NBs and NEs independently, based on specification only.

In AuV, the device integrity check is performed locally. In case of a successful integrity check, the device connects to the SeGW and attempts to authenticate.  The authentication procedure is then perfomed in the standard manner using IKEv2 as described in section 7.6 and therefore no additional interfaces are required.
1. What are the measurement values to be stored and transferred in a manner which is independent from a H(e)NB architecture and implementation?

In AuV, no information is transferredfrom the H(e)NB to the network.

However in AuV, the local integrity measurements are compared with trusted reference values. These trusted reference values are the digests of the SW and data components defined and generated by the manufacturer and stored in the H(e)NB. These are specific to each manufacturer and do not need to be specified in terms of standardization.
One aspect that could be standardized is the minimum level of acceptable security for the integrity check algorithm. For example, the trusted reference values must be computed using SHA-1 or equal or better algorithm.

2. What requirements apply to the transfer of information received from the H(e)NB as a result of validation  (transport over existing channels, binding of validation and authentication, etc.)?

In AuV, no information is transferred from the H(e)NB to the network.
4. Specify the procedures and architectures in the network which are necessary for full vendor interoperability.

AuV is a local function to the H(e)NB and does not require any additional network support for the procedure itself. If components of the H(e)NB are updated on the device, the trusted reference values for the components should also be updated on the device. Existing mechanisms from the manufacturer and/or the operator that support remote update of software of the H(e)NB can be reused to support remote update of the corresponding trusted reference values for the updated software. 
1. What are the possible reactions in SeGW or H(e)MS on this detailed information received from the H(e)NB as a result of validation in case of differences to the expected values?

In AuV, if the integrity measurement values differ from the trusted reference values then the device will not attempt to authenticate with the SeGW.

2. How is the expected set of information, e.g. the measurement values determined by Validation Entity, e.g. dependent on vendor, HW type, and SW version?

There is no validation entity for AuV and hence a PVE is not required. Since AuV is a local function to the H(e)NB, the set of measurement values and trusted reference values are specific to the manufacturer of the H(e)NB.

3. Where do the reference values used by the Platform Validation Entity come from (push by vendor, pull by MNO, ...)? What is the needed from the infrastructure to support this?  (Network elements, interfaces)?

In AuV, no network entity such as a Platform Validation Entity exists.

4. What are the relations to existing and proposed  H(e)NB S/W distribution methods and channels included in TR069 (e.g. for H(e)MS based update of H(e)NB SW)?

TR069 provides for mechanisms to update software for CPE equipment. This protocol may be used to update the SW in a similar manner to CPE.
5. Describe remediation methods and their security implications.

Currently AuV does not support remediation upon a failure of device integrity checking.  
6. What is the trade-off between added security and cost / complexity (cost / benefit trade-off) between countermeasures and effort?

The security and other benefits conferred by the Autonomous Validation (AuV) against a system that does not employ AuV but employs other non-validation countermeasures are described in the Threat Analysis section 7.5.3.3.4. 
If AuV is not employed, the TrE, which is listed as Countermeasure 2, then cannot be made trustworthy using device integrity checking and validation processes. Rather, such a TrE must be implemented as a closed environment which could be trusted only because of its closed nature. Such an H(e)NB system with a closed TrE is used as the baseline for the trade-off analysis given below. 

Against such a system, a system that has AuV (and a TrE that depends on and utilizes the functionality of AuV) would imply the following costs and benefits.
	Entity
	Cost
	Benefits

	H(e)NB system with closed TrE w/o integrity checking and validation
	· N/A (this is the baseline)
	· N/A  (this is the baseline)

	H(e)NB system with TrE that is:

1) integrity-checked by a RoT, and

2) checks the integrity of other components of the H(e)NB


	· Large decrease in maintenance and personnel costs, due to the reduced need to have onsite physical maintenance for some types of failure

· Potentially large decrease in platform costs, since a H(e)NB system that uses a TrE backed  up by AuV:

1) Does not need to be implemented in a large, closed platform

2) Does not need to execute all firmware within a large, closed TrE, to become trustworthy 

· Small increase of complexity/cost due to implementing integrity checking (done by the RoT to the TrE, and by the TrE to the rest of the H(e)NB), 

· Small increase of complexity/cost due to the need to provision the Trusted Reference Values (TRV) on the device. 
	· Ability to make the TrE a very small entity

· Ability to easily change /upgrade software and still assure trusted operation

· Ability to detect any modified component

· Ability to protect the  network from access by H(e)NBs with compromised components, by binding authentication to validation


Table 1. Cost Benefit Analysis of Autonomous Validation 
Additionally, the trade-off analysis  for the proposed device distress indication is outlined in the table below.
	Entity
	Cost
	Benefit

	Core Network


	· Minimal H(e)MS fucntionality to handle distress signal information
	· Ability to put a compromised device in a black list

· Optional remote remediation reduces frequency of costly onsite maintenance procedures

	H(e)NB


	· Small immutable FBC to support distress signal transmission to designated H(e)MS

· Optionally additional functionality to support full normal (excluding TrE) code update
	· Notifies CN that device is in distress

· Optional ability to support replacement of  compromised normal code

· Reduces need to have onsite physical maintenance for some types of failure

· Ability to address an integrity check failure that may occur due to a mis-match between a code version and its TRVs even if the code itself is not compromised


Table 2. Distress Indication Cost Benefit Analysis
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