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The current 3GPP specifications for GSM and GPRS encryption support an encryption key length of 64 bits. While 64 bit keys still provide a reasonable level of security, 64 is short by today’s standards; for most environments, a key length of 128 bits is now generally considered to be the minimum key length when designing new security mechanisms based on symmetric cryptography. In particular, both UMTS and LTE support an encryption key length of 128 bits. 

Some work had already been done to support 128 bit encryption in GSM and GPRS. In particular, when the cryptographic algorithm design group ETSI SAGE specified the 64 bit A5/3 and GEA3 algorithms in 3GPP TS 55.216, they also defined 128 bit versions called A5/4 and GEA4 in TS 55.226. TS 55.226 was not approved since further work was needed to add support for 128 bit keys to various other 3GPP specifications.

While there are several ways in which GSM and GPRS security could be enhanced, a security review conducted by SA3 in draft 3GPP TR 33.801 provides a preliminary conclusion that support for 128 bit encryption keys is one of the most effective enhancements. A further reason to standardise support for 128 bit encryption now, is that deployment of 64 bit A5/3 encryption is becoming a reality and there is an opportunity to upgrade base stations to support the 128 bit version, A5/4, at the same time.
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