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1. Overall Description:
SA3 thanks SA for their LS on Local IP Access. As requested, SA3 has reviewed the draft WID (SP-090455). SA3 has identified a number of example security issues:

· Because the security transforms applied to user plane traffic may differ for LIPA and non-LIPA flows, the UE may need to be aware of the LIPA status of individual flows.

· LIPA-routed traffic may not benefit from security-related operator services such as protection from unsolicited communications.

· Issues resulting from the termination of access security at the RNC in UMTS networks.

· The core network should be able to manage the use of LIPA in order to control the routing of user traffic.

This list is by no means exhaustive, and SA3 expects that more issues will be identified in the course of further study. 

SA3 has attached a revised version of the new WID. 

SA3 does not foresee the need to create a separate TR for security aspects, but expects to feed into SA2’s TR on this topic. The stage 2 security specifications for LIPA will be dependant on the SA2 stage 2 work. With regard to timescales, SA3 expects to be able to complete the stage 2 security specification work one SA plenary cycle after the SA2 stage 2 specification work is complete.

2. Actions:

ACTION to SA2:
SA3 kindly requests SA2 to incorporate the revised WID into its review.

3. Date of Next TSG-SA WG3 Meetings:

3GPP SA3 ad hoc
28 – 30 Sep 2009 
Sophia-Antipolis, France 

3GPP SA3#57

16 – 20 Nov 2009 
Ireland, Dublin
