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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA 
Authentication, Authorization and Accounting

ACL
Access Control lists
AHR
Access point Home Register
AKA
Authentication and key agreement 
ARP
Address Resolution Protocol
CA
Certification Authority
CSG
Closed Subscriber Group

(D)DoS
(Distributed) Denial of Service

eNB
Evolved Node-B
EAP
Extensible Authentication Protocol
ESP

Encapsulating Security Payload

EPS 
Evolved Packet System

E-UTRAN
Evolved UTRAN

FQDN
Fully Qualified Domain Name

GSM 
Global System for Mobile communications

HNB
Home Node-B
HNB GW
3G HNB Gateway
HeNB
Home eNode-B
HeNB GW
Home eNode-B Gateway
HSS
Home Subscriber Sever

HLR
Home Location Register
IGMP
Internet Group Management Protocol

IKE 
Internet Key Exchange

IMSI
International Mobile Subscriber Identity

LTE

Long Term Evolution

MME
Mobility Management Entity

NAS
Non-Access Stratum

PKI

Public Key Infrastructure

PPPoE
Point-to-Point over Ethernet
SeGW 
Security Gateway
SIM
(GSM) Subscriber Identity Module

TCP

Transmission Control Protocol
TrE
Trusted Environment

UDP
User Datagram Protocol UMTS
Universal Mobile Telecommunication System

UICC
Universal Integrated Circuit Card

UP
User plane
USIM 
Universal Subscriber Identity Module
UTRAN
Universal Terrestrial Radio Access Network
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4.2
System architecture of HNB
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Figure 1: System Architecture of HNB

Description of proposed system architecture:

· Air interface between UE and HNB should be backwards compatible air interface in UTRAN;

· HNB access operator’s core network via a Security Gateway. The backhaul between HNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HNB. Mutual authentication may need support of authentication server or PKI. SeGW and HNB GW are logically separate entities within operator’s network.
· Security tunnel is established between HNB and Security Gateway to protect information transmitted in backhaul link.
· HNB-GW performs the access control for the non-CSG capable UE attempting to access the HNB. SeGW may be integrated into HNB GW. If the SeGW and the HNB GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [xx].
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the HNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.
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4.3
System architecture of HeNB
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Figure 2: System Architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.
· HeNB GW is optional to deploy. If HeNB is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [xx].
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. Serving GW) )in the HeNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.
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