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*** BEGIN CHANGES ***
7.2.1.1
Procedure for Service Personalisation
For HTTP-based data retrieval, when sending the HTTP request to the SSFs, the UE may provide personalized information to enable a personalized answer. This shall be done by adding the X-3GPP-Intended-Identity HTTP header to the request to transmit the public identity.

The authentication shall follow 3GPP TS 33.222 [20].

The UE shall implement Transport Layer Security (TLS), as described in 3GPP TS 33.222 [20].
*** NEXT CHANGES ***
7.2.2.1
Authentication and authorisation in case of personalized service description information
In case of service selection personalisation the SSF shall authenticate the user.

The authentication shall follow 3GPP TS 33.222 [20].
The SSF shall implement Transport Layer Security (TLS) as described in 3GPP TS 33.222 [20].

An authentication proxy (AP) may exist between the UE and the SSF in which case the behaviour of the AP is assumed to conform to 3GPP TS 24.423 [21].

If an Authentication Proxy (AP) is provided in the path of the HTTP request, then the SSF receives an HTTP request from a trusted source (the AP) and the request contains an HTTP X-3GPP-Asserted-Identity header (3GPP TS 24.109 [22]) that includes an asserted identity of the user. In this case the SSF does not need to authenticate the user, but just provide authorization to access the requested resource.

If an HTTP X-3GPP-Asserted-Identity header (3GPP TS 24.109 [22]) is not present in the HTTP request or if the request is received from a non-trusted source, then the SSF needs to authenticate the user prior to providing personalise information by applying the procedures defined in 3GPP TS 33.222 [20] and 





authorize or deny authorization depending on the authenticated identity.

*** NEXT CHANGES ***
10.1
General

Different security procedures apply for IMS, MBMS and PSS. 

IMS level authentication and access security is performed during IMS registration in accordance to [7].

PSS-Only: PSS defines an optional confidentiality protection of individual RTP payloads used in a streaming session. If PSS confidentiality protection as defined in 3GPP TS 26.234, Annex K. is used, then the terminal initiates the GAA/GBA Bootstrapping procedure TS 33.220 [26] after a successful IMS registration and Service discovery.

MBMS-only and combined PSS/MBMS service offerings: MBMS security is based on GAA/GBA [26]. The GAA/GBA Bootstrapping procedure is initiated by the UE after a successful IMS registration and Service discovery. It is necessary before any service description retrieval and session initiation.

GBA (see 3GPP TS 33.220 [26]) is used to generate a master key Ks from which NAF specific keys (e.g. Ks_NAF for ME based key management) can be derived when needed. It is also used to authenticate the user for signaling that is not performed via the IMS core network (e.g. HTTP based service description retrieval).

GBA is also used to generate and provision the NAF keys (e.g. Ks_NAF for ME based key management) - which is the Long Term Key that is used in content encryption/decryption procedures – and the B-TID – which is the corresponding bootstrapping transaction identifier.
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Figure 21: GBA/GAA Bootstrapping procedure

Figure 21 illustrates the GBA/GAA bootstrapping procedure. The following steps are performed. See [26] for details:

· The UE sends a request to the BSF with its IMPI as User ID. The UE discovers the address of the BSF as specified in [26]. 

· The BSF then acquires the User’s GUSS (GBA User Security Settings) and one Authentication Vector from the HSS and forwards the RAND and AUTN to the UE in the HTTP 401 message.

· The UE checks AUTN to verify that the challenge is from an authorised network. 

· The UE sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.

· The BSF authenticates the UE by verifying the Digest AKA response. The BSF shall send a 200 OK message, including a B-TID, to the UE to indicate the success of the authentication.


10.2
Secure Service Description Retrieval

The Service Description retrieval procedure allows the UE to acquire the necessary information to select and initiate PSS and/or MBMS sessions using IMS procedures. See clause 7 for more details on this procedure.
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Figure 22: Service Description retrieval with authentication

Figure 22 describes the Service Description retrieval procedure with authentication. 

The UE requesting a service description towards the SSF (acting as a NAF) shall include the B-TID corresponding to the Ks established during the bootstrapping procedure. When the SSF receives the service description request, it shall trigger an authentication request towards the BSF to acquire the NAF keys ( e.g. Ks_NAF for ME based key management) of the user if the SSF does not already have the NAF keys available. The SSF shall trigger HTTP digest authentication procedure towards the UE in accordance with 3GPP TS 33.222 [20]. 
The SSF shall use TLS to encrypt the Service Description during retrieval.
*** END of CHANGES ***
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