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5.2.1.3
Flow Based bearer Charging (FBC)

IP-CAN bearer charging allows the P-GW to collect charging information related to data volumes sent to and received by the UE/MS, categorised by the QoS applied to the IP-CAN bearer. FBC is supported by the P-GW by the integration of a PCEF. With PCEF, the normal IP-CAN bearer charging is enhanced by the capability to categorise the service data flows within IP-CAN bearer data traffic by rating group or combination of the rating group and service id. I.e., while there is only one uplink an one downlink data volume count per IP-CAN bearer in IP-CAN bearer charging, FBC provides one count per each rating group or combination of the rating group and service id. The level of the reporting is defined per PCC rule. Details of this functionality are specified in TS 23.203 [72] and TS 32.240 [1].

IP-CAN bearer specific offline charging is achieved with IP-CAN bearer specific rating group/service identifier defined in clause 5.3.1.1.

According to TS 23.203 [72], FBC shall support different charging models per PCC rule. These charging models may be based on volume and/or time and on number of events matching a specific service data flow template in PCC rule. In general the charging of a service data flow shall be linked to the IP-CAN bearer under which the service data flow has been activated.  The following chargeable events are defined for FBC:

· Start of IP-CAN bearer. Upon encountering this event, a new PGW-CDR for this context is created.

· Start of service data flow. If service identifier level reporting is required by the PCC rule new counts and time stamps for this combination of the rating group and service id are started. If rating group level reporting is required by the PCC rule needed new counts and time stamps for this rating group are started. The type of counters shall depend on the measurement method configured for the PCC rule. When event based charging applies, the first occurrence of an event matching a service data flow template in PCC rule shall imply that a new count is started. When new events occur, the counter shall be increased. Each event shall be time stamped.

· Termination of service data flow. If service identifier level reporting is required by the PCC rule and this was the last active service data flow for this combination of the rating group and service id or if rating group level reporting is required by the PCC rule and this was the last active service data flow for this rating group, the counters and time stamps are closed and added to the PGW-CDR. For information on how the termination of service data flows is detected, refer to TS 23.203 [72].

· End of IP-CAN bearer in the P-GW. The PGW-CDR is closed upon encountering this trigger.

· SGSN/S-GW change in the P-GW. New SGSN/S-GW address is added to PGW-CDR.
· Expiry of an operator configured time limit per IP-CAN bearer. This event closes the PGW-CDR, and a new one is opened if the IP-CAN bearer is still active.

· Expiry of an operator configured time limit per rating group. The counters and time stamps are closed and added to the PGW-CDR. A new service data flow container is opened if any matching service data flow is still active.

· Expiry of an operator configured data volume limit per IP-CAN bearer. This event closes the PGW-CDR, and a new one is opened if the IP-CAN bearer is still active.

· Expiry of an operator configured data volume limit per rating group. The counters and time stamps are closed and added to the PGW-CDR. A new service data flow container is opened if any matching service data flow is still active.

· Expiry of an operator configured data event limit per rating group. The counters and time stamps are closed and added to the PGW-CDR. A new service data flow container is opened if any matching service data flow is still active.

· Change of charging condition: IP-CAN bearer modification (e.g. QoS change, SGSN change, S-GW change, PLMN Id change, RAT change, user location change), tariff time change or failure handling procedure triggering. When this event is encountered, all current configured counts and time stamps are captured and new counts and time stamps for all active service data flows are started.

· Intersystem change (e.g. change of radio interface from GSM to UMTS) visible in the P-GW. This event closes the PGW-CDR, and a new one is opened if the IP-CAN bearer is still active.

· PLMN change visible in the P-GW. This event closes the PGW-CDR. A new one is opened if the IP-CAN bearer is still active.

· MS Timezone change visible in the P-GW. This event closes the PGW-CDR. A new one is opened if the IP-CAN bearer is still active.

· SGSN change in the P-GW. New SGSN address is added to PGW-CDR.

· Expiry of an operator configured report of service flow data limit per IP-CAN bearer. This event closes the PGW-CDR, and a new one is opened if the IP-CAN bearer is still active.

· Completion of a time envelope as defined in 3GPP TS 32.299 [50]. This event closes a service data flow container. Further details are described in ‘Triggers for PGW-CDR Charging Information Addition’ (clause 5.2.3.4.1). The need for reporting time envelopes may be statically configured for each rating group or dynamically controlled by online charging.

Management intervention may also force trigger a chargeable event.

Relevant service data flows for a certain IP-CAN bearer are determined when FBC is applied. PCC rules are used for this determination. One PCC rule identifies service data flow to be measured but it can also include certain characteristics related to that service data flow. 

PCC rules can be activated, deactivated and modified any time during the IP-CAN bearer lifetime. PCC rule activation, deactivation and modification are not chargeable events. However these PCC rule changes may lead to ‘start of service data flow’ and ‘termination of service data flow’ chargeable events.

Policy and Charging Control rule can contain e.g.:

· service data flow template (filters) to identify packets belonging to certain service data flow, 

· charging method to identify whether online/offline/both/neither charging interface is used, 

· measurement method for offline charging to identify whether time/volume/events are measured for this service data flow, 

· rating group for that service data flow,

· service id for that service data flow,

· application function record information to correlate the measurement with application level reports,
· reporting level for the service data flow (rating group or combination of the rating group and service id),

· precedence to the situations where two or more PCC rules are overlapping. 

Policy and Charging Control rules can be:

· pre-defined in P-GW  (can be activated either by the PCRF or PCEF itself) or,

· dynamically provisioned and activated by the PCRF over the Gx interface.

This is specified in TS 23.203 [72] and TS 29.212 [71].

Extended packet inspection can be done in the PCEF with pre-defined PCC rules. The PCEF also have the possibility to output service specific information related to the packet inspection in the CDR.
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5.2.3
CDR generation

The S-CDR, M-CDR, S-SMO-CDR, S-SMT-CDR, LCS-MO-CDR, LCS-MT-CDR, LCS-NI-CDR and S-MB-CDR are generated by the SGSN, the SGW-CDR by the S-GW and the PGW-CDR and G-MB-CDR by the P-GW to collect charging information that they subsequently transfer to the Charging Gateway Function (CGF).

The PCNs shall use the Charging Characteristics to determine whether to activate or deactivate CDR generation. The Charging Characteristics are also used to set the coherent chargeable event conditions (e.g. time/volume limits that trigger CDR generation or information addition). Multiple Charging Characteristics "profiles" may be configured on the PCNs to allow different sets of trigger values. Further details of this functionality, including the mechanism of conveying the charging characteristics data item (HLR -> SGSN -> P-GW), are specified in annex A. Charging Characteristics are not applicable to MBMS CDR generation.

If CDR generation is activated, it shall be possible to define separate trigger conditions values per Charging Characteristics profile for the following triggers:

· data volume limit;

· time (duration limit);

· maximum number of charging conditions changes (QoS change, Tariff Time change).

The following clauses describe the trigger conditions for the chargeable events described in clause 5.2.1.1 – 5.2.1.5. In EPC offline charging, these chargeable events correspond to the triggers for collection of charging information and CDR generation by the SGSN/S-GW/P-GW.
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5.2.3.3
Triggers for SGW-CDR charging information collection

A SGW-CDR is used to collect charging information related to the IP-CAN bearer data information for a UE/MS in the S-GW.

If, according to the Charging Characteristics, CDR generation is activated a SGW-CDR shall be opened at IP-CAN bearer activation, and the volume for the context is counted separately in uplink and downlink direction. When a change of charging condition occurs, the volume count is added to the SGW-CDR and a new count is started. The SGW-CDR includes details such as Record Type, Served IMSI, Sequence Number etc. Not all of the charging information to be collected is static, and other charging information is directly dependent on dynamic Packet-Switched service usage.

The subsequent clauses identify in detail the conditions for adding information to, and closing the SGW-CDR for generation towards the CGF.

5.2.3.3.1
Triggers for SGW-CDR Charging Information Addition

The "List of Traffic Volumes" attribute of the SGW-CDR consists of a set of containers, which are added when specific trigger conditions are met, and identify the volume count per IP-CAN bearer, separated for uplink and downlink traffic, on encountering that trigger condition. Table 5.5 identifies which conditions are supported to trigger SGW-CDR charging information addition.

Table 5.5: Triggers for SGW-CDR charging information addition

	Trigger Conditions
	Description/Behaviour

	QoS Change
	A change in the QoS shall result in a "List of Traffic Data Volumes" container being added to the CDR.

	Tariff Time Change
	On reaching the Tariff Time Change a "List of Traffic Data Volumes" container shall be added to the CDR.

	User Location Change
	A change in the User Location Info shall result in a "List of Traffic Data Volumes" container being added to the CDR, if location reporting is required.

	RAI Change
	A change in the RAI shall result in a "List of Traffic Data Volumes" container being added to the CDR, if location reporting is required and a report of RAI change is received.

	CDR Closure
	A list of "List of Traffic Data Volumes" container shall be added to the SGW-CDR.


Editor’s note: The trigger User Location Change should be also provide tracking area update.
The first volume container of a IP-CAN bearer identifies the uplink/downlink volume since the IP-CAN bearer was opened. Subsequent volume containers store the volume count accrued since the closure of the last container.

The "SGSN Address" attribute of the SGW-CDR consists of a list of SGSN/S-GW addresses. New SGSN/S-GW address is added to the list when SGSN/S-GW changes.

5.2.3.3.2
Triggers for SGW-CDR closure

The SGW-CDR shall be closed on encountering some trigger conditions. Table 5.6 identifies which conditions are supported to permit closure of the SGW-CDR.

Table 5.6: Triggers for SGW-CDR closure

	Closure Conditions
	Description/Behaviour

	End of IP-CAN bearer within the S-GW
	Deactivation of the IP-CAN bearer in the S-GW shall result in the CDR being closed. The trigger condition covers:

-
termination of IP-CAN bearer;
-
S-GW change;

-
any abnormal release.

	Partial Record Reason
	O&M reasons permit the closure of the CDR for internal reasons. The trigger condition covers:

-
data volume limit;

-
time (duration) limit;

-
maximum number of charging condition changes (QoS/tariff time change);

-
management intervention;

-
MS time zone change;

-
PLMN change;

-
radio access technology change (RAT Type).


The Partial Record generation trigger thresholds are those associated with the Charging Characteristics. The Partial Record generation trigger thresholds are S-GW configuration parameters defined per charging characteristics profile by the operator through O&M means, as specified in annex A.

In the event that the SGW-CDR is closed and the IP-CAN bearer remains active, a further SGW-CDR is opened with an incremented Sequence Number in the S-GW.
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5.2.3.4
Triggers for PGW-CDR charging information collection

An PGW-CDR is used to collect charging information related to the IP-CAN bearer data information for a UE/MS in the P-GW, where the data volumes, elapsed time or number of events within each PGW-CDR are separately counted per rating group or per combination of the rating group and service id. In case of P-GW is not aware of IP-CAN bearers, i.e. in case of PMIP based S5/S8, P-GW collects charging information per IP-CAN session as it would be one IP-CAN bearer.
In contrast to the SGW-CDR, where only one volume container (uplink/downlink) can be active per IP-CAN bearer, many service data flow containers per IP-CAN bearer can be active simultaneously in PGW-CDR. A service data flow container is activated when traffic is detected and no matching active service data flow container exist; a service data flow container is closed when the termination of the last service data flow matching to the service data flow container is detected by the P-GW. When event based charging applies, the first occurrence of an event matching a service data flow template shall imply service data flow start. Details on FBC can be found in TS 23.203 [72] and TS 32.240 [1].

If, according to the Charging Characteristics profile, CDR generation is activated an PGW-CDR shall be opened at IP-CAN bearer activation, and the volume (separately in uplink and downlink direction), elapsed time and/or number of events are counted. When a change of charging condition occurs, all containers are added to the PGW-CDR. The PGW-CDR includes details such as Record Type, Served IMSI, Sequence Number etc. and the FBC specific charging data. Not all of the charging information to be collected is static, and other charging information is directly dependent on dynamic Packet-Switched service usage.

It shall be possible to activate both online and offline charging interfaces for same IP-CAN bearer. The default online and offline charging shall work independently of each other. Optionally it may be possible to operate in a tight interworking between online and offline charging mechanism i.e. only the specified quota re-authorisation triggers armed by OCS (including e.g. tariff time change, returned quotas, etc.) are used to close the service data flow containers for the PGW-CDR charging information addition. 

The subsequent clauses identify in detail the conditions for adding information to, and closing the PGW-CDR for generation towards the CGF.

5.2.3.4.1
Triggers for PGW-CDR Charging Information Addition

IP-CAN bearer specific offline charging is achieved with IP-CAN bearer specific rating group/service identifier defined in clause 5.3.1.1.
The "List of Service Data" attribute of the PGW-CDR consists of a set of containers, which are added when specific trigger conditions are met. Each container identifies the configured counts (volume separated for uplink and downlink, elapsed time or number of events) per rating group or combination of the rating group and service id within the same IP-CAN bearer, on encountering that trigger condition. For envelope reporting, the containers represent complete and closed time envelopes determined by mechanisms defined in 3GPP TS 32.299 [50]. Table 5.8 identifies conditions that may be supported as recording triggers under consideration of additional DCCA triggers. 

Some of the triggers are non-exclusive (e.g. IP-CAN bearer modification with a couple of reasons, IP-CAN bearer modification reasons that cause PGW-CDR closure).

Table 5.8: Triggers for PGW-CDR charging information addition "List of Service Data"

	Trigger Conditions
	Description/Behaviour

	IP-CAN bearer modification
	A change of IP-CAN bearer conditions (e.g. QoS change, SGSN/S-GW change, PLMN Id change, RAT change, user location change) shall result in a set of "List of Service Data" containers, i.e. all active service data flow containers, being added to the CDR as described in clause 5.2.1.3.

In a tight interworking between online and offline charging the specified quota re-authorisation triggers armed by OCS are supported.

	Tariff Time Change
	On reaching the Tariff Time Change a set of "List of Service Data" containers, i.e. all active service data flow containers, shall be added to the CDR.

In a tight interworking between online and offline charging the DCCA tariff time change from OCS is supported.

	DCCA Failure-Handling procedure triggering
	When the Diameter Credit-Control-Failure-Handling mechanism is triggered a ‘List of Service Data’, i.e. all active service data flow containers shall be added to the CDR.

The causes are only relevant in case of simultaneously usage of an active DCCA session.

	Service data flow report
	In case of independent online and offline charging a "List of Service Data" container for the service data flow shall be added when:

· expiry of time limit;

· expiry of volume limit; 

· expiry of unit limit;

· termination of service data flow.

	
	In case of tight interworking online and offline charging a "List of Service Data" container for the service data flow shall be added when:

· time threshold reached;

· volume threshold reached; 

· unit threshold reached;

· time quota exhausted;

· volume quota exhausted;

· unit quota exhausted; 
· expiry of quota validity time;
· termination of service data flow:

· re-authorization request by OCS.

	CDR Closure
	All active "List of Service Data" containers shall be added to the PGW-CDR 

Note: The trigger condition is a common value that has to be used for CDR closure together with detailed reason.


The first traffic container identifies the data traffic since the IP-CAN bearer was opened. Subsequent data traffic containers store the configured counts accrued since the closure of the last container. 

For envelope reporting, each envelope contains information about the data volume transferred in both uplink and downlink and / or the number of events that occurred for the duration that envelope is open. Only completed time envelopes shall be added to the PGW-CDR. The determination of completed envelopes are defined in 3GPP TS 32.299 [50]. The triggers listed in the previous table shall not apply to envelope reporting. Envelopes that are not complete when a partial PGW-CDR is closed shall be added to the next PGW-CDR.

The "Serving node Address" attribute of the PGW-CDR consists of a list of SGSN/S-GW addresses. New SGSN/S-GW address is added to the list when SGSN/S-GW changes.
5.2.3.4.2
Triggers for PGW-CDR closure

The PGW-CDR shall be closed on encountering same trigger conditions as specified for the SGW-CDR.
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5.3.1.3
PS Furnish Charging Information procedure 

The OCS online charging function may use this procedure to add online charging session specific information to the PGW‑CDR. The information can be sent per online session and in case FBC is enabled for a specific APN, the OCS online charging faction may also sent specific information per each online charged service by means this procedure.
	Next Modified Section


5.3.1.4
Support of Failure Situations

In case the OCS fails, the P-GW shall support the Failure Handling procedure and Failover mechanism described in [50]. These mechanisms give flexibility to have different failure handling scenarios when the OCS fails. 

Three different actions are described in [402]. P-GW shall support the following actions when the failure handling mechanism is executed:

· Terminate: The online session is finished. The associated IP-CAN bearer is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is not supported. Failover for new sessions is always supported.

· Retry&Terminate: The online session is finished. The associated IP-CAN bearer is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported.

· Continue: The online session is finished. The associated IP-CAN bearer is established (new sessions) or not released (ongoing sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported.

In both cases, if the user is simultaneously online and offline charged, the failure situation shall be registered in the PGW-CDR. When the user is only online charged, the execution of the Failure Handling mechanism with value equal to Continue shall imply that a new PGW-CDR is opened. 
	Next Modified Section


5.3.2.3
PS Furnish Charging Information procedure
The OCS online charging function may use this procedure to add online charging session specific information to the PGWCDR by means of  the Diameter Credit Control Application in the Ro interface. The data can be sent either in one Diameter Credit Control Credit-Control-Answer message or several Diameter Credit Control Credit-Control-Answer messages with append indicator.

The OCS online charging function can send multiple concatenated PS Furnish Charging Information elements per online charging session in the Ro interface. The OCS online charging function can also send multiple concatenated PS Furnish Information Element per each quota (i.e. per rating group).

The total maximum of free format data is 160 octets per service so the total maximum of free format data per online session is n*160 octets, where n indicates the number of rating groups activated per online session.
In the OCS online charging function a PS online charging session shall be identified by the P-GW control plane address and the ChargingId. In the P-GW, the PS online charging session and the PS offline charging session shall be identified by the same ChargingId. Therefore the ChargingId shall allow the P-GW to correlate an online charging session with an offline charging session. 

This procedure can only apply when online and offline charging is performed simultaneously for the same session (IP-CAN bearer) or rating group. In any other case, the P-GW shall discard the additional charging information sent by the OCS in the Diameter Credit Control Credit-Control-Answer messages. 

When the OCS sends session specific charging information, it must send the "PS-Furnish-Charging-Information" AVP at command level in the Credit-Control-Answer message. In this case, the information is added to the main body of the PGW-CDR. When the OCS sends service specific charging information , it must send the "PS-Furnish-Charging-Information" AVP at MSCC level in the Credit-Control-Answer message. In this case, the information is added to the specific service container in the PGW-CDR.

The PS Furnish Charging Information AVP is described in TS 32.299 [50].

	Next Modified Section


5.3.2.4
Support of Failure Situations

In case the OCS fails the P-GW must support the Failure Handling procedure and Failover mechanism described in 3GPP TS 32.299 [50]. 

The Failure Handling Procedure affects the whole online session so in case FBC is enabled, the procedure shall affect all services activated during the IP-CAN bearer triggering the online charging session.

According to 3GPP TS 32.299 [50], timer Tx determines the maximum interval the P-GW shall wait for an answer to each credit control request sent to the OCS. In case FBC is enabled, it is possible that several concurrent Credit Control Request messages are triggered for the same online charging session. In this case, each Credit Control Request message shall reset the Tx timer. When Tx expires, P-GW shall execute the Failover and Failure Handling mechanisms according to the behaviour described in Annex B. 

Three different actions are described in [402]. P-GW shall support the following actions when the failure handling mechanism is executed:

· Terminate: The online session is finished. The associated IP-CAN bearer is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is not supported. Failover for new sessions is always supported.

· Retry&Terminate: The online session is finished. The associated IP-CAN bearer is released (ongoing sessions) or not established (new sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported.

· Continue: The online session is finished. The associated IP-CAN bearer is established (new sessions) or not released (ongoing sessions). Failover for ongoing sessions is supported. Failover for new sessions is always supported. It shall be operator configurable to limit the maximum duration of the IP-CAN bearer in this situation. 

In case the user is simultaneously online and offline charged, the failure situation must be registered in the PGW-CDR. When the user is only online charged, the execution of the Failure Handling mechanism with value equal to Continue shall imply that a new PGW-CDR is opened.
	End of modifications
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