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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement

APN
Access Point Name

AS
Application Server
AV
Authentication Vector
CLF
Connectivity Session and Repository Location Function
CSCF
Call Session Control Function

GIBA
GPRS-IMS-Bundled Authentication

GGSN
Gateway GPRS Support Node
HN
Home Network
HSS
Home Subscriber Server 

IBCF
Interconnection Border Control Function
I-CSCF
Interrogating CSCF

IM
IP Multimedia

IMC 
IM Credentials

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem

ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation
NASS
Network Access Subsystem
NAT
Network Address Translation

P-CSCF
Proxy-CSCF

R-UIM
Removable User Identity Module
S-CSCF
Serving-CSCF
SA
Security Association

SEG
Security Gateway

SD-AV
SIP Digest Authentication Vector

SDP
Session Description Protocol

SIP
Session Initiation Protocol
TNA
Trusted Node Authentication
TLS
Transport Layer Security

UA
User Agent
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Annex H (normative):
The use of "Security Mechanism Agreement for SIP Sessions" [21] for security mode set-up

The BNF syntax of RFC 3329 [21] , with the addition of the "aes-cbc" value for the "ealg" parameter and the "UDP-enc-tun" value for the "mode" parameter,  is defined for negotiating security associations for semi-manually keyed IPsec or TLS in the following way:


security-client

= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-server

= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-verify

= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)


sec-mechanism

= mechanism-name *(SEMI mech-parameters)


mechanism-name

= "ipsec-3gpp" / "tls"

mech-parameters

= ( preference / algorithm / protocol / mode / encrypt-algorithm / spi‑c / spi‑s / port‑c / port‑s )


preference



= "q" EQUAL qvalue


qvalue




= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )


algorithm



= "alg" EQUAL ( "hmac-md5-96" / "hmac-sha-1-96" )


protocol



= "prot" EQUAL ( "ah" / "esp" )


mode




= "mod" EQUAL ( "trans" / "tun"/ "UDP-enc-tun"  )


encrypt-algorithm
= "ealg" EQUAL ( "des-ede3-cbc" /"aes-cbc" / "null" )


spi‑c




= "spi‑c" EQUAL spivalue


spi‑s




= "spi‑s" EQUAL spivalue


spivalue



= 10DIGIT; 0 to 4294967295


port‑c




= "port‑c" EQUAL port


port‑s




= "port‑s" EQUAL port


port




= 1*DIGIT

The parameters described by the BNF above have the following semantics:


Mechanism-name: For manually keyed IPsec, this field includes the value "ipsec-3gpp". "ipsec‑3gpp" mechanism extends the general negotiation procedure of RFC 3329 [21] in the following way:

1
The server shall store the Security-Client header received in the request before sending the response with the Security-Server header.

2
The client shall include the Security-Client header in the first protected request. In other words, the first protected request shall include both Security-Verify and Security-Client header fields.

3
The server shall check that the content of Security-Client headers received in previous steps (1 and 2) are the same.

Mech-parameters: Of the mech-parameters, only preference is relevant when the mechanism-name has the value "tls".

Preference: As defined in RFC 3329 [21].


Algorithm: Defines the authentication algorithm. May have a value "hmac-md5-96" for algorithm defined in RFC 2403 [15], or "hmac-sha-1-96" for algorithm defined in RFC 2404 [16]. The algorithm parameter is mandatory.


Protocol: Defines the IPsec protocol. May have a value "ah" for RFC 2402 [19] and "esp" for RFC 2406 [13]. If no Protocol parameter is present, the value will be "esp".

NOTE 1:
According to clause 6 only "esp" is allowed for use in IMS.

Mode: Defines the mode in which the IPsec protocol is used. May have a value "trans" for transport mode, and value "tun" for tunneling mode. If no Mode parameter is present, the value will be "trans".

NOTE 2:
According to clause 6.3 ESP integrity shall be applied in transport mode i.e. only "trans" is allowed for use in IMS.

Encrypt-algorithm: If present, defines the encryption algorithm. May have a value "des-ede3-cbc" for algorithm defined in RFC 2451 [20] or "aes-cbc" for the algorithm defined in IETF RFC 3602 [22] or "null" if encryption is not used. If no Encrypt-algorithm parameter is present, the algorithm will be "null".


Spi‑c: Defines the SPI number of the inbound SA at the protected client port.


Spi‑s: Defines the SPI number of the inbound SA at the protected server port.


Port‑c: Defines the protected client port.

Port‑s: Defines the protected server port.
It is assumed that the underlying IPsec implementation supports selectors that allow all transport protocols supported by SIP to be protected with a single SA.

* * * Next Change * * * *

Annex P (normative):
Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication, SIP Digest and Trusted Node Authentication
Editor’s note: the correct references to other Common IMS specifications have to be added once they are available. Acronyms have to be added to section 3. 

Editor’s note: a terminology clean up may be needed, e.g. the term “TISPAN NASS” may need to be checked once the corresponding TISPAN specifications are available in 3GPP documents; stage 3 terminology is used when stage 2 terminology may have been more appropriate.

P.1
Scope of this Annex

This Annex is meant to ensure that the same IMS core network entities can be used to support various authentication schemes defined for Common IMS. In this context, rules are developed how an x‑CSCF can decide from a registration request which authentication scheme to apply. If these rules are not adhered to compatibility problems may arise.
The following authentication schemes are taken into account in this Annex:

-
IMS AKA without and with NAT traversal;

-
GPRS-IMS-Bundled Authentication (GIBA);

-
NASS-IMS-bundled authentication (NBA);

-
SIP Digest;
-
Trusted Node Authentication (TNA)
These authentication schemes are specified in the following places:

-
IMS AKA without NAT traversal is specified in the main body of this specification;

-
IMS AKA with NAT traversal is specified in Annex M of this specification;

-
SIP Digest without TLS is specified in Annex N of this specification;

-
SIP Digest with TLS is specified in Annexes N and O of this specification; 
-
NASS-IMS-bundled authentication is specified in Annex R of this specification;

-
GPRS-IMS-Bundled Authentication is specified in Annex T of this specification;
-
Trusted Node Authentication is specified in Annex X of this specification.
P.2
Requirements on co-existence of authentication schemes
-
It shall be possible to deploy one IMS in a fixed mobile convergence situation.

-
As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S‑CSCF.

-
Incompatibilities between the authentication schemes considered here shall be avoided.
P.3
P‑CSCF procedure selection 

When the P‑CSCF receives a registration request it shall proceed as follows: 
The P CSCF first checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present in the message from the UE, it shall be removed.
The P‑CSCF shall then check whether the Security-Client header exists in the received REGISTER message:

· If the REGISTER request contains a Security-Client header then, for an initial registration, the P-CSCF shall select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-Client header according to its priorities.

· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "trans" it shall perform the steps required for IMS AKA without NAT traversal.
· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "UDP-enc-tun" it shall perform the steps required for IMS AKA with NAT traversal.
· If the P-CSCF selects the sec-mechanism "tls" it shall perform the steps required for SIP Digest with TLS.
· If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows:

· If the REGISTER request does not contain an Authorization header and was received over an access networks defined in 3GPP specifications then the P‑CSCF shall perform the steps required for GIBA. 

· If the REGISTER request does not contain an Authorization header and was received over a TISPAN NASS then the P‑CSCF shall perform the steps required for NASS-IMS-bundled authentication. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps and shall return an error message to the UE.
NOTE_p1: Support for legacy UEs using Digest authentication without an Authorization header is out of scope of this specification.
· If the REGISTER request contains an Authorization header and was not received over a TISPAN NASS then the P‑CSCF shall perform the steps required for SIP Digest without TLS.

· If the REGISTER request contains an Authorization header and was received over a TISPAN NASS, and the P-CSCF supports both SIP Digest and NBA, then the P‑CSCF shall perform the steps required for NBA as well as the steps required for SIP Digest, unless it is configured to behave differently. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps.
· For a subsequent registration, the P-CSCF shall continue to use the selected mechanism.

NOTE_p2: Note that Annex N states that SIP Digest authentication shall not apply to access networks defined in 3GPP specifications. 
NOTE_p3: The use of Authorization headers in IMS REGISTER requests is defined in TS 24.229 [8].

NOTE_p4: The inclusion of an Authorization header in a REGISTER request is optional for NBA and mandatory for SIP Digest. Therefore, when a REGISTER request received over a TISPAN NASS contains an Authorization header the P-CSCF cannot know whether the request relates to SIP Digest or NBA unless it is configured to select one of the schemes according to certain criteria, e.g. IP address range. The steps required for SIP Digest and for NBA are not in contradiction. Rather, for NBA the P-CSCF needs to perform additional steps, namely an exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on top of the steps required for SIP Digest. 
A P-CSCF is said to be “PANI-aware” if it handles P-Access-Network-Info headers as follows:

· A “PANI-aware” P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was received over a TISPAN NASS.

· A “” P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was not received over a TISPAN NASS.
NOTE_p5: For the purposes of NBA, the P-CSCF includes NASS location information in the P-Access-Network-Info header. But, according to TS 24.229 [8], the P‑CSCF handles any P-Access-Network-Info header included by the UE transparently, and, hence, an S‑CSCF could receive a P-Access-Network-Info header with false NASS location information inserted by the UE even when the access network is not a TISPAN NASS. This would negatively impact the security of NASS-IMS-bundled authentication. Therefore, the removal of a P-Access-Network-Info header with the "network-provided" parameter is mandated for PANI-aware P-CSCFs even when the access network is not a TISPAN NASS. 
How the P‑CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
NOTE_p6: The P-CSCF is not in the path for all authentication techniques. For example, for TNA the Trusted Node communicates directly with the I-CSCF.
P.4
Determination of requested authentication scheme in S‑CSCF
P.4.1
Stepwise approach

When receiving a REGISTER request the S‑CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in subclause P.4.2.

-
Step 1: the S‑CSCF first checks whether the IMS REGISTER request relates to IMS AKA or not. In the case of IMS AKA, the S‑CSCF shall behave according to this specification. Otherwise, the S‑CSCF proceeds to step 1a.

-
Step 1a: the S-CSCF checks whether the IMS REGISTER request relates to TNA or not. In the case of TNA, the S-CSCF shall behave according to Annex X of this specification. Otherwise, the S-CSCF proceeds to step 2.
-
Step 2: for a non-IMS-AKA REGISTER request, the S‑CSCF next checks whether the request relates to GIBA. In the case of GIBA the S‑CSCF shall behave according to Annex T of this specification. Otherwise, the S‑CSCF proceeds to step 3.

-
Step 3: In step 3, the S‑CSCF requests the HSS to perform the distinction among SIP Digest and NBA.

NOTE_p6:
The distinctions in steps 1 and 2 are required because the records of an IMS AKA or GIBA user may reside on an HSS of an earlier release. Such an HSS requires the authentication scheme to be determined by the S-CSCF according to the specification for IMS AKA and GIBA.

For subsequent REGISTER requests, the authentication scheme shall not change. 

P.4.2
Mechanisms for performing steps 1 to 3 in P.4.1
Step 1:

The S‑CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present and has either the value “yes” or the value “no” the S‑CSCF concludes that the REGISTER request relates to IMS AKA.

NOTE_p7: the "integrity-protected" flag and its values are defined in TS 24.229 [8]. 

Step 1a:

The S-CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present and has the value "auth-done" the S-CSCF concludes that the REGISTER request related to TNA.
Step 2:

The S‑CSCF then shall proceed as follows:

If there is no Authorization header in the REGISTER request, and there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS, 


then GIBA is used.

Otherwise, the S‑CSCF proceeds to step 3.
Step 3: 
This step rests on three conditions:

1)
The S‑CSCF shall know, e.g. using the mechanism in clause P.5, which P‑CSCFs in the home network are TISPAN-enabled in the sense of clause P.3.

2)
It shall be ensured that P‑CSCFs in the home network, which are not TISPAN-enabled, do not connect to TISPAN NASS.

3) A user always uses either NBA or SIP Digest, but not sometimes NBA and sometimes SIP Digest. 
The S‑CSCF shall send an authentication request to the HSS indicating that the authentication scheme is unknown. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. 

If the returned authentication scheme is NBA the S-CSCF shall proceed with this authentication only if the P‑CSCF is in the home network and “TISPAN-enabled”.

If the returned authentication scheme is SIP Digest the S-CSCF will learn from the "integrity-protected" flag in the subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLS is used.

P.5
Co-existence of PANI-aware and other P‑CSCFs
This section introduces a configuration-based solution, which enables an S‑CSCF to serve both PANI-aware P‑CSCFs and P‑CSCFs that are not PANI-aware.
Configuration-based solution:

The S‑CSCF shall be configured in such a way that it knows which P‑CSCFs are PANI-aware, according to section P.3. The S‑CSCF knows the P‑CSCF which forwarded the registration request from the Via header.

NOTE_p10:
Both EIS and NBA require the P‑CSCF to be in the home network. This may help in realising the configuration-based solution.

Editor’s note: It is ffs whether a protocol- based solution should be added. In such a solution, a PANI-aware P‑CSCF could include an indication about its capability to handle the "P-Access-Network-Info" header correctly, according to section P.3, in an appropriate header field.
P.6
Considerations on the Cx interface

The specification of certain Cx commands in TS 29.228 [39] requires the inclusion of a private user identity (IMPI). When a registration request is sent without an Authorization header then such a private identity is not available. 


For GIBA, an Authorization header is never included in a registration request. However, it is specified for GIBA in TS 23.003 [46] how to derive a private identity from a public identity. This derived private identity is then used in Cx commands.

For NBA the inclusion of an Authorization header in a registration request is optional. The handling of private user identities in Cx commands relating to registration requests without Authorization header remains left open in NBA specifications. 
NOTE_p11: Proprietary solutions may be required in networks where NBA clients may send registration requests without Authorization header. Some of these proprietary solutions may require the I‑CSCF to handle Cx commands in a way specific to NBA clients. In such a case the I‑CSCF may use the P-Access-Network Info header to determine whether the request was sent over a TISPAN NASS network. In contrast to the procedures for the S‑CSCF in clause P.5, the correctness of the information in the P-Access-Network Info header is not security-critical in the context of the I‑CSCF discussed in this note. Note also that such proprietary solutions may lead to interoperability problems between an HSS and an x-CSCF from different vendors.
Editor’s note: the agreed new WID on NBA stage 3 in CT1 may lead to a standardized solution for the problem. Then NOTE_p11 would need to be revisited.
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Annex X (normative): 
Trusted Node Authentication (TNA)
X.1
Overview
The main objectives and requirements on Trusted Node Authentication is that it shall be possible to gain access to IMS based on successful access level authentication being provided by a trusted node in the network which provides an interworking function towards the IMS. In practice this is achieved by having this trusted node take on the role of both the UE and the P-CSCF from an IMS perspective. One example of such a scenario is the MSC Server enhanced for ICS as described in TS 23.292 [x].
When registering to the IMS subsystem, the trust of the registering node is verified by the I-CSCF based on the visited network information (see TS 29.228 [39]) and network domain security (see TS 33.210 [5]). If the node is considered trusted, then the request is forwarded to the S-CSCF. The S-CSCF looks for an indication in the "integrity-protected" flag that authentication is already performed by the trusted node.
X.2
Use case and detailed description
The main use case for TNA is to provide access to the IMS network for legacy or IMS enabled equipment when connected via a CS access domain as defined for ICS (see TS 23.292 [x]). 
TNA relies on the following assumptions:
-
The trusted node can be in either the home or visited network

-
The trusted node provides sufficient means for authentication in the CS access domain
-
The trusted node provides interworking between the IMS domain and the CS access domain
The authentication flow is depicted below in Figure X.1.
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Figure X.1 Trusted Node performs registraton on behalf of the UE

The details of the signalling flows are as follows:

1.
CS attach (UE A to Trusted Node)
As a result of some stimulus, UE A performs CS attachment toward the CS network
2.
Authentication and Update Location (MSC/VLR to HLR/HSS)

The CS network performs standard CS location update, authentication and obtains subscriber data.
3.
CS attach accept (MSC to UE A)

The CS attach request is accepted by the network, an accept message is sent to the UE.

4.
REGISTER request (Trusted Node to I-CSCF)


The Trusted Node sends a SIP REGISTER to the I-CSCF with a private and temporary public user identity derived from the subscriber’s IMSI as well as an Instance ID. The REGISTER also contains information indicating the capabilities and characteristics of the Trusted Node as a SIP User Agent Client. The Trusted Node inserts an "integrity-protected" flag set to indicate that authentication has already been performed. The I-CSCF verifies that the incoming REGISTER originates from a trusted node  (according to TS 33.210).
5.
Cx: User registration status query procedure

The I-CSCF makes a request for information related to the Subscriber registration status by sending the private user identity, public user identity and visited domain name to the HSS as specified in see TS 29.228 [39]. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

6.
REGISTER request (I-CSCF to S-CSCF)

I-CSCF forwards the REGISTER request to the selected S-CSCF.

7.
Cx: S-CSCF Registration Notification

Based on the presence of the "integrity-protected" flag set to indicate that authentication has already been performed, the S-CSCF knows that the subscriber has already been authenticated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [39].

8.
200 (OK) response (S-CSCF to I-CSCF)


The S-CSCF sends a 200 (OK) response to the I-CSCF indicating that Registration was successful.
9.
200 (OK) response (I-CSCF to Trusted Node)


The I-CSCF forwards the 200 (OK) response to the MSC Server enhanced for ICS indicating that Registration was successful.
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