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*** FIRST CHANGE ***
1
Scope

The present document describes the architecture and functional requirements within a Third Generation Mobile Communication System (3GPP MS) and the Evolved Packet System (EPS).

The specification shows the service requirements from a Law Enforcement point of view only. The aim of this document is to define a 3GPP MS and EPS interception system that supports a number of regional interception regulations, but these regulations are not repeated here as they vary. Regional interception requirements shall be met in using specific (regional) mediation functions allowing only required information to be transported.

The handover interfaces for Lawful Interception (LI) of Packet-Data Services, Circuit Switched Services, Multimedia Services within the UMTS network and Evolved Packet System for Stage 3 are described in TS 33.108 [11].
*** NEXT CHANGE ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".

[2]
ETSI ES 201 158: "Lawful Interception; Requirements for network functions".

[3]
ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[4]
GSM 01.33: "Lawful Interception requirements for GSM".

[5]
GSM 02.33: "Lawful Interception - stage 1".

[6]
GSM 03.33: "Lawful Interception - stage 2".

[7]
3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".

[8]
ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".

[9]
IETF RFC 2806: "URLs for Telephone Calls ".

[10]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description".

[11]
3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Handover interface for Lawful Interception".

[12]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[13]
3GPP TS 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[14]
3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".

[15]
3GPP TS 23.008: "3rd Generation Partnership Project; Technical Specification Group Core Network; Organization of subscriber data".

[16]
3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network; 3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".

[17]
3GPP TS 24.234: "3rd Generation Partnership Project; Technical Specification Group Core Network; 3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".

[18]
IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".

[19]
IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".

[20]
3GPP TS 23.246: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".

[21]
3GPP TS 24.147: “3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]
3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.

[23]
3GPP TS 23.402:  "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements for non-3GPP accesses".
*** NEXT CHANGE ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GPP MS
3rd Generation Mobile Communication System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AN
Access Network

AP
Access Provider

BM-SC
Broadcast-Multicast Service Centre

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function

DF
Delivery Function
DSMIP

Dual Stack Mobile IP
ECT
Explicit Call Transfer
EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN
FTP
File Transfer Protocol

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)
HA
Home Agent
HI
Handover Interface
HRPD
High Rate Packet Data

HSS
Home Subscriber Server
IA
Interception Area

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

MBMS
Multimedia Broadcast/Multicast Service
ME
Mobile Entity
MIP
Mobile IP

MME
Mobility Management Entity

MN
Mobile Node
MSISDN
Mobile Subscriber ISDN Number
NAI
Network Access Identifier
NO
Network Operator

PDG
Packet Data Gateway
PDN 
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP
PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service
S-GW
Serving Gateway
TEL URL
"tel" URL, as defined in RFC 2806 [9]

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

WLAN
Wireless LAN

*** NEXT CHANGE ***
4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in chapter X. 

PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services  (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question. 

NOTE 1:
For instance in MBMS a BM-SC and especially content providing server may be operated by different commercial entity than UMTS network.
*** OMITTED TEXT ***
*** NEXT CHANGE ***
X
Lawful Interception for Evolved Packet System

X.1
LI functional architecture for EPS
In addition to the reference configurations applicable to PS interception, the following figures contain the reference configuration applicable for the lawful interception in the EPS nodes ([22], [23]):


Figure X.1.1:
MME Intercept configuration


Figure X.1.2:
HSS Intercept configuration









Figure X.1.3:
S-GW, PDN-GW Intercept configuration
The definition of the LI functional entities (ADMF, DF, MF, LEMF) and interfaces (X, HI) is the same as for 3G as given in chapter 4.

Procedures for LI activation, deactivation and interrogation are the same as for 3G as given in chapter 5, provided that:

· the 3G ICE is replaced by the EPS node;

· the proper target identity applicable to EPS node is used.

When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified throughout this document.

When the ePDG and the AAA server are used as node in the Evolved Packet System, to support untrusted Non-3GPP IP Access, they are subjected to all the requirements specified in this document for the PDG and the AAA server for the case of I-WLAN interworking.
X.2 Functional requirements for LI in case of E-UTRAN access and GTP based S5/S8.

The target identities for interception at the MME, HSS, S-GW and PDN-GW are IMSI, MSISDN and ME (Mobile Equipment) Identity. 

NOTE 1: Details about information included in the ME Identity and the relationship with IMEI needs to be considered. The term Mobile Equipment Identity is used in this text according to [22] so as to indicate that the EPC should support multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well as the IMEISV.

NOTE 2: In case of local breakout the PDN Gateway is in the VPLMN. In this case LI relevant information in the H-PLMN might be available at the H-PCRF.  Interception at the H-PCRF is FFS.

NOTE 3:
In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node. 
NOTE 4:
MSISDN is a possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.

As the MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and PDN-GW. As the HSS only handles signaling, interception of Content of Communication is not applicable at this node.

LI in the PDN-GW is a national option.

For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.

The correlation number shall be generated by using existing parameters related to the EPS bearer.

NOTE 5:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

Location Dependent Interception for EPC is FFS.
X.2.1
Provision of Intercept Related Information 

Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Tracking Area Update, Bearer activation (valid for both Default and Dedicated bearer), Start of Intercept with bearer active, Bearer Modification, Bearer Deactivation, Serving Evolved Packet System (applicable to the HSS), UE requested PDN connectivity, UE requested PDN disconnection, UE Requested Bearer Resource Allocation, UE Requested Bearer Resource Release.

Serving Evolved Packet System event reporting is a national option.

X.2.1.1

X2-interface 

The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, MSISDN, ME identity);

-
events and associated parameters as defined in clause X.2.1.2 and X.2.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
correlation number;

-
Quality of Service (QoS) information (if available);
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.
X.2.1.2

Structure of the events 

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2. The network procedures for which the events are generated are defined in [22].

The following events are applicable to the MME:

-
Attach;

-
Detach;

- 
Tracking Area Update.
- 

UE requested PDN connectivity; 

- 
UE Requested PDN disconnection;

-
UE Requested Bearer Resource Allocation;

-
UE Requested Bearer Resource Release.
The following events are applicable to the Serving GW and PDN GW:
-
Bearer activation (valid for both Default and Dedicated bearer); 

-
Start of intercept with bearer active;

-
Bearer modification;

-
Bearer deactivation.

The following events are applicable to the HSS:

· Serving Evolved Packet System

X.2.2
X3-interface

In addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.

X.2.3
EPS related events

X.2.3.1
Attach

When an attach activation is generated from the mobile an attach event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Failed attach reason

	IAs (if applicable)

	PDN Address Allocation

	Protocol Configuration Options

	Attach type 

	UE Network Capabilities

	EPS bearer identity


X.2.3.2
Detach

For detach a detach-event is generated. The following elements will be delivered by the MME to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Detach initiator

	Switch off indicator

	Detach type


X.2.3.3
Bearer activation

When a bearer activation is generated a bearer activation-event is generated by the S-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	RAT type (note 1)

	MME context id

	PDN address allocation (note 1)

	PDN address information (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information

	Failed bearer activation reason

	IAs (if applicable)

	(Default) bearer QoS 

	AMBR

	EPS bearer id  (NSAPI)

	Protocol Configuration Options (note 1)

	Initiator

	UE IP address (note 1)

	Procedure Transaction Identifier


NOTE 1: Only in case of default bearer activation.

When a bearer activation is generated a bearer activation-event is generated by the PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	RAT type (note 1)

	PDN address allocation (note 1)

	PDN address information (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information

	Failed bearer activation reason

	IAs (if applicable)

	(Default) bearer QoS 

	AMBR

	EPS bearer id  (NSAPI)

	Protocol Configuration Options (note 1)

	Initiator

	UE IP address (note 1)

	Procedure Transaction Identifier


NOTE 1: Only in case of default bearer activation

X.2.3.4
Bearer deactivation

When a bearer deactivation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	MME context id (S-GW only)

	Event Type 

	Event Time

	Event Date

	Correlation number

	Bearer deactivation Type (default, dedicated)

	Network Element Identifier

	Location Information

	IAs (if applicable)

	EPS bearer id

	All bearers release indicator

	Initiator

	Procedure Transaction Identifier

	Cause (note )


NOTE : Cause can be present e.g. in case of inter S-GW TAU, when the new S-GW sends a bearer deactivation request to the old S-GW.

X.2.3.5
Bearer modification

When a bearer modification is detected, a bearer modification event shall be generated. These elements will be delivered by the S-GW/PDN-GW to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	(Access Point Name)

	(PDP Type)

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Initiator

	Bearer QoS

	EPS bearer id

	Procedure Transaction Identifier

	RAT type


X.2.3.6


Start of interception with active bearer

This event will be generated if interception for a target is started and if the target has at least the default bearer active. If more then one bearer is active, for each of them an event record is generated. The parameters which are defined for bearer activation (see related section) will be sent, if available, by the S-GW/PDN-GW to the DF2.

As an option, in case the event is sent due to a change of the involved S-GW, the new S-GW may provide as additional parameter, the “old location information”. However, the absence of this information does not imply that interception has not started in the old location S-GW for an active bearer.

X.2.3.7


Tracking Area Update
For each TA update an update-event with the elements about the new location is generated. New MME shall send the event, and the old MME may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (only for the new MME)

	Old Location Information (only for the old MME)

	IAs (if applicable)

	Failure reason


X.2.3.8
Serving Evolved Packet System
The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the intercept subject has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving MME Address


X.2.3.9
UE requested PDN connectivity
When a PDN connectivity is requested from the mobile to allow multiple PDN connections ([22]), an UE requested PDN connectivity event is generated by the MME. These elements will be delivered to the DF2 if available: 

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	APN

	Request type

	PDN type

	Failed reason

	IAs (if applicable)

	PDN Address Allocation

	PDN Address

	Protocol Configuration Options

	UE Network Capabilities

	EPS bearer identity


X.2.3.10
UE requested PDN disconnection
When a PDN disconnection is requested from the mobile to request for disconnection from one PDN ([22]), an UE requested PDN disconnection event is generated by the MME. These elements will be delivered to the DF2 if available:
	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Linked EPS bearer identity


X.2.3.11
UE requested Bearer Resource Allocation

When UE requested Bearer Resource Allocation [22] is detected at the MME, an UE requested Bearer Resource Allocation event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Linked EPS bearer identity

	Procedure Transaction Identifier

	QoS

	Failed reason


X.2.3.12
UE requested Bearer Resource Release

When UE requested Bearer Resource Release [22] is detected at the MME, an UE requested Bearer Resource Release event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Linked EPS bearer identity

	Procedure Transaction Identifier


X.3 Functional requirements for LI in case of E-UTRAN access and PMIP based S5/S8 interfaces.

Functional requirements for LI in the MME, S-GW and HSS do not differ from the ones applicable to the case of GTP based S5-S8 interfaces, as specified in section X.2.
LI in the PDN-GW is a national option.

Interception in the PDN-GW shall be based on NAI.

For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes.

The correlation number shall be generated by using existing parameters related to the IP-CAN session.
NOTE:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

X.3.1
Provision of Intercept Related Information 

Intercept Related Information (Events) shall be sent at attach/tunnel activation, detach/tunnel deactivation, start of interception with active tunnel, PDN-GW initiated PDN-disconnection, UE requested PDN connectivity, Serving Evolved Packet System.

Serving Evolved Packet System reporting is a national option. 
X.3.1.1
X2 interface

The following information needs to be transferred from the PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause X.3.1.2 and X.3.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.

X.3.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW or the HSS and can be suppressed in the DF2. The network procedures for which the events are generated are defined in [23].

The following events are applicable to the PDN-GW:

-
PMIP Attach/tunnel activation;

-
PMIP Detach/tunnel deactivation;

- 
Start of interception with active tunnel;

-
PMIP PDN-GW initiated PDN-disconnection;

-
UE requested PDN connectivity;

The following event is applicable to the HSS:


-
Serving Evolved Packet System
X.3.2
X3-interface

In addition to the intercepted content of communication, the following information needs to be transferred from the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.

X.3.3
LI events for E-UTRAN access with PMIP-based S5 or S8

X.3.3.1
Initial E-UTRAN Attach with PMIP-based S5 or S8

When the E-UTRAN Attach is detected at the PMIP based PDN-GW, a PMIP attach/tunnel activation event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Access Technology Type

	Handover Indicator

	APN

	UE Address Info

	Additional Parameters


X.3.3.2
Detach for PMIP-based S5/S8

When the Detach is detected at the PMIP based PDN-GW, a PMIP detach/tunnel deactivation event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number


X.3.3.3
Start of interception with active tunnel for PMIP based S5/S8
This event shall be generated by the PDN-GW if interception for a target is started and if the target has an active PMIP tunnel. If more then one connection is active, for each of them an event record is generated. The parameters which are defined for PMIP attach/tunnel activation (see related section) will be sent, if available, by the PDN-GW to the DF2.
X.3.3.4
Dedicated Bearer Procedures for E-UTRAN Access with PMIP-based S5/S8
All the procedures can be intercepted at the S-GW according to the requirements specified for LI in case of GTP based S5/S8. 

PDN-GW is not involved in these procedures, except for the case of PDN-GW initiated PDN-disconnection Procedure.
X.3.3.5
PDN-GW initiated PDN-disconnection Procedure
When a PDN-GW initiated PDN-disconnection procedure is detected, a PMIP PDN-GW initiated PDN-disconnection event shall be generated by the PDN-GW. The following elements will be delivered to the DF2:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	PDN Address


X.3.3.6
UE requested PDN connectivity

This event is handled by the PDN-GW in the same way as an attach with default bearer activation. When a PDN-GW detects such event a PMIP attach/default bearer activation, as described in the related section, shall be generated and the applicable elements will be delivered to the DF2.
X.3.3.7
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the intercept subject has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving node IP address


X.3.3.8 
Start of interception with active tunnel

When interception is started at the PDN-GW and the target has an already active tunnel, a start of interception with active tunnel shall be generated. The parameter applicable to the tunnel activation event (see related section) will be delivered to the DF2 if available.
X.4 Functional requirements for LI in case of trusted non-3GPP IP access

Differently to what happens in E-UTRAN case, in which the user traffic passes through the S-GW and then through the PDN-GW, in case of access to the network through S2a (trusted Non-3GPP access), the PDN-GW is, in case of non roaming and local breakout, located in the VPLMN and is the only possible ICE in 3GPP network. 
Interception in the S-GW and PDN-GW shall be based on NAI.

For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes
The correlation number shall be generated by using existing parameters related to the IP-CAN session.
NOTE:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

X.4.1
Provision of Intercept Related Information

Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2a and s2c, detach/tunnel deactivation, start of interception with active tunnel, PDN-GW reallocation upon initial attach on s2c, PDN GW initiated resource allocation Deactivation on s2a, Serving Evolved Packet System.

Serving Evolved Packet System reporting is a national option.

X.4.1.1
X2-interface

The following information needs to be transferred from the S-GW, PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause X.4.1.2 and X.4.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.
X.4.1.2

Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the DF2.

The following events are applicable to the S-GW:

· PMIP attach/tunnel activation;

· PMIP detach/tunnel deactivation;

-
Start of interception with active tunnel;

The following events are applicable to the PDN-GW:

-
PMIP Attach/tunnel activation;

-
PMIP Detach/tunnel deactivation;

- 
Start of interception with active tunnel;

-
MIP registration/tunnel activation;

-
DSMIP registration/tunnel activation;

-
MIP deregistration/tunnel deactivation;

-
DSMIP deregistration/tunnel deactivation;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation;

-
MIP Resource Allocation Deactivation;

The following event is applicable to the HSS:


-
Serving Evolved Packet System
X.4.2
X3-interface

In addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.
X.4.3
LI events for trusted Non-3GPP IP access
X.4.3.1
Initial Attach with PMIPv6 on S2a
When the Attach is detected over PMIP at the S-GW, PDN-GW, a PMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Access Technology Type

	Handoff Indicator

	APN

	UE Address Info

	Additional Parameters


In case of GTP based S8 interface, the PDN-GW shall send a Default Bearer Activation message, according to the relative section X.2.3.3.

 As an implementation option, in case of chaining scenario with S8 GTP, the S-GW may send, as an alternative, a Default Bearer Activation event (with related parameters).
X.4.3.2
Initial Attach procedure with MIPv4 FACoA on S2a
When the Attach is detected over MIP at the PDN-GW, a MIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	NAI extension

	Event Type

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Home Address


Note: As the S-GW has no Home Agent function, the event is not applicable to the S-GW. The use of MIPv4 in roaming case requires Local Breakout (PDN-GW in VPLMN), so LI in the PDN is mandatory in order to intercept in this scenario.

X.4.3.3
Initial Attach procedure with DSMIPv6 over S2c

When the Attach is detected over DSMIP at the PDN-GW, a DSMIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Requested IPv6 home address

	IPv6 home address/prefix

	APN

	Care of Address

	Failed attach reason


X.4.3.4
Detach with PMIPv6 on S2a

When a Detach is detected over PMIP at the S-GW, PDN-GW, a PMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Date

	Correlation number

	Network Element Identifier

	APN

	Initiator


X.4.3.5
Detach with MIPv4 FACoA

When a Detach is detected over MIP at the PDN-GW, a MIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Date

	Correlation number

	Network Element Identifier

	Home Address

	Home Agent Address

	Care of address

	Initiator


X.4.3.6
Detach with DSMIPv6 on S2c
When a Detach is detected over DSMIP at the PDN-GW, a DSMIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Date

	Correlation number

	Network Element Identifier

	Home Address


X.4.3.7
PDN-GW reallocation upon initial attach on s2c

When a PDN GW reallocation procedure is detected by the PDN-GW, a DSMIP HA Switch event shall be generated. The following elements will be delivered to the DF2 if available:
	Observed MN NAI

	Event Type

	Event Date

	Network Element Identifier

	HSS/AAA address

	Target PDN-GW address


X.4.3.8
PDN GW initiated Resource Allocation Deactivation with S2a PMIP
When a PDN GW initiated resource allocation deactivation is detected, a PMIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available
	Observed MN NAI

	Event Type

	Event Date

	Network Element Identifier

	Revocation trigger

	Home Network Prefix 

	Care of address


X.4.3.9
PDN GW initiated Resource Allocation Deactivation with S2a MIP v4

When a PDN GW initiated resource allocation deactivation is detected, a MIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available
	Observed MN NAI

	Event Type

	Event Date

	Network Element Identifier

	Revocation trigger

	Home Address

	Foreign domain address


X.4.3.10
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the intercept subject has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving node IP address


X.4.3.11 
Start of interception with active tunnel

When interception is started at the S-GW, PDN-GW and the target has an already active tunnel, a start of interception with active tunnel shall be generated. The parameter applicable to the tunnel activation event (see related section) will be delivered to the DF2 if available.
X.5  Functional requirements for LI in case of untrusted non-3GPP IP access

The e-PDG and the AAA server are subjected to all the requirements specified in this document for PDG and AAA server for the case of I-WLAN interworking.

Interception in the PDN-GW is a national option.

Interception in the PDN-GW shall be based on NAI.

For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
X.5.1
Provision of Intercept Related Information

Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2b and s2c, detach/tunnel deactivation, start of interception with active tunnel, Serving Evolved Packet System.

Serving Evolved Packet System reporting is a national option.
X.5.1.1
X2-interface

The following information needs to be transferred from the PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause X.5.1.2 and X.5.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.
X.5.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW or the HSS and can be suppressed in the DF2.

The following events are applicable to the PDN-GW:

-
PMIP Attach/tunnel activation;

-
PMIP Detach/tunnel deactivation;

- 
Start of interception with active tunnel;

-
DSMIP registration/tunnel activation;

-
DSMIP deregistration/tunnel deactivation;

The following events is applicable to the HSS:


-
Serving Evolved Packet System
X.5.2
X3-interface

In addition to the intercepted content of communication, the following information needs to be transferred from the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.
X.5.3
LI events for untrusted Non-3GPP IP access

X.5.3.1
Initial Attach with PMIPv6 on S2b

In the VPLMN, LI shall be done at the ePDG according to LI requirements for I-WLAN; no additional requirement applies to the S-GW for this case.

When the attach is detected over PMIP at the PDN-GW, a PMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Access Technology Type

	Handoff Indicator

	APN

	UE Address Info

	Additional Parameters


In case of GTP based S8 interface, the PDN-GW shall send a Default Bearer Activation message, according to the relative section.
X.5.3.2
Initial attach for S2c in untrusted non-3GPP IP access

In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional requirement applies to the S-GW for this case.
When the attach is detected over DS-MIPv6 at the PDN-GW, a DSMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Home Agent address

	Care of Address

	IP address


X.5.3.3
UE/ePDG-initiated Detach Procedure with PMIP
In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional requirement applies to the S-GW for this case.

When the detach is detected over PMIP at the PDN-GW, a PMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	APN


X.5.3.4
Detach for S2c in Un-trusted Non-3GPP IP access
In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional requirement applies to the S-GW for this case.

When the detach is detected over DS-MIPv6 at the PDN-GW, a DSMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Home Agent address

	Initiator


X.5.3.5
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the intercept subject has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving node IP address


X.5.3.6 
Start of interception with active tunnel

When interception is started at the PDN-GW and the target has an already active tunnel, a start of interception with active tunnel shall be generated. The parameter applicable to the tunnel activation event (see related section) will be delivered to the DF2 if available.
X.6
Functional requirements for LI in case of Handovers between E-UTRAN and CDMA2000 Accesses.

When an handover is performed from CDMA2000 Access to E-UTRAN, the MME shall intercept the attach event received from the HRPD AN based on IMSI. 

Interception at shall be done according to the requirements given in section X.2 or X.3, depending on the protocol used over the S5/S8 interface. 

X.7 
Functional requirements for LI in case of interworking between SGSN and EPS nodes over S4/S12 interfaces

The SGSN and the HSS are subjected to the requirements applicable to these nodes for PS interception, as specified throughout this document.

The S-GW is subjected to the requirements specified in section X.2

The PDN-GW is subjected to the requirements specified in section X.2 or X.3, depending on the protocol used on S5/S8 interfaces.

X.8 
Functional requirements for LI in case of interworking between SGSN and PDN-GW over Gn/Gp interfaces 

According to [10] and [22] a PDN-GW may provide a Gn/Gp interface for interworking with the SGSN. When this interface is provided, from LI perspective the PDN-GW acts as a GGSN towards the involved SGSN. In this case, all the requirements specified by this document for the GGSN are applicable to the PDN-GW. The SGSN is subjected to the requirements applicable to this node for PS interception, as specified throughout this document.
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