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1. Overall Description:

SCaG analysed the implications of SIM usage in M2M applications referring to the B2C scenario (with direct commercial relationship between the MNO and the consumer) and tried to highlight some guidelines to let GSM MNOs leverage on a shared approach, which avoids different and not interoperable applications.

As the M2M services are representing a growing market opportunity for all the MNOs, a new trend in the industry is pushing to find more flexible solutions to increase the adoption of SIM in communications between SIM applications. The analysis highlights the different impacts of each proposal and tries to identify the best path to achieve a solution which satisfies all industry needs, promoting the standardisation in the SDOs of innovative components and architectural platforms to enable the services.

While until now only the Smart Card SIM (which is well accepted by users and appropriate to fulfil the regulators’ directive for the consumer market) is standardised, there is a demand for a new Form Factor for the M2M market, which will be referred to as Industrial Form Factor (IFF) in the document. It may have a lack of flexibility compared with the existing removable Smart Card SIM, but has advantages in mass provisioning/insertion and HW robustness. 

It is recommended to specify a new form factor, called Industrial Form Factor (IFF), to be used only for M2M modules in applications with high volumes. The use of the IFF in consumer devices is not recommended because of its limited flexibility for the user and potential challenges in meeting the regulators’ directives for the consumer market. In addition the comparison of the possible solutions (traditional SIM or IFF), highlights the different impacts of each proposal related to the new requirements deriving from the industry on the M2M environment and tries to identify the best path to achieve a solution which can satisfy all the players’ needs. The adoption of a standard solution is crucial in order to avoid the market fragmentation and the different costs increase deriving from the introduction of proprietary solutions.

It’s quite evident, as the SIM is the core of GSM, that any new solution proposed is going to affect the different logistic and management processes for any MNO. The impacts analysis points out the need to develop a new Form Factor for the M2M market, referred to as Industrial Form Factor (IFF), to be used only for M2M modules in applications with high volumes.IFF product in a socket can also be addressable to the laptop market with embedded UICC

Extended OTA capabilities to download new IMSI/Ki and probably authentication algorithms are not recommended for neither B2B nor B2B2C applications because of a lack of security  The design of GSM security does not provide for OTA transmission of the GSM security elements. Compared to application security as it is intended for e.g. NFC services based on solutions like Global Platform, these technologies work with independent domains, and OTA provisioning of the secure elements of each domain is part of the concept.

The guidelines deriving from the analysis are based on the security assessment for all the three proposals and legal and regulatory implications.

2. Actions:

To ETSI SCP, 3GPP SA3

ACTION: Review the guidelines and adopt them for further standards development. (a copy of the guidelines to follow)
3. Date of Meetings:
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