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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication Authorization Accounting

AES

Advanced Encryption Standard

AH
Authentication Header

BG
Border Gateway
CS
Circuit Switched

CSCF
Call State Control Function

DES
Data Encryption Standard

DoI
Domain of Interpretation

ESP
Encapsulating Security Payload

GTP
GPRS Tunnelling Protocols

IESG
Internet Engineering Steering Group

IETF
Internet Engineering Task Force

IKE
Internet Key Exchange
IKEv1
Internet Key Change version 1
IKEv2
Internet Key Change version 2
IP

Internet Protocol

IPsec
IP security  - a collection of protocols and algorithms for IP security incl. key mngt.

ISAKMP
Internet Security Association Key Management Protocol

IV

Initialisation Vector

MAC
Message Authentication Code

NAT
Network Address Translator

NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

NE
Network Entity

PS
Packet Switched

SA
Security Association

SAD
Security Association Database (sometimes also referred to as SADB)

SEG
Security Gateway

SIP
Session Initiation Protocol

SPD
Security Policy Database (sometimes also referred to as SPDB)

SPI
Security Parameters Index

TISPAN
Telecoms & Internet converged Services & Protocols for Advanced Networks

TrGW
Transition Gateway

**** NEXT CHANGE *****

4.5
Security Gateways (SEGs)

Security Gateways (SEGs) are entities on the borders of the IP security domains and will be used for securing native IP based protocols. The SEGs are defined to handle communication over the Za-interface, which is located between SEGs from different IP security domains. 

All NDS/IP traffic shall pass through a SEG before entering or leaving the security domain. Each security domain can have one or more SEGs. Each SEG will be defined to handle NDS/IP traffic in or out of the security domain towards a well-defined set of reachable IP security domains. 

The number of SEGs in a security domain will depend on the need to differentiate between the externally reachable destinations, the need to balance the traffic load and to avoid single points of failure. The security gateways shall be responsible for enforcing security policies for the interworking between networks. The security may include filtering policies and firewall functionality not required in this specification. 

SEGs are responsible for security sensitive operations and shall be physically secured. They shall offer capabilities for secure storage of long-term keys used for IKEv1 and IKEv2 authentication.

**** NEXT CHANGE *****

5.2
Security Associations (SAs)

For NDS/IP-networks the key management and distribution between SEGs is handled by the protocol Internet Key Exchange (IKEv1) (RFC‑2407 [18], RFC‑2408 [19] and RFC‑2409 [20]) or Internet Key Exchange (IKEv2) (RFC-4306). The main purpose of IKEv1 and IKEv2 is to negotiate, establish and maintain Security Associations between parties that are to establish secure connections. The concept of a Security Association is central to IPsec and IKEv1/IKEv2.

To secure typical, bi-directional communication between two hosts, or between two security gateways for IKEv1 an ISAKMP Security Associations and two IPsec Security Associations (one in each direction) are required. Similarly when using IKEv2 an IKE SA is established through which the Child Security associations i.e. IPsec security associations are established. 
IPsec Security associations are uniquely defined by the following parameters:

-
A Security Parameter Index (SPI);

-
An IP Destination Address (this is the address of the ESP SA endpoint);

-
A security protocol identifier (this will always be the ESP protocol in NDS/IP).

With regard to the use of IPsec security associations in the network domain control plane of NDS/IP-networks the following is noted:

-
NDS/IP only requires support for ESP SAs;

-
There is no need to be able to negotiate IPsec SA bundles since a single ESP SA is sufficient to set up to protect traffic between the nodes.

The specification of IPsec SAs can be found in RFC-2401 [12] or RFC4301 [35]. The latter reference is the successor of RFC-2401 describing the evolved security architecture.
ISAKMP Security associations as used for IKEv1 are uniquely defined by the following parameters:

· Initiator's cookie;

· Responder's cookie.

With regard to the use of ISAKMP security associations for IKEv1 in the network domain control plane of NDS/IP-networks the following is noted:

-
NDS/IP only requires support for ISAKMP SAs with pre-shared keys.

The specification of ISAKMP SAs can be found in RFC-2408 [19].
**** END OF CHANGE *****

5.4 Profiling of IKE 
5.4.1
Profiling of IKEv1
The Internet Key Exchange protocol shall be used for negotiation of IPsec SAs. The following additional requirement on IKEv1 is made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKEv1 phase-1 (ISAKMP SA):

-
The use of pre-shared secrets for authentication shall be supported;

-
Only Main Mode shall be used;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Support of 3DES in CBC mode shall be mandatory for confidentiality;

-
Support of AES in CBC mode (RFC‑3602 [29]) shall be mandatory for confidentiality;

-
Support of SHA-1 shall be mandatory for integrity/message authentication;

-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.

Phase-1 IKEv1 SAs shall be persistent with respect to the IPsec SAs is derived from it. That is, IKEv1 SAs shall have a lifetime for at least the same duration as does the derived IPsec SAs.

The IPsec SAs should be re-keyed proactively, i.e. a new SA should be established before the old SA expires. The elapsed time between the new SA establishment and the cancellation of the old SA shall be sufficient to avoid losing any data being transmitted within the old SA.

For IKEv1 phase-2 (IPsec SA):

-
Perfect Forward Secrecy is optional;

-
Only IP addresses or subnet identity types shall be mandatory address types;

-
Support of Notifications shall be mandatory;

-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.

Key Length and support of AES transform:

Since the AES‑CBC allows variable key lengths, the Key Length attribute must be specified in both a Phase 1 exchange [20] and a Phase 2 exchange [18]. It is noted that the key length for use with this specification shall be 128 bits.
5.4.2
Profiling of IKEv2 

The Internet Key Exchange protocol version may be used for negotiation of IPsec SAs. The following additional requirements on IKEv2 are made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE_SA_INIT exchange:
Following algorithms shall be supported:

-
Confidentiality: 3DES in CBC mode;

-
Confidentiality: AES in CBC mode (RFC‑3602 [29]) with 128-bit key length;
-
Pseudo-random function: HMAC‑SHA1;

-
Integrity: HMAC-SHA1-96;

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [33].
For IKE_AUTH exchange:

-
The use of pre-shared secrets for authentication shall be supported;
-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Re-keying of IPsec SAs and IKE SAs shall be supported as specified in [32].
For the CREATE_CHILD_SA exchange: 

- 
Perfect Forward Secrecy is optional;
5.4.3
IKE interoperability.

Although both IKE versions have a lot of features and functionality in common, IKEv1 is not interoperable with IKEv2.    Therefore, this clause lists the necessary IKE requirements in order to ensure proper interoperability between the different NDS/IP nodes in order to set up the needed security associations for the Za and Zb-interfaces.

SEGs shall implement both IKEv1and IKEv2. This ensures that a common version of the Internet Key Exchange Protocol is always supported on Za interface between any two SEGs. Consequently, a hop-by-hop protection is always possible on the path NE-SEG-SEG-NE using one of the two Internet Key Exchange protocols

NOTE 1: A SEG compliant with this specification may have to communicate with a SEG compliant to a former 3GPP Release. In this case the 3GPP standards ensure interoperability between these two SEGs by using IKEv1 to establish the required security associations. 
If both IKEv2 and IKEv1 are available on the Za-interface then IKEv2 should be used. 
For the Zb-interface, NEs shall implement either IKEv1 or IKEv2, but may also implement both IKE versions. 
NOTE 2: A SEG compliant with this specification may have to communicate with an NE which is compliant to a former 3GPP Release over the Zb interface. In this case the 3GPP standards ensure interoperability between them by using IKEv1 to establish the required security associations. 
NOTE 3: As the use of IKEv2 has certain security and performance advantages over IKEv1, the use of IKEv2 in new NEs is encouraged.
When using Internet Keying Exchange protocol to establish the needed security associations for the Zb-interface between two NEs in the same security domain, it may be possible that no common version of IKE is supported. In this case the use of an intermediate SEG which is compliant to this specification will enable the two NEs to interoperate by establishing the necessary secured connectivity between them.

NOTE 4: According to this specification, an NE has the choice for the Zb-interface implementation of Internet Key Exchange protocol, i.e. IKEv1 and/or IKEv2. Other specifications may however add more stringent requirements i.e. by mandating a specific IKE version or both of the IKE versions.
**** NEXT CHANGE *****

5.6
Network domain security key management and distribution architecture for native IP based protocols

5.6.1
Network domain security architecture outline

The NDS/IP key management and distribution architecture is based on the IKEv1 protocol (RFC‑2401 [12], RFC‑2407 [18], RFC‑2408 [19] ,  RFC‑2409 [20]) or IKEv2 RFC-4306[32]) protocol. As described in the previous section a number of options available in the full IETF IPsec protocol suite have been considered to be unnecessary for NDS/IP. Furthermore, some features that are optional in IETF IPsec have been mandated for NDS/IP and lastly a few required features in IETF IPsec have been deprecated for use within NDS/IP scope. Sections 5.3 and 5.4 give an overview over the profiling of IPsec and IKEv1/IKEv2 in NDS/IP.

The compound effect of the design choices in how IPsec is utilized within the NDS/IP scope is that the NDS/IP key management and distribution architecture is quite simple and straightforward.

The basic idea to the NDS/IP architecture is to provide hop-by-hop security. This is in accordance with the chained-tunnels or hub-and-spoke models of operation. The use of hop-by-hop security also makes it easy to operate separate security policies internally and towards other external security domains.

In NDS/IP only the Security Gateways (SEGs) shall engage in direct communication with entities in other security domains for NDS/IP traffic. The SEGs will then establish and maintain IPsec secured ESP  Security Association in tunnel mode between security domains. SEGs will normally maintain at least one IPsec tunnel available at all times to a particular peer SEG. The SEG will maintain logically separate SAD and SPD databases for each interface.

The NEs may be able to establish and maintain ESP Security Associations as needed towards a SEG or other NEs within the same security domain. All NDS/IP traffic from a NE in one security domain towards a NE in a different security domain will be routed via a SEG and will be afforded hop-by-hop security protection towards the final destination.

Operators may decide to establish only one ESP Security Association between two communicating security domains. This would make for coarse-grained security granularity. The benefits to this is that it gives a certain amount of protection against traffic flow analysis while the drawback is that one will not be able to differentiate the security protection given between the communicating entities. This does not preclude negotiation of finer grained security granularity at the discretion of the communicating entities.
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Figure 1: NDS architecture for IP-based protocols

Additional guidelines on how to apply IPsec in SCTP are specified in RFC3554 [26]. This RFC is optional for implementation unless otherwise explicitly indicated per reference point. 
NOTE:
TS 33.310 [30] defines an inter-operator Public Key Infrastructure (PKI) that can be used to support the establishment of IPsec connections.
5.6.2
Interface description

The following interfaces are defined for protection of native IP based protocols:

-
Za-interface (SEG-SEG)

The Za-interface covers all NDS/IP traffic between security domains. On the Za-interface, authentication/integrity protection is mandatory and encryption is recommended. ESP shall be used for providing authentication/integrity protection and encryption. The SEGs use IKEv1 or IKEv2 to negotiate, establish and maintain a secure ESP tunnel between them. The tunnel is subsequently used for forwarding NDS/IP traffic between security domain A and security domain B. Inter-SEG tunnels can be available at all times, but they can also be established as needed.


One SEG of security domain A can be dedicated to only serve a certain subset of security domains that security domain A needs to communicate with. This will limit the number of SAs and tunnels that need to be maintained. 


All security domains compliant with this specification shall operate the Za-interface. 
NOTE 1:
It is possible to use transit security domains between other security domains. The Za interface is used to protect the interface between the transit security domain and other security domains. If there are multiple transit security domains between two security domains then Za-interface is used to protect interfaces between transit security domains. 

-
Zb-interface (NE-SEG / NE-NE)

The Zb-interface is located between SEGs and NEs and between NEs within the same security domain. The Zb-interface is optional for implementation. If implemented, it shall implement ESP in tunnel mode and at least one of the IKE versions described in clause 5.4. The support of ESP in Transport mode is optional.


On the Zb-interface, ESP shall always be used with authentication/integrity protection. The use of encryption is optional. The ESP Security Association shall be used for all control plane traffic that needs security protection.


Whether the Security Association is established when needed or a priori is for the security domain operator to decide. The Security Association is subsequently used for exchange of NDS/IP traffic between the NEs.

NOTE 2:
The security policy established over the Za-interface may be subject to roaming agreements. This differs from the security policy enforced over the Zb-interface, which is unilaterally decided by the security domain operator.

NOTE 3:
There is normally no NE-NE interface for NEs belonging to separate security domains. This is because it is important to have a clear separation between the security domains. This is particularly relevant when different security policies are employed whithin the security domain and towards external destinations.


The restriction not to allow secure inter-domain NE-NE communication does not preclude a single physical entity to contain both NE and SEG functionality. It is observed that SEGs are responsible for enforcing security policies towards external destinations and that a combined NE/SEG would have the same responsibility towards external destinations. The exact SEG functionality required to allow for secure inter-domain NE((NE communication will be subject to the actual security policies being employed. Thus, it will be possible to have secure direct inter-domain NE((NE communication within the framework of NDS/IP if both NEs have implemented SEG functionality. If a NE and SEG is combined in one physical entity, the SEG functionality of the combined unit should not be used by other NEs towards external security domains.

Annex A (informative):
Other issues

A.1
Network Address Translators (NATs) and Transition Gateways (TrGWs)

Network Address Translators (NATs) are not designed to be part of the network domain control plane of NDS/IP-networks. Since network domain security employs a chained-tunnel approach it may be possible to use NATs provided that the network is carefully configured.

NDS/IP provides no explicit support for Transition Gateways (TrGWs) to be used in the network domain control plane of NDS/IP-networks, but the NDS/IP architecture will not itself prohibit the use of TrGWs. However, the inclusion of TrGWs must be carefully executed in order not to create interoperability problems.

A.2
Filtering routers and firewalls

In order to strengthen the security for IP based networks, border gateways and access routers would normally use packet filtering strategies to prevent certain types of traffic to pass in or out of the network. Similarly, firewalls are used as an additional measure to prevent certain types of accesses towards the network.

The rationale behind the application of packet filters and firewalls should be found in the security policy of the network operator. Preferably, the security policy should be an integral part of the network management strategy as a whole.

While network operators are strongly encouraged to use filtering routers and firewalls, the usage, implementation and security policies associated with these are considered outside the scope of this specification.

Simple filtering may be needed before the Security Gateway (SEG) functionality. The filtering policy must allow key protocols to allow DNS and NTP etc to pass. This will include traffic over the Za interface from IKEv1/IKEv2 and IPsec ESP in tunnel mode. Unsolicited traffic shall be rejected.

A.3
The relationship between BGs and SEGs

It is observed that GPRS Border Gateways (BG) and NDS/IP Security Gateways (SEGs) will both reside at the border of an operator network.

**** END OF CHANGE *****
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