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*********************************FIRST CHANGE************************
Annex Q (informative):
Usage of the authentication mechanisms for non-registration messages in Annexes N and O
The name “authentication mechanism” is used here synonymously with “mechanism for message origin authentication”. The following three authentication mechanisms for non-registration messages, which can only be used in conjunction with SIP Digest authentication for registrations, are included in Annexes N and O:

· TLS: 

In this procedure, the P-CSCF associates source IP address and port of the TLS connection with the TLS Session ID, the IMPI and all the successfully registered IMPUs related to that IMPI. The P-CSCF uses this association later, when receiving non-registration messages, to assert identities to the S-CSCF based on the TLS connection over which the packet was received, cf. Annex O.2. For more information on the assertion of identities cf. below. TLS is optional according to Annex O.

· IP address check: 

In this procedure, the P-CSCF associates IP address and, if draft-ietf-sip-outbound [aa] is used, also the source port of the packet in which the REGISTER message was received, with the identities of the user during a successful registration. The P-CSCF uses this association later, when receiving non-registration messages, to assert identities to the S-CSCF based on IP address and, if applicable, port of the received packet, cf. Annex N.2.1. The IP address check is mandatory according to Annex N.

· SIP Digest proxy-authentication:

In this procedure, the S-CSCF authenticates a non-registration message by verifying the Digest response in the Proxy-Authorization header. If the non-registration message contains no Proxy-Authorization header, or if the nonce is stale, the S-CSCF may challenge the non-registration message by sending a 407 SIP message with a Proxy-authenticate header containing a nonce. This procedure is transparent for the P-CSCF. SIP Digest proxy-authentication is optional according to Annex N.

Assertion of identities by the P-CSCF

Assertion of identities by the P-CSCF is currently described in TS 24.229 [8], clause 5.2.6.3. This clause is referenced in Annex N.2.1 of this specification. The underlying assumption of this clause is the use of IMS AKA with IPsec. 
It is briefly recapped how identity assertion works for IMS AKA with IPsec as this helps to understand its use in Annex N: The P-CSCF stores the IP address and port together with the IMPI and the registered IMPUs in an “SA table” during a successful registration. The idea of identity assertion for non-registration message is that the P-CSCF securely knows from the source IP address and port, tied to the IPsec security association, which user sent the non-registration message. The P-CSCF therefore can assert to the S-CSCF that a certain IMPU is related to the sender of the non-registration message. The P-CSCF uses the P-Asserted-Identity header for this purpose. The S-CSCF has to rely on the P-CSCF for the verification of user identities as the security is provided by IPsec which terminates at the P-CSCF. 

The relevant paragraphs from TS 24.229, clause 5.2.6.3, are:

“When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that matches one of the registered public user identities, the P-CSCF shall identify the initiator of the request by that public user identity.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P-CSCF shall randomly select one of them.

NOTE 1:
The contents of the From header do not form any part of this decision process.”
It is clear that the S-CSCF needs to be certain about the user identities associated with a non-registration message, e.g. for charging purposes or for being able to convey the asserted identities to application servers (ASs). The concept of identity assertion may be applied to the three authentication mechanisms for non-registration messages, which may be used in conjunction with SIP Digest authentication for registrations, as follows: 

· TLS: 

This case is very similar to the IPsec case as the P-CSCF knows the originator of a message from the TLS session (i.e. security association) with which the corresponding packet was protected. The procedures in TS 24.229, clause 5.2.6.3 apply without changes. 

· IP address check: 

This case is also similar to the IPsec and TLS cases. The P-CSCF knows the originator of a message from the association of IP address and, if applicable, port with the user identities in the IP address check table which it established during registration. The procedures in TS 24.229, clause 5.2.6.3 apply in the P-CSCF without changes. A minor change of the local S-CSCF behaviour is required when the mechanism is used in conjunction with SIP Digest proxy-authentication, cf. next paragraph. 

· SIP Digest proxy-authentication:

This case is different from the previous cases in that proxy-authentication is transparent to the P-CSCF. The P-CSCF therefore cannot assert any identity to the S-CSCF. However, the S-CSCF has now secure knowledge of the user’s private identity. The P-CSCF-related procedures in TS 24.229, clause 5.2.6.3 therefore can remain the same only when they are used in conjunction with the IP address check. In order to cover a potential error condition of a mismatch in the S-CSCF between the identity asserted by the P-CSCF by means of IP address check and the identity verified by the S-CSCF by means of Digest proxy-authentication, the rule is added that the latter shall take precedence as Digest proxy-authentication is the stronger of the two mechanisms, cf. below. 

Strengths and boundary conditions for the use of authentication mechanisms for non-registration messages

· TLS: 

During the set-up phase SIP Digest with TLS is somewhat weaker than IMS AKA with IPsec because the client end of the TLS tunnel is authenticated by means of the password-based Digest mechanism, and not the UICC-based AKA mechanism, and because the session keys are cryptographically tied to authentication with IMS AKA, which is not the case for SIP Digest with TLS. But once the TLS tunnel has been set up securely, the strengths of TLS and IPsec are comparable, and no attacks, except attacks on the security of endpoint platforms, seem feasible. TLS requires TCP and does not work for UDP.
· SIP Digest proxy-authentication:

This mechanism is weaker than TLS or IPsec because the message origin authentication relies on a message authentication code (the Digest response in the Proxy-Authorization header), which is not cryptographically tied to the body nor to the header of the SIP message. (Note that qop = auth-int, which would at least provide a cryptographic tie with the message body, cannot be used in the IMS context.) Therefore, certain man-in-the-middle attacks are theoretically conceivable where an attacker could “steal” a Digest response from one message and append it to another. These attacks may, however, be impractical in many deployment scenarios so that the SIP Digest proxy-authentication provides sufficient security in these scenarios. An attacker being only able to spoof source IP address and port would not be able to break SIP Digest proxy-authentication. 
There would be no technical problem in using SIP Digest proxy-authentication together with TLS, but the only security advantage would be increased home control, in case the P-CSCF is in a visited network.

· IP address check: 

This mechanism has two main benefits: 

· One benefit of the IP address check mechanism is for operators who would otherwise rely entirely on link layer security. If only link layer security was provided then an attacker, although correctly authenticated at the link layer, could spoof SIP addresses and impersonate another IMS user. The IP address check provides the missing link between lower layers and SIP layer to prevent this kind of attack. Reasons why operators may not want to use TLS or SIP Digest proxy-authentication may include clients not supporting these mechanisms, need for server certificates (in the TLS case) or performance. 

· Another benefit of the IP address check mechanism is that the existing mechanism for identity assertion in the P-CSCF can be used in the same way as for IMS AKA with IPsec, cf. above.

However, the IP address check mechanism has to fulfill additional boundary conditions to work securely. If there is uncertainty about the boundary conditions of a given environment it is recommended to use TLS or SIP Digest proxy-authentication.
· An attacker being able to spoof source IP address and port of another registered user can break this mechanism. Therefore, this mechanism can only be used in environments where IP address and port spoofing occurs neither in the public access network nor on the customer premises. In this sense, the IP address check mechanism is weaker than SIP Digest proxy-authentication. 

· When the IP address check mechanism is not used in conjunction with draft-ietf-sip-outbound [aa], then only the IP address is associated with the user’s identities, cf. Annex N.2. In this case, it is additionally required to ensure that two different users cannot share the same IP address. An example of when this could happen would be when a UE not fully compliant to Annex N does not use draft-ietf-sip-outbound [aa], although it sits behind a NAT, and the P-CSCF does not realise that there is a NAT. Hence the requirement in Annex N.2 that “the P-CSCF should only accept a register request without outbound support if it can determine that no NAT is present in the signaling path between the UE and the P-CSCF”. Another example would be two users sharing the same machine with one IP address, and not using draft-ietf-sip-outbound [aa]. It depends on the environment whether the additional requirement in this bullet can be fulfilled. 
· It may happen that a UE loses connection without being able to deregister in the IMS, and the access network consequently re-assigns the IP address to another user, or a NAT re-assigns the port to another user. To cover such cases, Annex N states that the P-CSCF shall overwrite any existing entry in the IP address check table when a new registration with a different IMPI, but the same IP address (and port, if applicable) is successfully performed. In the absence of malicious attacks the IP address check mechanism then works correctly.
· An attacker may try to exploit IP address and port re-assignment as follows: he repeatedly attaches to the network hoping to be assigned the IP address or port of another user who dropped off without deregistering in IMS. If this indeed happens then any non-registration message sent by the attacker would be accepted by the IP address check mechanism in the P-CSCF as coming from the previous user. The attacker does not attempt to register in IMS as he would not be able to send a correct SIP Digest response. This possibility of attack seems difficult to exploit, but again, the likelihood for success depends on the environment.
**********************************END FIRST CHANGE*********************
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