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6.6.3
Protection of download data

6.6.3.1
General

Data that belongs to a download MBMS User Service is decrypted as soon as possible by the UE, if the MSK needed to provide the relevant MTK is already available on the UE.

6.6.3.2
Usage of OMA DRM DCF

NOTE:
If the OMA DRM V2.0 DCF [15] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect MBMS download data, OMA DRM V2.0 DCF as defined in reference [15] shall be used. MBMS download data are indicated by minor version 0x00000002 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from MTK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by MBMS, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfs’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [15].

The correct MTK for decrypting and verifying the integrity of the download data is indicated by the KeyID in the OMABCASTKeyInfoBox 'obki' included in the ExtendedHeaders field in the OMADRMCommonHeaders box (cf. OMA DRM XBS [x]). The use of the 'obki' box by MBMS is as follows:

-
KeyIssuerPresent set to 1 if KeyIssuerURL is provided (the DCF RightsIssuerURL field is not used)

-
STKMPresent set to 0 (no STKM stored in file)

-
TBKPresent set to 0 (no TerminalBindingKey used)

-
TBKIssuerURLPresent set to 0 (no TBKIssuerURL present)

-
KeyIDType set to 0x02 (reserved by OMA BCAST for 3GPP MBMS, identifies the KeyID for MBMS usage.
KeyID is the base64 encoded concatenation (Key Domain ID || MSK ID || MTK ID).

If the MBMS download data requires protection, see 6.3.2.1A, then the FDT of the FLUTE protocol shall be integrity protected by wrapping the FDT in a DCF of its own. The correct MTK for verifying the integrity of the FDT shall be indicated by the KeyID in the OMABCASTKeyInfoBox 'obki' included in the ExtendedHeaders field in the OMADRMCommonHeaders box.

The MBMS DCF implementation shall support the following boxes specified in OMA DRM V2.0 DCF [15]:

-
Fixed DCF header;

-
Mutable DRM information Box;

-
OMA DRM Container Box.

**** END OF CHANGES ****
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