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Annex G (normative):
HTTP based key management messages

G.1
Introduction

Clause 6 specifies the HTTP based key management procedures between the BM-SC and the UE. It specifies that the authentication of these procedures is based on GBA and more specifically on the HTTP Digest authentication as described in clause 6.2 of the present document.

G.2
Key management procedures

This clause contains the following HTTP based procedures:

-
MBMS User Service Registration;

-
MBMS User Service Deregistration;

-
MSK request.

G.2.1
MBMS User Service Registration

The UE shall generate a request for MBMS User Service Registration according to clause 6.3.2.1A. The UE shall send the Registration request for one or more MBMS User Services to the BM-SC in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e. Registration request. Upon successful request, BM-SC shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "register", i.e. Request-URI takes the form of "/keymanagement?requesttype=register";

-
the UE may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register+xml". The XML schema of the payload is specified in TS 26.346 [13];


-
the HTTP payload shall contain a list of one or more userServiceIds of MBMS User Services to which the UE wants to register;

-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. The BM-SC Key Management function shall verify from BM-SC Membership function that the subscriber is authorized to register to the particular MBMS User Service.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml ". The XML schema of the payload is specified in TS 26.346 [13];

-
the HTTP payload shall contain a list including one status code for each MBMS User Service.

The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

G.2.2
MBMS User Service Deregistration

The UE shall generate a request for MBMS User Service Deregistration according to clause 6.3.2.1B. The UE shall send the Deregistration request for one or more MBMS User Services to the BM-SC in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e. Deregistration request. Upon successful request, BM-SC shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "deregister", i.e. Request-URI takes the form of "keymanagement?requesttype=deregister";

-
the UE may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-deregister+xml". The XML schema of the payload is specified in TS 26.346 [13];



the HTTP payload shall contain a list of one or more userServiceIds of MBMS User Services from which the UE wants to deregister;
-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing.

Upon successful authentication verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml". The XML schema of the payload is specified in TS 26.346 [13];

-
the HTTP payload shall contain a list including one status code for each MBMS User Service.
The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

G.2.3
MSK request

The UE shall generate a MSK request according to clause 6.3.2.2. The UE shall send the MSK request for one or more MSKs to the BM-SC in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e. MSK request. Upon successful request, BM-SC shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "msk-request", i.e. Request-URI takes the form of "/keymanagement?requesttype=msk-request";

-
the UE may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk+xml". The XML schema of the payload is specified in TS 26.346 [13];



-
the HTTP payload shall contain a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive;

-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST is valid, and extracts the MSK request for further processing. The BM-SC Key Management function shall verify from the BM-SC Membership function that the subscriber is authorized to receive the particular MSKs.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk-response+xml". The XML schema of the payload is specified in TS 26.346 [13];

-
the HTTP payload shall contain a list including one status code for each MSK.

The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

An example flow of a successful MSK request procedure can be found in Annex H.

G.2.4
Error situations

The key management procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [19]. The 4xx status code indicates that the UE seems to have erred, and the 5xx status code indicates that the BM-SC is aware that it has erred. Possible error situations during key management and their mappings to HTTP Status Codes are described in table G.2.4‑1. The handling of multiple status codes within one response message is specified in clause 6.3.2.4. 

NOTE:
In table G.2.4‑1, the "Description" column describes the error situation in BM-SC. The "BM-SC error" column describes the typical reason for the error.

Table G.2.4-1: HTTP Status Codes used for key management errors

	HTTP Status Code
	HTTP Error
	UE should repeat the request
	Description
	BM-SC error

	400
	Bad Request
	No
	Request could not be understood
	Request was missing, or malformed

	401
	Unauthorized
	Yes
	Request requires authentication (cf. clause 6.2)
	Authentication pending, (cf. clause 6.2)

	402
	Payment Required
	No
	Reserved for future use
	-

	403
	Forbidden
	No
	BM-SC understood the request, but is refusing to fulfil it
	The request was valid, but subscriber is not allowed to register to this particular MBMS User Service or UE requested MSK for a MBMS User Service where it was not registered or request contained unacceptable parameters

	404
	Not Found
	No
	BM-SC has not found anything matching the Request‑URI
	The Request-URI was malformed and BM-SC cannot fulfil the request

	405
	Method not allowed
	No
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI.
	

	406 to 417
	*
	No
	Not used by BM-SC
	-

	500
	Internal Server Error
	No
	Not used by BM-SC
	-

	501
	Not Implemented
	No
	BM-SC does not support the requested functionality
	The server does not contain particular BM-SC service requested

	502
	Bad Gateway
	No
	Not used by BM-SC
	-

	503
	Service Unavailable
	Yes
	BM-SC service is currently unavailable
	BM-SC is temporarily unavailable, UE may repeat the request after delay indicated by "Retry-After" header

	504
	Gateway Timeout
	No
	The server, while acting as a gateway or proxy, did not receive a timely response from the upstream server
	The BM-SC did not get response over Zn interface.

	505
	HTTP Version Not Supported
	No
	BM-SC does not support the HTTP protocol version that was used in the request line
	UE should use HTTP/1.1 version with BM-SC
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