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1 Introduction
During SA3#45 meeting SA3 agreed CRs (S3-060824) related to MSK storage on the UE and sent LS to 3GPP-CT6 (S3-060826) on “MSK storage on the USIM”. 

The MSK storage solution on the USIM implies to change TS 31.102 and it was highlighted in LS to CT6 that “in case CT6 finds that the changes to the UICC are unacceptable then SA3 could reconsider if an alternative mechanism can be found”. 

This document analyzes different possibilities to delete MSKs on the USIM.

2 Possible solutions for MSK deletion

The MSKs in the USIM are stored on a MSK File (EFMSK) as described in TS 31.102. The deletion of MSKs on the USIM could rely on following mechanisms:

· Policy for MSK storage on the USIM

· ME-initiated command sent to the UICC

· BM-SC-initiated command sent to the UICC

Policy for MSK storage on the USIM

2 possibilities are identified: 

Solution_1: oldest MSK is overwritten

Description: The UICC overwrites the oldest MSK when the storage capacity is reached. The USIM needs to keep track of the order in which the MSKs are received. 

Advantage:  The UICC-ME interface is not impacted

Drawback: 
All BM-SCs that serve the UICC need to coordinate with each other to know whether the particular MSKs they have distributed to the UICC are still available. 

Solution_2: The number of MSK per PLMN is restricted

Description: UICC could be restricted to only store MSK from one PLMN at any one time. This means that if a MSK is received with a different Key Domain ID then all others MSKs are deleted. 

Advantage:  The UICC-ME interface is not impacted

Drawback: 
BM-SCs within the same PLMN need to coordinate with each other to know whether the particular MSKs they have distributed to the UICC are still available. 

ME-initiated command sent to the UICC

2 ME-initiated commands are identified: 

Solution_3: Delete command with free access condition

Description:
The ME sends a command to the USIM to delete a MSK in the MSK File, the command takes place after a successful de-registration procedure from a particular MBMS user service if the related MSK is not associated with any other service the user is registered to.

Drawbacks: 
There is no command available allowing the ME to delete a key in a Key File of the UICC. 

The deletion of a MSK in the UICC shall be protected, e.g. in order to prevent Denial of Service attacks against MBMS services the user is registered to. 

The UICC-ME interface is impacted.

If the MSK deletion is initiated by the ME, the BM-SCs do not know whether the particular MSKs they have distributed to the UICC are still available. E.g. a de-registration procedure took place with the BM-SC while the delete command sent by the ME was not successfully performed; there is a de-synchronization.

Solution_4: Creation of a new mode for the AUTHENTICATE _ MBMS security context command (TS 31.102).

Description:
A “MSK Delete Mode” could be created within the AUTHENTICATE_MBMS security context command in order to delete a MSK in the MSK File. This is a ME-initiated command that the ME sends to the UICC after a successful de-registration from a particular MBMS user service if the related key is not associated with any other service the user is registered to. The command should be integrity protected. 

Drawbacks: A MSK Delete Mode should be integrity protected, it would require that the ME and the UICC share a key, which might be the MRK on condition that the UICC had stored Ks_ext_NAF during the GBA NAF Derivation procedure. A MSK Delete Mode requires changes to GBA specification (TS 33.220) in order to enable the storage of Ks_ext_NAF in the UICC. 

If the MSK deletion is initiated by the ME, the BM-SCs do not know whether the particular MSKs they have distributed to the UICC are still available. E.g. a de-registration procedure took place with the BM-SC while the AUTHENTICATE command (MBMS security context - MSK Delete Mode) sent by the ME was not successfully performed. There is a desynchronization between the UICC and the BM-SC.

The UICC-ME interface is impacted. 

A MSK Delete Mode requires 3GPP SA3 involvement to specify the use of MRK to secure the new mode of the AUTHENTICATE command. 

BM-SC-initiated command sent to the UICC

Solution_5: Extension of MSK Update Mode for the AUTHENTICATE _ MBMS security context command

Description:
 The MSK Update Mode allows the update of an existing MSK by updating the Key Validity Data. The MSK Update Mode could be extended by defining a specific value for the Key Validity Data which would inform the USIM that the targeted MSK should be deleted. 

Advantages: The UICC-ME interface is not impacted. 

The BM-SCs know whether the particular MSKs they have distributed to the UICC are still available and they control their deletions.

Drawback: 
This proposal is not in line with CR S3-060824 approved during SA3#45 meeting and that will be presented to TSG SA#34 meeting in SP-060800. 

Remark: the change proposed by this CR in section 6.3.2.1B “from a particular MBMS user service, the UE shall delete any MSKs and MTKs associated with that particular service that are not associated with any other service the user is still registered to” introduces an inconsistency since this section also states that the “BM-SC should invalidate those MSKs from UE”. Solution_5 does not introduce any inconsistency since the MSK deletion is initiated by the BM-SC only. 

3 Proposal

We propose to use Solution_5 “extension of the MSK Update procedure” to delete a MSK on the USIM. 

An updated version of CR SP-060800 is required since some changes proposed in this CR prohibit Solution_5. 

4 Conclusion

In order to adopt the most suitable solution to delete MSK on the USIM, we kindly ask TSG SA#34 plenary to reject SP-060800 and ask 3GPP SA3 to review their CR (S3-060824) taking into account the analysis provided in this document. 













