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	Reason for change:
(

	According to TS 33.220: 

· a Ks lifetime is available in the BSF. This is configured by the operator and its value is not standardised; The Ks lifetime is always sent to the NAF.

· The NAF can have its own policy and a lifetime configured in the NAF to be used with the adapted key material. This value is not standardised.

· An Ua application specification may define a hard-coded value for the lifetime to be used with the adapted key material.

According to TS 33.220, the lifetime of adapted key material in NAF shall not exceed the lifetime of the corresponding Ks received from the BSF.

The lifetime available in the NAF for the adapted key material, different from the Ks lifetime received from the BSF, may have been configured or hard-coded without taking the Ks lifetime configured in the BSF into account.

	
	

	Summary of change:
(

	Proposes to add a clarification that if a lifetime is available in the NAF and it the UE for the adapted key material, different from the Ks lifetime received from the BSF, then the NAF shall select the minimum value for the lifetime for the adapted key material out of these two.
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***************** First change *****************

4.4.9
Requirements on reference point Ua
The generic requirements for reference point Ua are:
-
the UE and the NAF shall be able to secure the reference point Ua using the GBA-based shared secret;
NOTE:
The exact method of securing the reference point Ua depends on the application protocol used over reference point Ua. 
-
in the case of GBA_U, the UE and the NAF shall be able to agree which key (i.e, Ks_ext_NAF or Ks_int_NAF or both) is used as the GBA-based shared secret if both keys may be used;

There are two ways to have an agreement between the UE and the NAF which key shall be used Ks_(ext)_NAF or Ks_int_NAF or both:

a)
In a generic case, where the protocol used over reference point Ua can be used for different applications (e.g., HTTPS), the protocol should be able to indicate which key should be used.

b)
In a specific case, where the protocol is application specific (e.g., MIKEY in MBMS), the agreement can be based on implicit knowledge.

-    any security protocol over Ua shall be associated with a Ua security protocol identifier. This identifier shall be specified in Annex H of this specification.

-
the NAF shall be able to indicate to the UE that GBA-based shared secret should be used;
-
the NAF shall be able to indicate to the UE that the current shared secret has expired and the UE should use newer shared secret with the NAF. 

-
The default lifetime of the NAF specific key material Ks_(ext/int)_NAF shall be equal to the lifetime of Ks when not specified within the Ua-application specification. The lifetime of the Ks_(ext/int)_NAF shall not exceed the lifetime of corresponding Ks. If a lifetime for the Ks_(ext/int)_NAF (or further adapted key material) is available in the NAF, due to a Ua application specification having its own lifetime value or due to NAF having it’s own policy for the adapted key material, then if this lifetime is different from the Ks lifetime received from the BSF, then the NAF shall always select the minimum value for the lifetime out of these two.
-
The UE and NAF may adapt the key material Ks_(ext/int)_NAF to the specific needs of the reference point Ua. This adaptation is outside the scope of this specification. The default lifetime of the adapted key material shall be equal to the lifetime of Ks_(ext/int)_NAF when not specified within the Ua-application specification. The lifetime of the adapted key material shall not exceed the lifetime of corresponding Ks_(ext/int)_NAF. If a lifetime for the Ks_(ext/int)_NAF (or further adapted key material) is available in the NAF, due to a Ua application specification having its own lifetime value or due to NAF having it’s own policy for the adapted key material, then if this lifetime is different from the Ks lifetime received from the BSF, then the NAF shall always select the minimum value for the lifetime out of these two.
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