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Introduction

The IMS authentication methods available today in the 3GPP documentation are the Early IMS Authentication (TR 33.978) and the IMS AKA (TS 33.203). The present document discusses the applicability of the methods in a real network.

Discussion
In order to authenticate a UE in an IMS network, the 3GPP foresees two different methods:

- the Early IMS Security (EIS), documented in the Rel 6 TR 33.978;

- the IMS AKA documented in the TS 33.203, since Rel 5

The EIS method was proposed in 3GPP as an “interim” solution because IMS implementations compliant with the TS 33.203 were expected not to be available on the market in the short term. In fact, several IMS implementations not compliant with the TS 33.203 are currently on the market. 

Having foreseen this, one of the EIS goals was to limit the number of non compliant IMS implementations, providing Vendors with an alternative IMS authentication mechanism, weaker but also easier (and faster) to implement than IMS AKA. 

The EIS method was documented in a TR to encourage Vendors’ implementation to adhere as soon as possible to TS 33.203 and, then, to consider EIS only as “interim” solution.

In terms of UE/(U)SIM requirements, the main difference between the two methods is that the EIS method allows the authentication to an IMS domain of a UE equipped with 2G SIM, whereas the IMS AKA authentication allows the authentication to an IMS domain of a UE equipped with USIM/ISIM.

From the 3GPP documentation point of view, the TR represents the only reference for a 2G SIM based authentication to the IMS network.

When it comes to the IMS deployment and according with Telecom Italia experience:

· the availability on the market of terminals supporting IMS AKA is still low

· the 2G SIMs distributed in the market aren’t replaced at  the same speed foreseen for the IMS services evolution plans

Hence, several operators planning to launch IMS services need to deploy a 2G SIM based authentication method. Even if the second concern mentioned above could be removed by means of  a forced, quick replacement of  2G SIM to USIM/ISIM, the lack of IMS AKA capable UEs would request  the adoption of 2G SIM authentication in parallel with standard USIM/ISIM-based security solution.

The adoption of authentication procedures for subscribers equipped with 2G SIM or non-AKA UE would encounter  the following families of problems:

- The TR 33.978 introduces specific behaviours for the UE on the Gm interface. The UE behaviour for the EIS is specified in the paragraph 6.2.3 of the TR adding procedures which aren’t introduced and harmonized with the text of the TS 24.229
. Namely, the UE doesn’t introduce the Authorization header when it wants to attempt an EIS authentication. These aspects should be harmonized in the 3GPP documents in order to clearly discriminate different behaviours on the UE for the two different authentication procedures. Currently the the UE behaviour can be AKA compliant or EIA compliant only.
- The TR foresees the introduction of a new behaviour on the Cx interface. In particular the paragraph 6.2.5 of the TR 33.978 introduces modifications to the User registration status query, S-CSCF registration/deregistration notification and Authentication procedure
.
It should be clarified in 3GPP TSs that when the UE doesn’t send the Authorization Header and is authenticated by means of the EIS procedures, then the network should apply on the Cx interface the procedures indicated in the TR. 

The absence of these requirements generates non-compliances on the Cx interface making impossible the implementation of a multi-vendor IMS network.

- The TR foresees new security mechanism for HTTP services. In particular the paragraph 6.3 of the TR 33.978 introduces new procedures on the Sh interface in order to to protect HTTP services based on the secure IP address binding information stored in the HSS as an alternative to the mechanism based on the GBA procedures (e.g. TS 33.141).

It should be clarified in 3GPP TSs that when the UE doesn’t send the Authorization Header and it is authenticated by means of the EIS procedures then the security mechanisms for HTTP services specified in the TR should be used. 

The absence of this clarification will generates problems of interoperability on the Sh interfaces.

- The TR foresees interworking cases between the TR and IMS AKA procedures. In particular the paragraph 6.2.6 of the TR 33.978 provides the expected behaviour for network and UE in the combination of the following cases: UE supporting IMS AKA and UE not supporting IMS AKA, network supporting IMS AKA and network not supporting IMS AKA, the presence of the SIM.

Only if these procedures are taken into account into existing R7 TSs, the “automatic” choice of the best authentication method allowed by the combination of network, UE and USIM/SIM can be performed.

Vice versa, according with current definitions in the TSs, the operator would need to provide the network and the UE  with static configuration data specific for each authentication procedure. 
Consequently, as a user with AKA capable UE moves from a 2G SIM to a USIM/ISIM, the transition from a EIS to AKA authentication would request:

· re-configuration of some SIP  parameters in the UE

· re-configuration of user data in HSS

The coexistence of EIS and AKA IMS authentication methods is an issue that needs to be urgently addressed by 3GPP, as the circulation of “early” terminals not supporting IMS AKA and SIM cards may last for an unpredictable period of time. 

If no action is taken, during the transition towards total AKA usage, operators would need to solve interoperability problems with heavy integration activities, higher costs and efforts.

Conclusion
The above mentioned problems prevent the IMS implementation in a network to run smoothly from the “interim” EIS to the standard AKA security.
This lack of coordination between the two solutions, in particular prevents the possibility for the system to automatically run the strongest authentication allowed by the combination network +UE+(U)SIM; resulting in additional costs of network and terminal management for operators.

Telecom Italia would like to ask SA plenary for indications on how to solve the above mentioned problems in the appropriate WGs.

� For instance the TR indicates that:


“On sending a REGISTER request in order to indicate support for early IMS security procedures, the UE shall not include an Authorization header field and not include header fields or header field values as required by RFC3329.”


And the TS indicates:


On sending a REGISTER request, the UE shall populate the header fields as follows:


a)	an Authorization header, with:


-	the username directive, set to the value of the private user identity;


-	the realm directive, set to the domain name of the home network;


-	the uri directive, set to the SIP URI of the domain name of the home network;


-	the nonce directive, set to an empty value; and


-	the response directive, set to an empty value;





� The modifications introduce new behaviours for the AVPs (Attribute Value Pairs) on the Cx interface. The new procedures aren’t specified in the TS 29.228 and TS 29.229





