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1. Introduction

This document analyses the issue of authentication mechanisms to IMS, since related TISPAN CRs to various working groups stimulated lively reactions. In particular SA3 asks SA to give guidance (LS in SP-060162).

2. Discussion

In the context of IMS, 3GPP wears two hats, a red one and a blue one.

The red hat means IMS is part of the 3GPP System, namely as subsystem of the PS domain and provides IP-based services to a 3GPP system.

The blue hat means “one-IMS”, it is owed by the adoption of IMS in other environments, concretely TISPAN and CableLabs. 3GPP claims responsibility on the consistency of the IMS over various environments.

There seems to be consensus about the fact that 3GPP wears these two hats, and it is recognized by various decisions in 3GPP and respective recognition by TISPAN and CableLabs and the active technical contributions from those bodies to 3GPP.

The requirements and mechanisms of the NASS-IMS-bundled authentication mechanism touches upon both roles.

Redefining the UE or touching upon ISIM/UICC requirements as requested by TISPAN touches upon the red hat. We take note on the respective expert statements in SP-060159 and SP-060154.
When giving guidance on the issue SA should also now wear the second hat, which is partly present in the SA3 discussion.

3GPP specified the Early IMS mechanism, as early adoption of IMS is likely to use GPRS authentication without requiring a priori USIM/ISIM introduction. To manifest the temporary nature of this and the aspiration to migrate to full blown IMS security it was decided to document this in a SA3 TR 33.978 only, also containing the stage-3 description (which typically would be in TS 24.229 mandate).
Our understanding is that the background of the TISPAN NASS-IMS-bundled authentication mechanism is similar. Also here 3GPP expresses the aspiration that full blown IMS security will be the medium-term mechanism of choice, as described in the TISPAN CR0089 to TS 33.203 accepted at SA#30.

Regrettable as it may seem, three authentication schemes exist (and we haven’t seen anything from other organizations with other legacy schemes yet) and we understand the requirements coming from the respective legacy. An “out-of-3GPP scope” attitude concerning the design of non-3GPP IMS authentication mechanism is not sufficient. The integrity of deploying IMS in converged scenarios and the compliance to 3GPP mechanisms should be of concern of 3GPP. Wearing the blue “one-IMS” hat, 3GPP should give the following guidance on the topic.

3. Recommendations

1. It shall be possible to deploy one IMS in a fixed (TISPAN) mobile (3GPP) convergence situation.

2. As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.

3. Incompatibilities with the existing 3GPP authentication schemes shall be avoided. Note that both the IMS AKA (TS 33.203 and TS 24.229) as well as the early IMS security mechanisms (TR 33.978) need to be considered. The joined TISPAN 7, 3GPP SA3 meeting on 5 April should be considered an opportunity to explore alignment. At present, we have no reason to believe that there would be serious technical obstacles for such an alignment.
4. Both 3GPP and non-3GPP IMS specifications / systems should consider IMS-AKA as the authentication of choice and other mechanisms only as preliminary.

5. The documentation of NASS bundled authentication as normative stage 3 in 3GPP in TS 24.229 seems inappropriate. Achieving some symmetry in documentation of NASS-bundled authentication and Early IMS is desirable. Both options mentioned in SP-060162 concerning the documentation of the NASS bundled authentication mechanism (either SA3 TR or TISPAN-only with 3GPP SA3 review) seem reasonable.
6. The recommendations should also be applicable accordingly in similar environments using IMS.

4. Conclusion
SA should endorse the recommendation and answer the SA3 LS to all groups accordingly (including CableLab)

5. Next meetings

· 04-07 Apr 3GPP SA3 - Athens GR
· 05 Apr Joint TISPAN-WG7 / 3GPP SA3 - Athens GR
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