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Annex 2 (informative):
Simulation Program Listing

Header file

/*---------------------------------------------------------

 *




Kasumi.h

 *---------------------------------------------------------*/

typedef unsigned  char   u8;

typedef unsigned short  u16;

typedef unsigned  long  u32;

/*----- a 64-bit structure to help with endian issues -----*/

typedef union {


u32 b32[2];


u16 b16[4];


u8  b8[8];

} REGISTER64;

/*------------- prototypes --------------------------------*/

void KeySchedule( u8 *key );

void Kasumi( u8 *data );

u8 * f9( u8 *key,int count,int fresh, int dir,u8 *data,int length );

void f8( u8 *key,int count,int bearer,int dir,u8 *data,int length );

Function f8
/*-------------------------------------------------------------------

 *



F8 - Confidentiality Algorithm

 *-------------------------------------------------------------------

 *

 *
A sample implementation of f8, the 3GPP Confidentiality algorithm.

 *

 *
This has been coded for clarity, not necessarily for efficiency.

 *

 *
This will compile and run correctly on both Intel (little endian)

 *  and Sparc (big endian) machines. (Compilers used supported 32-bit ints)

 *

 *
Version 1.0

05 November  1999

 *

 *-------------------------------------------------------------------*/

#include "kasumi.h"

#include <stdio.h>

/*---------------------------------------------------------

 * f8()

 *

Given key, count, bearer, direction,  data,

 *

and bit length  encrypt the bit stream

 *---------------------------------------------------------*/

void f8( u8 *key, int count, int bearer, int dir, u8 *data, int length )

{


REGISTER64 A;

/* the modifier


*/


REGISTER64 temp;

/* The working register
*/


int i, n;


u8  ModKey[16];

/* Modified key

*/


u16 blkcnt;


/* The block counter */


/* Start by building our global modifier */


temp.b32[0]  = temp.b32[1]  = 0;


A.b32[0]     = A.b32[1]     = 0;


/* initialise register in an endian correct manner*/


A.b8[0]  = (u8) (count>>24);


A.b8[1]  = (u8) (count>>16);


A.b8[2]  = (u8) (count>>8);


A.b8[3]  = (u8) (count);


A.b8[4]  = (u8) (bearer<<3);


A.b8[4] |= (u8) (dir<<2);


/* Construct the modified key and then "kasumi" A */


for( n=0; n<16; ++n )



ModKey[n] = (u8)(key[n] ^ 0x55);


KeySchedule( ModKey );


Kasumi( A.b8 );
/* First encryption to create modifier */


/* Final initialisation steps */


blkcnt = 0;


KeySchedule( key );


/* Now run the block cipher */


while( length > 0 )


{



/* First we calculate the next 64-bits of keystream */



/* XOR in A and BLKCNT to last value */



temp.b32[0] ^= A.b32[0];



temp.b32[1] ^= A.b32[1];






temp.b8[7] ^= (u8)  blkcnt;



temp.b8[6] ^= (u8) (blkcnt>>8);


/* KASUMI it to produce the next block of keystream */



Kasumi( temp.b8 );



/* Set <n> to the number of bytes of input data
*



 * we have to modify.  (=8 if length <= 64)

*/



if( length >= 64 )




n = 8;



else




n = (length+7)/8;



/* XOR the keystream with the input data stream */



for( i=0; i<n; ++i )




*data++ ^= temp.b8[i];



length -= 64;
/* done another 64 bits
*/



++blkcnt;

/* increment BLKCNT

*/


}

}

/*-----------------------------------------------------------

 *


e n d    o f    f 8 . c

 *-----------------------------------------------------------*/

Function f9
/*-------------------------------------------------------------------

 *



F9 - Integrity Algorithm

 *-------------------------------------------------------------------

 *

 *
A sample implementation of f9, the 3GPP Integrity algorithm.

 *

 *
This has been coded for clarity, not necessarily for efficiency.

 *

 *
This will compile and run correctly on both Intel (little endian)

 *  and Sparc (big endian) machines. (Compilers used supported 32-bit ints)

 *

 *
Version 1.1

05 September  2000

 *

 *-------------------------------------------------------------------*/

#include "kasumi.h"

#include <stdio.h>

/*---------------------------------------------------------

 * f9()

 *

Given key, count, fresh, direction, data,

 *

and message length, calculate the hash value

 *---------------------------------------------------------*/

u8 *f9( u8 *key, int count, int fresh, int dir, u8 *data, int length )

{


REGISTER64 A;
/* Holds the CBC chained data


*/


REGISTER64 B;
/* Holds the XOR of all KASUMI outputs
*/


u8  FinalBit[8] = {0x80, 0x40, 0x20, 0x10, 8,4,2,1};


u8  ModKey[16];


static u8 mac_i[4];
/* static memory for the result */


int i, n;


/* Start by initialising the block cipher */


KeySchedule( key );


/* Next initialise the MAC chain.  Make sure we
*


 * have the data in the right byte order.


*


 * <A> holds our chaining value...



*


 * <B> is the running XOR of all KASUMI o/ps

*/


for( n=0; n<4; ++n )


{



A.b8[n]   = (u8)(count>>(24-(n*8)));



A.b8[n+4] = (u8)(fresh>>(24-(n*8)));


}


Kasumi( A.b8 );


B.b32[0] = A.b32[0];


B.b32[1] = A.b32[1];


/* Now run the blocks until we reach the last block */


while( length >= 64 )


{



for( n=0; n<8; ++n )




A.b8[n] ^= *data++;



Kasumi( A.b8 );



length -= 64;



B.b32[0] ^= A.b32[0];
/* running XOR across */



B.b32[1] ^= A.b32[1];
/* the block outputs
 */


}


/* Process whole bytes in the last block */


n = 0;


while( length >=8 )


{



A.b8[n++] ^= *data++;



length -= 8;


}


/* Now add the direction bit to the input bit stream
*


 * If length (which holds the # of data bits in the
*


 * last byte) is non-zero we add it in, otherwise

*


 * it has to start a new byte.





*/


if( length )


{



i = *data;



if( dir )




i |= FinalBit[length];


}


else



i = dir ? 0x80 : 0;


A.b8[n++] ^= (u8)i;


/* Now add in the final '1' bit.  The problem here
*


 * is if the message length happens to be n*64-1.

*


 * If so we need to process this block and then

*


 * create a new input block of 0x8000000000000000.
*/


if( (length==7) && (n==8 ) )
/* then we've filled the block */


{



Kasumi( A.b8 );



B.b32[0] ^= A.b32[0];
/* running XOR across
*/



B.b32[1] ^= A.b32[1];
/* the block outputs
*/



A.b8[0] ^= 0x80;


/* toggle first bit */



i = 0x80;



n = 1;


}


else


{



if( length == 7 )

/* we finished off the last byte */




A.b8[n] ^= 0x80;

/* so start a new one.....

*/



else




A.b8[n-1] ^= FinalBit[length+1];


}


Kasumi( A.b8 );


B.b32[0] ^= A.b32[0];
/* running XOR across
*/


B.b32[1] ^= A.b32[1];
/* the block outputs

*/


/* Final step is to KASUMI what we have using the
*


 * key XORd with 0xAAAA.....





*/


for( n=0; n<16; ++n )



ModKey[n] = (u8)*key++ ^ 0xAA;


KeySchedule( ModKey );


Kasumi( B.b8 );


/* We return the left-most 32-bits of the result */


for( n=0; n<4; ++n )



mac_i[n] = B.b8[n];


return( mac_i );

}

/*-----------------------------------------------------------

 *


e n d    o f    f 9 . c

 *-----------------------------------------------------------*/

***** END OF CHANGE *****







�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �Page: 1��� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �Page: 1��� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �Page: 2��� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �Page: 2��� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �Page: 2��� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





CR page 2

