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4.4.6
Requirements on reference point Zn
The requirements for reference point Zn are:

-
mutual authentication, confidentiality and integrity shall be provided;

-
If the BSF and the NAF are located within the same operator's network, the Zn reference point shall be secured according to NDS/IP [13];

-
If the BSF and the NAF are located in different operators' networks, the Zn' reference point between the D-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [6];


NOTE:
Annex D specifies the TLS profile that is used for securing the Zn' reference point.

-
The BSF shall verify that the requesting NAF is authorised;

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN used by UE when it contacts the NAF;

-
The BSF shall be able to send the requested key material to the NAF;

-
The NAF shall be able to get a selected set of application-specific user security settings from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires user security settings for;

NOTE:
If some application needs only a subset of an application-specific user security setting, e.g. only one IMPU, the NAF selects this subset from the complete set of user security settings sent from BSF.

-
The BSF shall be able to configure on a per NAF or per application basis if private subscriber identity and which user security settings may be sent to a NAF;

-
The BSF shall be able to indicate to the NAF the lifetime of the key material. The key lifetime sent by the BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key lifetime sent by the BSF to the UE over Ub.

NOTE:
This does not preclude a NAF to refresh the key before the expiry time according to the NAF's local policy.

Editor's note:
It is ffs which actions are to be taken over Zn when the BSF receives a user security settings update from the HSS over Zh.
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Annex D (normative):
TLS profile for securing Zn' reference point

The TLS profile for securing the Zn' reference point is specified in RFC 3588 [14] section 13.2.

In addition, the D-Proxy certificate, i.e., the client certificate used in TLS handshake shall contain the subjectAltName extension as specified in RFC 3280 [15]. The subjectAltName extension shall contain one or more dNSName names. The dNSName name may contain the wildcard character '*' and the matching is performed as specified in RFC 2818 [16] section 3.1.

NOTE:
The D-Proxy certificate shall contain all the NAF_IDs of NAFs that may send a request for NAF specific shared secret through the D-Proxy to the subscriber's home BSF. If new NAF is added, the new NAF_ID is either covered in the certificate by using the wildcard character approach (e.g., "*.operator.com"), or a new dNSName name needs to be added to the certificate. In the latter case, new certificate is needed for the D-Proxy.

Annex E (informative): 
Handling of TLS certificates

An authentication framework as available for IPsec [17] is not available for TLS certificates. The purpose of this Annex is to provide guidelines for TLS certificate handling for use on the Zn’ reference point in the absence of a framework for TLS certificates.

Within this Annex following abbreviations are used: CAA is the certification authority in A’s network and CAB is the certification authority in B’s network. CertA is the certificate of A and CertB is the certificate of B. IA is the set of identifiers that A may use as NAF_ID. TB is the set of peers trusted by B
E.1
TLS certificate enrollment

Mutual authentication in TLS is achieved based on public key technology and certificates. Both TLS peers A and B need to contain a certificate store and there shall be at least one certification authority CA that can issue certificates within the security domains in with A and B are part of. CertA contains the set IA of A’s identifiers. Each identifier is in the form of fully qualified domain name (FQDN). Similarly, B’s certificate is CertB.

The certificates in the store of B define the group TB of peers trusted by B. There are several options for creation and enrollment of certificates, three of which are described below.

1.
In one option there is a certification authority, CAB, only in the network of B. CAB issues a certificate CertB to B and a certificate CertA to A. The certificates are delivered from CAB to A and B in a secure way ‘out of band’. Both A and B then add their peer into the group of their trusted peers by inserting that peer’s certificate into the certificate store: A inserts CertB into A’s certificate store and B inserts CertA into B’s certificate store. This insertion is typically manual and the details depend on the implementation of the management interface to the certificate store. 
2.
In another option both A’s and B’s networks contain certification authorities, CAB and CAA, respectively. CAB issues a certificate CertB to B and CAA issues a certificate CertA to A. The certificates are delivered from CAB to A and from CAA to B in a secure way ‘out of band’. Both A and B then add their peer into the group of their trusted peers by inserting that peer’s certificate into the certificate store: A inserts CertB into A’s certificate store and B inserts CertA into B’s certificate store.

3.
In a third option the CA certificates of both sides are exchanged: the certificate of CAB is delivered to A and the certificate of CAA is delivered to B in a secure way ‘out of band’, inserted to the certificate store, and marked trusted. The validation of CertA and CertB, that are exchanged during TLS handshake, is based on the presence of the corresponding CA certificates in the certificate store.

NOTE:
In options 1 and 2 the need for certification authority may be avoided if the peers generate self signed certificates and exchange them in a secure way, "out of band". Also, instead of certificates themselves, certificate fingerprints may be exchanged "out of band" in those options.

E.2
TLS Certificate revocation

In the absence of PKI-revocation interfaces, certificate revocation needs to be performed manually. The revocation operation involves the removal of A from the group TB of peers trusted by B. In the first two enrollment options described above the revocation happens by B removing the certificate of A, CertA, from its certificate store. This removal can be done manually. In the third option the certificate of A, CertA, is not in B’s certificate store. For that reason B has to have a way to check the validity of CertA with the issuer of the certificate. (Also in the first two enrollment options the amount of manual maintenance operations will decrease if B can check the validity of CertA with the issuer of the certificate.) This check may be done by using Online Certificate Status Protocol (OCSP) [18] or by using Certificate Revocation Lists (CRLs) [15] published by the issuer of CertA.
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