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5.4.2
I-WLAN Access Network Advertisement and Selection
5.4.2.1
Case of IEEE 802.11 WLANs

5.4.2.1.1
General

The following principles shall apply:

-
Require no modifications of existing legacy APs.

-
Have no impact on existing legacy clients (implies no modification of current broadcast SSIDs).

-
Have low latency and overhead.
-
The WLAN UE should be able to select the I-WLAN Access Network supporting the preferred PLMN.
In the case of IEEE 802.11 WLANs:

-
Modification of current broadcast SSIDs shall not be required;

-
Active scanning should be supported by the WLAN UE;

-
Passive scanning shall be supported by the WLAN UE;

-
Multiple SSIDs may be supported (i.e. only standard 802.11 capable APs are required).

5.4.2.1.2
WLAN Access Network Advertisement

A WLAN network name is provided in WLAN beacon signal in so-called SSID (Service Set ID) information element. There is also the possibility for a WLAN UE to actively solicit support for specific SSIDs by sending a probe request message and receive a reply if the access point does support the solicited SSID. Active and passing scanning are defined in IEEE 802.11 [21].

A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the WLAN AN.
The above requirement may be met through explicit EAP-based procedures or through the generic Preferred SSID list procedures – for example Preferred SSID lists could include SSID formats defined by operators for the above purposes.
5.4.2.1.3
I-WLAN Access Network Selection
For purpose of selecting the preferred I-WLAN AN the WLAN UE may contain lists of I-WLAN identities' preferences. One list will contain the  SSIDs preferred by the Home Network operator and one list contains the SSID’s preferred by the user.
The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot operators with whom the Home Operator has a direct relationship.

In Manual mode the WLAN UE shall scan (passive scanning) for all available SSIDs in beacon channels it can discover. The WLAN UE may also probe (active scanning) for additional available SSIDs from each of the WLAN networks that it has discovered. 

Once a list of all available SSIDs has been obtained, the WLAN UE 
shall obtain a list of available PLMNs from each SSID. When a list of PLMNs has been obtained from all SSIDs it shall present them to the user  to select one. The WLAN UE shall then associate with the SSID that supports the PLMN that is selected by the user.

In the automatic mode the procedure is as follows:

0.
The WLAN UE scans for all available SSIDs. If the WLAN UE contains the I-WLAN identities' preference lists, the scan should be done in the order of these lists. It is not required to continue the scanning after the highest priority SSID is found.

1.
Start association and perform Network Discovery  

1a)
If authentication to HPLMN succeeds (i.e. EAP-Success is received), then stop this procedure.

1b)
If Network Advertisement information is received (i.e. EAP-Identity/Request is received), then store the list and start again step 1.


Repeat step1 for all available SSIDs following the order specified in the I-WLAN identities preference lists . If the scanning in step 0 was stopped due to the discovery of the highest priority SSID, but the HPLMN has not been found (e.g. because the SSID list is not updated or the selected SSID was a fake one), then the user should go back to step 0 and scan for all available SSIDs.


Note that if an AP supporting HPLMN is found in the middle of the procedure, step 1a, then step 1 is stopped and association with the remaining available APs will not take place.

2.
Use the lists of ‘User Controlled PLMN Selector list for I-WLAN’ and ‘Operator Controlled PLMN Selector list for I-WLAN‘ and the lists from step 1b) to select the best matching PLMN. Note that the ‘User Controlled PLMN Selector list for I-WLAN’ has higher priority than the ‘Operator Controlled PLMN Selector list for I-WLAN’. Then select the I-WLAN AN that supports the best match PLMN. If more than one I-WLAN AN supports the best matched PLMN, the I-WLAN AN having the highest priority SSID is selected, if I-WLAN identities' preference lists are available.

3.
Associate with the AP selected in step 2 and attempt authentication with the best match PLMN. An I-WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the WLAN AN.
If such an indication is provided by the WLAN AN and if the WLAN UE supports the indication, then the WLAN UE shall use it at SSID selection as defined in 3GPP TS 24.234 [9].

The above requirement may be met through explicit EAP-based procedures or through the generic I-WLAN identities' preference lists procedures – for example I-WLAN identities preference lists could include SSID formats defined by operators for the above purposes.
5.4.2.2
Case of other WLANs

Other WLANs, such as HiperLAN or Bluetooth, are not described in this TS but not excluded.

5.4.3
VPLMN Advertisement and Selection

5.4.3.1
General

The following principles shall be used in VPLMN Advertisement and Selection:

-
This procedure takes place after association with an AP 

-
The user shall be able to select the Visited Network

-
Use the NAI for routing of AAA messages.

-
Have low latency and overhead.

-
Use existing EAP mechanisms, if possible.

-
Be extensible to permit advertisement of WLAN characteristics other than the PLMNIDs of roaming partners.
5.4.3.2
Network Advertisement

Network advertisement information enumerates the roaming partners and associated NAI realms. This information shall be provided to the WLAN UE when the WLAN is unable to route an authentication request from the WLAN UE based on the initial NAI (e.g. when the WLAN AN receives a NAI with an unknown realm) and when the WLAN UE explicitly requests Network advertisement information. Details on the usage and coding of Network advertisement information are included in 3GPP TS 24.234 [9].
5.4.3.3
Network Selection

The automatic and manual mode PLMN selection procedures are defined in TS 22.234 [25]. The detailed procedure in case of IEEE 802.11 WLAN is described in 5.4.2.
The WLAN UE shall indicate its home network through the use of an initial NAI.  The realm part of this initial NAI shall be derived from the IMSI, as described in section 5.3.3.  Optionally, if there is preference for a roaming network, the initial NAI then takes the form of a Roaming NAI, as described in section 5.3.4; e.g., for optimizing user access experience in re-access case, the WLAN UE may include information of preferred roaming network from previous successful authentication while it is associated to the same AP.
For the manual selection case allowed by some operator, initial NAI can include the roaming network decided by the user, e.g. using a preferred PLMN list stored in the UICC.
If the WLAN AN is able to route authentication request based on the initial NAI, then no special processing for network advertisement/selection is needed.

If the WLAN ANis unable to route authentication request from WLAN UE based on the initial NAI, the WLAN AN shall deliver the network advertisement information to the WLAN UE.  The WLAN UE processes this information according to its internal roaming preference policies or prompts the user to select a VPLMN preference. It uses the result to determine how to construct a new NAI indicating the selected VPLMN, according to Section 5.4.2.

After the network advertisement information is delivered and VPLMN selection is performed, the WLAN UE attempts to authenticate with the new NAI determined in the prior step.

The WLAN AN shall use the NAI to route the AAA traffic to the appropriate VPLMN AAA Proxy.
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