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Abstract of document:

This specification provides a scalable entity authentication framework for 3GPP network nodes. This framework is developed in the context of the Network Domain Security work item, which effectively limits the scope to the control plane entities of the core network. Thus, the Authentication Framework provides entity authentication for the nodes that are using TS 33.210 NDS/IP.

The NDS/AF is based on a simple trust model that avoids the introduction of transitive trust and/or additional authorisation information. The simple trust model implies manual cross-certification. Additionally, requirements are presented for the used protocols and certificate profiles, to make it possible for operator IPsec and PKI implementations to interoperate.

Changes since last presentation to TSG SA:

The following changes were made after TSG SA#22.

· Removal of certificate issuer name limitations as no need identified.

· Support for manual certificate enrolment added.

· IKE Phase-1 profiling option (i.e. ISAKMP CERTREQ usage) recommendation agreed.

· Public CRL database access with IPsec ESP tunnel clarified.

Outstanding Issues:

· All SEGs and Roaming CAs shall support initial enrolment by SEG from CA via CMPv2. CMPv2 is still at draft status, but is already widely supported, and expected to move to Draft Standard status in the near future. It is currently expected that CMPv2 receives a RFC status by June 2004.

Contentious Issues:

None.

