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Abstract of document:

This specification describes the Security Architecture for 3GPP WLAN interworking and includes:

1. The non roaming WLAN Interworking Reference Model  

2. The roaming WLAN Interworking Reference Model, access to HPLMN services

3. The roaming WLAN Interworking Reference Model, access to VPLMN services


Background information on the IEEE 802 Project, the ETSI/BRANHIPERLAN/2 Security architecture and the IETF Key Generation and EAP Methods is included as an appendix.

Security requirements are then listed, which have been derived from an analysis of a Trust Model and the Assets and Threats from the perspective of a 3GPP Operator, the WLAN User and the WLAN Access Network Provider.  The possible attacks are against these assets are described and requirements identified for:

1. Signalling and user data protection  

2. User identity privacy


3. Link layer security 

4. UE-initiated tunnelling


Next, the specification describes the Security Features that are necessary to counter these attacks, and these include:

1. Authentication of the subscriber and the network and Security Association Management in scenario 2

2. User Identity Privacy in WLAN Access in scenario 2

3. Re-authentication in WLAN Access in scenario 2


4. Confidentiality and Integrity protection in scenario 2 and 3

5. Security Association Management for UE-initiated tunnels in scenario 3



Finally, the specification describes the Security Mechanisms necessary to provide these features, specifically:

1. A USIM-based WLAN access authentication mechanism - EAP/AKA (scenario 2)


2. A GSM SIM based WLAN access authentication mechanism - EAP/SIM (scenario 2)

3. A mechanisms for the set up of UE-initiated tunnels (scenario 3)


4. User traffic and signalling confidentiality and integrity mechanisms (scenario 2 and 3)

5. Temporary Identity Generation and Key Management
 (scenario 2)

Changes since last presentation to SA

1. An introduction in the re-authentication chapter has been added.

2. Clarifications has been added to the full EAP-AKA and EAP-SIM procedures, to clarify that the WLAN UE derives required additional new keying material from the new computed IK and CK from USIM, and then checks the MAC received from the network with these newly derived keying material, i.e. the check of MAC takes place after the successful AKA has taken place on the USIM/SIM.

3. Explained how the EAP SIM/AKA procedures derive keys, which are used later on in WLAN access network link layer security Since the authentication using EAP SIM/AKA procedures is considered secure enough for WLAN interworking authentication, the derivation of keys from these processes for link layer security in the WLAN access network avoids a separate method for this purpose and gives a sufficient security level

4. Added clarification regarding the temporary identities, that the support of this feature is mandatory for implementations in the network and WLAN UE, but optional for use in the network. The WLAN UE is mandated to support this feature.

5. Added text clarifying the selection of EAP/SIM or EAP/AKA

6. Specified more detail on the use of IKEv2 and IPSec ESP in order to ease the implementation

· The chosen algorithm is AES, which is already used for temporary identities generation.

· Profiles for both IKEv2 and IPsec ESP are proposed. The profiles are taken from draft-ietf-ipsec-ui-suites-04.

· Clarified possiblity to negoiate  encription and/or no confidentiality under some circumstances (for example high trust between 3GPP network and WLAN AN), according to the trust model in annex B.2 of TS 33.234 v1.0.0
7. Editorial errors or inconsistencies in TS 33.234 are corrected

· Replaced reference models with latest versions from 23.234v2.4.0. Added a cross reference to 23.234.

· Clarification that this TS contains, in general, specifications rather than recommendations.

· Clarification to the definition of user identify privacy.

· Reviewed the correct use of “shall” and “may”

Outstanding Issues:

1. WLAN-UE Functional Split: Alternative 2,  where all functions of the EAP peer are executed on the GSM/UMTS UE, with the GSM/UMTS cryptographic algorithms on the SIM/USIM and the TE does not perform any functions of an EAP peer, is now the working assumption. Some issues with lack of Integrity and replay protection over the Bluetooth interface. A number of countermeasures were discussed at SA3#32 and a liaison, with an attached document listing possible countermeasures was sent to the Bluetooth Security Experts Group "Suggestions regarding countermeasures, which may be known from other uses of Bluetooth and not contained in the attached documents, are, of course, also very welcome.” CR will be required to add the final solution into TS 33.234.   
2. Visibility and configurability: Further work is needed to specify what the subscriber shall be able to configure and what visiblity the subscriber has of the actual security features that are applied. 

