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Abstract of document:

The report contains a study to specify and analyse threats to determine the feasibility of Reuse of a Single SIM, USIM, or ISIM by peripheral devices on local interfaces to access multiple networks. The peripheral devices include 3GPP and WLAN devices, and the multiple networks include 3GPP and WLAN type networks. The report covers the diverse usage models with multiple external interfaces from a security point of view, without incorporating significant changes to the 3GPP and WLAN infrastructure. It also overs the impact on current security specifications for 3GPP, user authentication requirements when used over local interfaces like Bluetooth. 

Changes since last presentation to SA meeting:

This is the first presentation to SA for information.

Outstanding issues:

The following issues will be resolved before the TR is presented for approval in March 2004:

Issue 1:
The (U)SIM authentication process (i.e. key setting procedure) needs to be tuned to WLAN.

Issue 2:
The (U)SIM presence detection in ME.

Issue 3:
Additional specification for secure storage of Pseudonyms.

Issue 4:
User authentication may require additional specification/modifications to the (U)SIM specifications.

Issue 5.
How many and which kind of UE’s should be allowed to have simultaneous access and should the number of UE's be visible to operators?

Issue 6.
Which degree of control does the device holding the (U)SIM require on the type of operations that other devices perform with its (U)SIM?

Contentious Issues:

None

