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Abstract of document:

The specification covers the security of the Multimedia Broadcast/Multicast Service (MBMS). The aim is to enable the secure transfer of some data to multiple users simultaneously. As multicast presents specific security concerns, the specification contains the threats to a multicast service and the security requirements that are derived from these threats. The specification then describes some security mechanisms to tackle those threats. These are a key management scheme that allows a Broadcast/Multicast Service Centre to securely distribute MBMS specific keys to known mobiles and a method of protecting (using the distributed keys) the data that is transmitted to the UE, such that only the intended recipients can decrypt the data.

Changes since last presentation to TSG Meeting:

There are no changes, as the document has not been presented previously.

Outstanding Issues:

The stage 1 and stage 2 parts of the specification are stable. It has been agreed that the MBMS specific keys can be held on the UICC or the ME in release 6. The choice of storage depends purely on the whether the UICC supports the ability to hold the keys. This decision is not yet reflected in the specification. This will require fairly simple additions to the text. Possible harmonisations with OMA DRM are also being considered.

The following outstanding issues are to be solved:

· The exact way that the GBA can be used to provide shared keys (when necessary) between the UE and BM-SC in order that MBMS specific keys can be securely delivered to the terminal.

· The secure point-to-point delivery and request of keys specific to a multicast service. This includes how the parameters are carried between the BM-SC and UE and how they are protected during transit. There have been proposals in SA3 and a decision needs to be taken on the best one.

· The keys that are actually used to protect the traffic are delivered in a point-to-multipoint to all the UEs that are receiving the data. The algorithm to do this and the way in which the algorithm is used has yet to be selected. It also needs to be specified how the parameters are carried from the BM-SC to the UE. There have been proposals in SA3 and a decision needs to be taken on the best one.

· The actual method that is used to protect the data in transit between the BM-SC and the UE. 

Contentious Issues:

None

